?7??°7?°7?7?7? KSMM ? Microsoft
CA 7?7?2777 PKI

Windows-???? ? Kaspersky Security Center Linux.

44 A Ba>kHo. MaTepunan noarotossieH B hopMaTe npakTuyeckom 6asbl KoMaHabI
Presale n He 3ameHseT ounLMaNbHYIO OOKYMeHTauuto. lNepen naMeHeHUsIMN B
nponykTuBHoW PKI oueHnTe nocnencTeus U NpuaepXXmMBanTecb NPpUHLLMNG
MWHMMaJIbHO HEOBXOAMMbIX MPUBUIETUNA.

B Kaspersky Secure Mobility Management nHterpauus c Microsoft Certification Authority
MoO3BOJISET aBTOMaTUYECKN BbIMYyCKaTb JOMEHHbIe MoJib30BaTesIbCKUe cepTUduKaTbl. 3anpochl K
Microsoft CA nepegnatotcs 4yepe3 npoMmexytTodyHoe Windows-yCTPOUCTBO C YCTAHOBJIEHHbIM
AreHToM agMmuHuctpupoBaHusa Kaspersky Security Center. [na paboTbl nHterpaumnm
CEepPBUCHON OOMEHHON y4yeTHoW 3anuncu TpebytoTcs npaBa Ha CA v wabnoH Enroliment Agent, a B
ee NoJib30BaTeNIbCKOM XpaHuauLLe foJKeH OblTb ycTaHoBNEH cepTudukaT Enrollment Agent.

MpumMmep cTeHpa: JoMeH sales.lab, CA sales-DC-01-CA, CEpBUCHadA y4eTHada 3anunchb
ksmm@sales.lab

1. 27972 2790070707°°07°7°077

B cueHapuun ncnonbsytotca Kaspersky Security Center Linux, Microsoft Active Directory
Certificate Services n otoenbHoe Windows-yCTpOMNCTBO B TOM »e aoMmeHe, 4To n CA. Ha
Windows-ycTponctee Aosi>XeH 6biTb yCTaHOBNEH AreHT agMUHUCTPUpoBaHmsa gna Windows.
NMeHHO OH BbICTYyMaeT nocpeaHnkom Mmexay CepsepoM agMUHUCTpupoBaHmsa n Microsoft CA.

e JloMeHHas cepBMCHasa y4eTHasa 3anncb Ans nepenaym 3anpocos B CA.

e [MpomexyToyHoe Windows-yCcTponcTBo, 4ocTynHoe n3 Kaspersky Security Center n
cocToswee B goMmeHe CA.

e [paBa Issue and Manage Certificates Ha CA.

e Npasa Read v Enroll Ha wabnoH Enroliment Agent.



e CepTudukaT Enrollment Agent B xpaHunuiie Current User - Personal CEpPBUCHOWN
Y4eTHOW 3anuncu.

e CeTeBoe coegnHeHne AreHTa aaMuHncTpupoBaHunsa ¢ Kaspersky Security Center; no
ohuumanbHOM cxeme Ao/HKeH BbITb AOCTYNEH MopT 13000 .

e HacTpoeHHbLI ONpoC AOMEHa cepBepOoM aaMUHUCTpupoBaHua KSC (Hy>xeH ons
obHapy>xeHns gomeHHon Y3 cepeepoM KSC).

44 i Kaspersky Security Center nogaoep>xmBaeT TOJIbKO 04HY aKTUBHYIO
nHTerpauunto ¢ Microsoft CA yepes PKI.

2. P7270°0707070707070 0070707070707 0070707070707
PP 007070707

2.1, 2707072707707 0070707007070 2707070707707 00707070707
P0?777

Co3panTe B Active Directory oTaenbHoOro nosib3oBaTens, oT UMeHU KoToporo Kaspersky
Security Center 6yneT nepefaBaTb 3anpocChl Ha BbINMyCK cepTudunkaTos. B npumepe
ncrnosiblyetcsa SALES\ksmm € UPN ksmm@sales.lab .

44 (1] He ncnonb3yinte nepcoHaibHyo Yy4eTHYI0 3anucb agMUHMUCTpaTopa. Ons
NHTEerpauum nyyue BblAeINTb OTAENbHYI0 CEPBUCHYIO YYETHYIO 3amnmnch C
KOHTPOJZIMPYEMbIM MNapPOJSIEM U MUHUMAJIbHBIM HabopOM MpaB.

2.2. 2770707070707 D000 0?070707°7° 2707070707077
27 27°07°07°7?2°7?7°7?7?7?7?7? WIndows-??7???7?7?7?7?7
MpenocTtaBbTe CO34AaHHON AOMEHHOW YYETHOW 3annucm AoCcTyn K npoMexxyTo4HoMy Windows-

YCTPONCTBY B Ka4yeCTBe JIOKabHOro agMnHNcTpaTopa. [lobaBbTe NMosib30BaTeNs B IOKaJbHYIO
rpynny Administrators.



File Action View Help
o9 | 2@ XE = HE

& Computer Management (Local| Name Description
v {f} System Tools

*iAccess Control Assist... Members of this group can remot...

2 @ Tk Sci.mduler ea"Adminisﬂators Administrators have complete an...
> [@] Event Viewer

{Backup O
> @l Shared Folders g_cac :jp pt:at Administrators Properties ? X
v & Local Users and Groups|| 2 ~YPte9"ePMe
= Users *f Device Owners General
i & Distributed CO
> % Performance *‘_ Event Log Reac %" Administrators
% Device Manager *‘_Guem :
v 3 Storage SETHyper-V Admi
== Disk Management *—IIS_IUSRS Description: Mﬂinistrators ha;e complete and unrestricted access
< 1 : tot uter/domai
5 Ey Services and Applications || & Network Confi e SOl ELcomen)

%;PerformanceL Marnbers:
& Performance M &8 Administrator
& Power Users 2, SALES\Domain Admins

*-' Remote Desktd SALES‘\ksmm

&Ef Remote Manag d) SALES

P/ Replicator 82 SALES\Presales
%—‘. System Manag
%i Users
& KLAdmins
&k: KLOperators
0 Changes to a user's group membership
Add... Remove are not effective until the next time the

user logs on.

[ok ]| cancet || Aony Help

CkpuHLIOT 1. Y4yeTHas 3anucbk gobassieHa B JIoKaJlbHyt0 rpyrnny Administrators Ha TECTOBOM
Windows-y3ne.

2.3. ?77?7?7?7°7? ?7?7?7?7? Log on as a service ??
Microsoft CA

Ha CA oTKponTe secpol.msc W nepenanTe Local Policies - User Rights Assignment - Log on as
a service. D,06aBbTe CepBNUCHYHO OOMEHHYIO YHETHYIO 3arnncb U NpUMEHNTE N3MEHEHINA.


https://antiapt-community.ru/uploads/images/gallery/2026-10/nrdSOvpVEOmymh9d-image.png

B
File View Help

e | 2FXEE HE

Action

Th Security Settings
A Account Policies
w |_g Local Policies
5 Audit Policy
o 4 User Rights Assignment
A Security Options
"| Windows Defender Firewall with Advz
_| Metwork List Manager Policies
_| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
3 & IP Security Policies on Local Compute
_| Advanced Audit Policy Configuration

Policy

4 Force shutdown from a remd

_E Generate security audits

.| Impersonate a client after aut
| Increase a process working s¢

5 Increase scheduling priority

35 Load and unload device drive
.| Lock pages in memory

5 Log on as a batch job

< Log on as a service

33 Manage auditing and securit|
2<) Modify an object label

_EMUdifyfirmware environmer
.z Obtain an impersonation tok
.| Perform volume maintenanc)

4 Profile single process

_ﬁ Profile systern performance

:a Remove computer from docl

35 Replace a process level token|

:_é Restore files and directories

jé Shut down the system

i Synchronize directory service

__:'STake ownership of files or oth

Local Security Setting ~ Explain

i' Log on as a service

dronov

1S APPPOOL\NET v4.5

1IS APPPOOLNNET v4.5 Classic
115 APPPOOL\DefaultAppPool

kuma
NT SERVICEMALL SERVICES

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Service Accounts, Groups, or Built4n securnty principals | Object Types...
From this location:

|sa|esJab | Locations...
Enter the object names to select (examples):

lkksmm (ksmm@sales Jab Check Names

Advanced.. (4] Cancel
e Add User or Group... FAemove
OOL\.NET v4.5,1IS APPPOOL\D...
irators
lors,Backup Operators
oK Cancel Apply

CkpuHLioT 2. JobassieHne Y3 B nonmTuky Log on

as a service.

3. 2707072707 270707 2070070707077 07070707077
?7?°??7?7? ?? Microsoft CA

3.1. 2790270727077 27?2°07?7°°07? ?27?7?°7°7?7? ? ACL
P00 P000007007°707°7

Ha cepsepe Microsoft CA 3anycTuTe certsrv.msc . OTKPONTE CBONCTBA LEHTPa cepTudukaumnn,
nepengunte Ha BkNagky Security n Haxxmnte Add. YKakute paHee co30aHHY0 JOMEHHYIO

y4YeTHYIO 3arunchb.
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_'_:n] certsrv - [Certification Authority (Loc..  — O X
File Action View Help
e | Bc=H »=
Ll Certification Authority (Local) | Name
aﬂ sales- M M oA . R -
All Tasks s | Revoked Certificates
| Issued Certificates
View ? | Pending Requests
Refresh Failed Requests
2 | Certificate Templates
o Export List...
Properties
Help
< >
(Opens the properties dialog |

Extensions Storage Cedificate Managers
General Palicy Module Exit Module
Envolimert Agerts Auditing Recovery Agents Security
Group or user names:
| 82 Authenticated Users
| B2 Domain Admins (SALES\Domain Admins)
| SR Entemrise Adming (SALES\Entemrise Adming)
82 Administrators (SALES\Administrators)
0 Add Remove
Permissions for Domain Admins Alow Dery
Read O O
Issue and Manage Cedificates O
Manage CA O
Request Centficates O O
oK Cancel Apply Help

Select this object type:

|Users. Groups, or Built-n securty principals

| Object Types...

From this location

|aalesJab

| Locations...

Enter the object names to select (examples):

ksmm tksmm@sales lab

Advanced...

CkpuHLwoT 3. fJobasneHne ¥3 B crnincok 6ezonacHocTu Microsoft CA.

3.2. ?27??7?7?7?7?7?7 Issue and Manage

Certificates

BbibepuTe cepBUCHYIO y4eTHYIO 3anucb 1 Bkao4YnTe Allow anqa paspeweHuns Issue and

Manage Certificates. CoxpaHute nameHeHus.

Check Names

OK Cancel



https://antiapt-community.ru/uploads/images/gallery/2026-10/0hqZJ4zyXSUaUYTQ-image.png

zales-DC-01-CA Properties [ X

Extensions Storage Cerdificate Managers
General Palicy Maodule Exit Module
Enroliment Agerts Auditing Recovery Agents Security

Gmup ar user names:

82 Authenticated Users

82 Domain Admins (SALES\Domain Admins)

HR Enterprise Admins (SALES\Enterprise Admins)
SR Administrators {SALES \Administrators)

1 ksmm U-cmm@salesjabo

Remove
Pemissions for ksmm Deny
Read |
lssue and Manage Certificates |
Manage CA |
Request Cedfficates |

ox o @ |

CkpuHLIOT 4. Pa3pelueHue Issue and Manage Certificates ans y4eTHov 3anucu ksmm.

44 A He BblgaBanTe Manage CA uam Full Control , eCcqiv 3TO He TpebyeTcs
Ballen agMUHNCTPATUBHON MOLESbIO.

4, P00 ? 0?00?2007 ?2?777°7°77
Enrollment Agent

4.1. ?2?7?0°0°0°?7°°27°7°7° ??0707°7?7? ?? CA

B certsrv.msc Ha)XMUTE MPaBON KHOMKOM MbIlN Certificate Templates - New - Certificate

Template to Issue .
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ﬁ] certsrv - [Certification Authority (Local\sales-DC-01-CA\Certificate Templates]

File Action View Help
e | 2| 6= H

L1 Certification Authority (Local) Niin - Intended Pur]
v a S?IE;_DCLDL_EA - 3 Administrator Microsoft Try
= e ‘_m 08 ] Basic EFS Encrypting Fi
| lssued Certificates :
B Pending Reauests & Computer Client Authen
_| Pending Requ - e .
e 9 S 3 Cross Certification Authority <All=
_| Failed Requests : : i ;
S Cortificate T Gl Nirertan: Email Replication Directory Sery
B Manage -ontroller Client Auther]
New > Certificate Template to Issue |
iy 131—- e R e -|_|-_'.
View > ot Agent Certificate Re

CkpuHLwoT 5. Mybankaumsa HoBoro LwabsioHa cepTugpumnkata Ha CA.

B cnuncke gocTtynHbix wabnoHoB BbibepnTe Enroliment Agent. Haxxmute OK.

# " Enable Certificate Templates X

Select one Certfficate Template to enable on this Cedification Authority.

Mote: I 3 certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA

For more information, see Certificate Template Concepts.

Name Intended Purpose L
] Authenticated Session Client Authentication

E CA Bxchange Private Key Archival

] CEP Encryption Certificate Request Agert

E] Code Signing Code Signing

E Enroliment Agent (Computer) Certificate Request Agent

E Exchange Enrollment Agent (Offline request) Cerdificate Request Agent

] Exchange Signature Only Secure Email

E Exchange User Secure Email

& IPSec IP security IKE intermediate

E]' IPSec (Offine request) IP security IKE intermediate %

[ ok ][ Conce

CkpuHLIOT 6. Beibop wabsioHa Enrollment Agent gns Bbinycka.
A.2. 7?7?0707 2007070707077 0?7?0770 27070777
P00 07 090?7?77?7°

OTKponTe Certificate Templates - Manage . B KoHconu Certificate Templates oTkponTe
cBomncTBa wabnoHa Enroliment Agent n nepengnte Ha BkNagky Security. [lobaBbTe
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CEPBUCHYIO YYETHYIO 3aMunchb.

;,J «certsry - [Certification Authanity (Local)\sales-DC-01-CA\Certificate Templates]
File Action View Help
e AL ANES

- =]

x

#@
File Action View Help
| E= o]

) Certification Authority (Local)
v @i sales-DC-01-CA
. Revoked Certificates  Basic £F5
 Issued Centificates
= 3 Computer
Pending Requests = "
Foled Rparnls 3 Cross Certification Autherity
Certificate Ternmisiac || 3 Directory Email Replication

o Manage sntreller

New >

MName
H aAdministrator

sntroller Authentication
ry Agent

Agent

Agent (Computer)
uthentication

S Server

& Certification Authority

View >
Refresh

Expont List...

Help

| 3 Wb Server

Starts Centificate Templates snapin

Intended Purpose

Microseft Trust List Signing, Encrypting...
Encrypting File System

Client Authentication, Server Authentic..
<Al

Directory Senice Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Cenificate Request Agent

Certificate Request Agent

Client Authentication, Server Authentic..
Client Authentication, Server Authentic...
<All>

Encrypting File System, Secure Email, CL...
Server Authentication

3] Certficate Templates (dc-01535 | Tempiate Display Name

3 Administrator
3l Authenticated Session
13 Basic EFs
&l A Exchange
A3 CEP Encryption
13 Code Signing
Computer
13l Cress Cenification Autharity
i3 Directory Email Replication
{3l Domain Controller
i3l Domain Controller Authentication
i3l EFS Recovery Agent
&l Enroliment Agent

Ql Enroliment Agent (Computer)

3l Exchange Enrollment Agent (Offline requ..
1l Exchange Signature Only

i3l Exchange User

i 1PSec

13l 1PSec (Offline request)

1 Kerberos Authentication

] Key Recovery agent

T 0CSP Response Signing

Genersl  Request Handing  Subject Name  Exdensions  Secutty
Gioup o user names:

AL ssrertcaed Usen

88 Domain Admins (SALES\Domain Admins)

B8 Erterprise Admins (SALES \Entempise Admins)

O m ] e

| Select ths chieet toe

Users, Groups, o Bultn securty prncipaly \ Obiect Types..

From this location

sales o || Locatons.

[Erter the object names 1o select (sxarples)

kamm fcamm S'sales lab] Check Hames
Advanced oK Cancel

CkpuHwoT 7. [JobaBneHne Y3 B ACL wabnoHa Enrollment Agent.

Ons yd4eTHomM 3anncu paspewnte Kak MmuHuMyMm Read n Enroll, 3aTtem HaxxmuTe Apply.

Enroliment Agent (Computer) Properties

GFDLJD or user names:

7

General Reguest Handiing Subject Name BExensions Security

X

B2 Authenticated Users

ksmm (ksmm@saleslab) 19

B2 Domain Admins (SALES\Domain Admins)
B2 Enterprise Admins (SALES \Enterprise Admins)

Permigsions for ksmm

Full Control
Read
Write
Enroll

oooojg |§

Advanced.

OK

For special permissions or advanced settings, click

[Concs 17 %oy ©

Advanced

Help

CkpuHwoT 8. lNpasa Read v Enroll ans y4eTHow 3anucu ksmm Ha wabaoHe Enrollment Agent.
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SN o S S O S i S S i i ol i o
Windows-?7??7??7?7?7?7?7

5.1, 2797072070707 P00707°07070707°7° 2707070777
PP 000007070 0007?0707

BonanTe Ha npoMexxyTo4Hoe Windows-yCTpONCTBO No4 CEPBUCHON OOMEHHOW y4eTHOW
3anuncblo. 9TO CO34aCT NOCTOSAHHbLIV NMPOgUb NMoSb30BaTeNs, B KOTOPOM 3aTeM byneTt
XpaHuTbCa cepTudukaT Enrollment Agent. lNMocne Bxoga Mo>XHO y6eanTbCs, 4TO NOSABUIICSH
KaTanor, HanpuMmep C:\Users\<uma Y3> .

» ThisPC » Local Disk (C:) » Users

s 28 Name
o e ES
Fmbe ksmm

administrator
Py N -,
ent L
S
3 Y
RV

o

Default
Public

CKpuHLOT 9. lpogunsib nosb3oBaTesisi co3aaH Ha rnpomexxytTodyHom Windows-ycTpovicTse.

5.2. ?27?7?27?7°7°7°7°7° ?27?7?7°7?7?7?7?7?? Enroliment
Agent
OcTaBasACb B CeaHCe CepBUCHOWM YY4ETHOM 3anmncK, 3anyCcTuTe certmgr.msc . B pasgene

Personal Bbibepnte All Tasks - Request New Certificate.. U mponmguTe Warn macrtepa C
HacTponkamMmu no ymondaHutio oo wara Request Certificates.


https://antiapt-community.ru/uploads/images/gallery/2026-10/TjGMA3WkPUELLJSh-image.png

% certmgr - [Certificates - Current User\Personal]
File Action View Help
e | HE 8|6 B
Y Certificates - Current User H Object Type
j -T-: Find Certificates... I There are no items to show in
= Er All Tasks > Find Certificates...
j ::. View > Request New Certificate...
J L Refresh Import...
= Ui
R Export List... Advanced Operations >

CkpuHLwoT 10. 3anyck macTtepa Request New Certificate n3 xpaHnnniwa Current User -
Personal.

Ha ware Request Certificates sbibepuTe Enroliment Agent n Ha)xmuTe Enroll.

[ Certificate Enrollment

Request Certificates
You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.
Active Directory Enroliment Policy
(] Administrator 1) STATUS: Available Details v
(] Basic EFS 1) STATUS: Available Details v
[CJEFS Recovery Agent 1) STATUS: Available Details v
o Enrollment Agent 1) STATUS: Available Details v
[JUser 3) STATUS: Available Details v

[[] Show all templates

CkpuHLwoT 11. Beibop cepTugpnkata Enrollment Agent n 3anyck peructpauumm.

Ybeaountechb, 4TO MacTep 3aBepLUUIICA CO cTaTycoM Succeeded, 3aTemM HaxxmuTe Finish.
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5] Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

Enrollment Agent J STATUS: Succeededo

Details v

@[ Finish_]

CkpuHLIoT 12. CepTugpukat Enrollment Agent ycrieLuHoO BbiryLEH 1 YCTaHOBJIEH.

5.3. P77 ??0707?°7°7°7?7? 2?7?77 Log on as a

service

Ha npomexxyToyHoM Windows-yCTpoONCTBe OTKPOMTE secpol.msc - Local Policies - User Rights
Assignment - Log on as a service W YKa>XUTe COOTBETCTBYHOLLYIO CEPBUCHYIO Y3,

B
File Action View Help

o 2R XE = HE

F Security Settings Policy :

> La Account ?“I‘C'E . Force shutdown from a remote system
w [ g Local Policies

> DA Audit Palicy i Generate security audits

< Impersonate a client after authentication

'; ;’:::g?p:::sgnmm L/ Increase a process working set
» 7] Windows Defender Firewall with Adval| ~ 'ncrease scheduling priority
7] Network List Manager Policies &4 Load and unload device drivers
> (] Public Key Policies L Lock pages in memory
> [ Software Restriction Policies L Log on a5 a batch job
| Application Control Policies 0 Log on as a service

> 3 IP Security Policies on Local Compute|| .| Manage auditing and security log
| Advanced Audit Policy Configuration || . Modify an object label

| Modify firmware environment values

| Perform volume maintenance tasks

w4 Profile single process

| Profile system performance

2| Remove computer from docking station
'z Replace a process level token

' Restore files and directories

'/ Shut down the system

| Synchronize directory service data

Select Users, Computers, Service Accounts, or Groups b

| Local Securty Setting Explain | Select this object type

j Log on 86 8 seivice ILIH!,SﬂwmAwlﬂl,Gmps,u'Mhmmmd, | .0 e
— From this location:
|sa=1ab ‘ i e
Enter the object names to select | jos)
NT SERVICEMALL SERVICES i s s

M. ° Corce

eMdLhuor(‘:up.

s/ Obtain an impersonation token for another user in the same...

Remove

oK Cancel | () Aeny

CkpuHLioT 13. HacTpovika ripasa Log on as a service Ha rpomexxyTo4yHomMm Windows-y3e.
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5.4, 2700707007007 2 0700700707070 07?0777
P?0?0°7?7°°?°°7°7°7?7°7?7 ?27?? Windows

YCTaHOBUTE Ha NPOMEXYTO4YHOE YCTPOMNCTBO AreHT agMUHUCTpupoBaHuns Kaspersky Security
Center onsa Windows n ykaxxnte agpec Kaspersky Security Center Linux. Y6eauTech, 4T0

AOCTyrneH NopT 13000 , yCTPONCTBO nosiBusock B Web Console n npoLusio nepsyto
CUHXPOHM3aLMIO.

44 i PekoMmeHayeM BKAOYNTL A8 LAaHHOMO XoCTa onuuto "He pa3pbiBaTbh
coegunHeHune" B KSC

6. ?7??7?7?7?7?7?7? PKI ? Kaspersky Security
Center Web Console

3anycTtuTte onpoc goMeHa B KSC B pa3sfgesie 06HapyxeHne yCTPOMCTB W pa3BepThiBaHue -
06HapyxeHue ycTporcTB - KoHTposnepsl pomeHos . CO34aHHasA cepBUCHas AOMeHHas Y3 00J/1XKHa
MOBUTbLCS B pa3faesie MMonb3o0saTtenn 1 ponn - Monb30BaTenu W rpynmbl

E Kaspersky Security Center

% KSC FOC Linux Monb3oBaTenu v rpynnbi

M Haeurauws KOHCOMM

& MoHuTopuHr 3 B4 Mokasars wepapane | = KSC FOC Linux

Cd YnpaBneHwe akTuBamm b Mone3oeateny  pynnbl

E!,. YNpaeneHwe yAIBUMOCTAMK >

El 3apaun -+ No6asuTb YOanuTE HasHauwTs ponk &5 HazHauyuTb rpynny
() MpunoxeHna » cnyxesl »

MonHoe uma TL Twn y4eTHOW 3anvcK Tl
&> lMonb3oBaTenw U ponu ~

ksmm [loMEHHBII

Monb3oBaTeny U rpynnbi

Ponu Bcero 1 / BobiBpaHo O
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CkpuHLIOT 14. Haan4yne gomeHHow ¥3 Ha KSC.
MepenanTte Ynpasnewue akTuamu - MobunbHble - CepTudukaTtsel - MpasBuna Bhinycka - MapameTpsl PKI .

1. Bknounte UHTerpupoBaThb Bbinyck cepTudcdukatToB ¢ Microsoft Certification
Authority (CA) yepes PKI.

2. HaxxmnTe BbiOpaTb YCTPOUCTBO 1 YKaXkKMUTe NoAroToBseHHbI Windows-y3en ¢
AreHToM afiMUHUCTPUPOBAHUS.

3. B none Umsa yyetHomn 3anucu PKI Beegnte UPN cepBUCHOM YY4€THOM 3anucu
(ob6a3aTenbHO B hopmaTe userPrincipalName@DNSDomainName).

4. BBeauTe OOMEHHbLIN NapoJib U COXpaHUTE HAaCTPONKN.

_—
@, Kaspersky Security Center

=2 KSC FOC Linux CepTudukaThl

I Haewrauws KoHCOMM

@ MoHuTOpHHT g CepTudukaTel  [paBuna Beinycka

Ci YnpasneHne akTuBami ~
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CKpuHLIOT 15. BkaoyeHne nHTerpaummn ¢ Microsoft CA un yka3aHue CEpBUCHOM YYETHOW 3armncm
B KSC Web Console.
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Mocne coxpaHeHMs NapaMeTpoB 06HOBUTE CNUCOK WabsioHOB cepTUdNKaATOB B NMpaBusiax
BblNyCKa 1 NpoBepbTe, 4TOo Kaspersky Security Center nony4daeT gaHHble oT Microsoft CA.
3aTeM BbIMOJIHNTE TECTOBLIN BbIMYCK HY>XHOIO TUMa cepTudmnkaTa aas LOMEHHOr0
rnosib3oBaTens.
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[MpoBepbTe cnepytollee:

e Windows-nocpenHuk BbibpaH B NapameTpax PKI n nogkntoyeH K Kaspersky Security
Center.

e CepBuCHas y4yeTHas 3annucb ykasaHa B popmaTe UPN, naposb akTyasieH.

e Co34aH NOCTOAHHbIN MPOPUIIb YY4ETHON 3anNnucn N B Current User - Personal
npuUCyTCTBYeT cepTudukaT Enrollment Agent.

¢ Ha3sHayeHo NpaBo Log on as a service.

e Ha CA ecTb Issue and Manage Certificates.

e Ha wabnoHe Enroliment Agent ectb Read v Enroll, wwabnoH onybnnkosaH.

e Windows-nocpegHuk n CA HaxogsaTCca B 04HOM OOMeHe, ceTeBoe coeanHeHne AreHTa
aAMUHNCTPUpPOBaHMA paboTaerT.

44 i Echv npaBo Log on as a service 3agaetca goMmeHHon GPO, nokasnbHoe
n3MeHeHue 4yepe3 secpol.msc MoOXeT BbITb Nepe3anucaHo. Ha3sHaybTe
npaBo B COOTBETCTBYIOLLEN FPYNNOBON NONTUKE.

8. 270770707 2707070707°0707°07°7°7° 2777?77 PKI ?7
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Mocne HacTporku nHTerpaunn Kaspersky Security Center mo)xeT ncnonb3osaTtb Microsoft CA
ANS BbINyCKa N0JIb30BaTEIbCKUX CEPTURPMKATOB, KOTOPbIE 3aTEM NPUMEHSAIOTCHA Ha MOBUABbHbIX
ycTponcTteax. B KSMM yepe3s PKI npeaycMoTpeH BbiNyck nouyTtoBbiX 1 VPN-cepTucgpukatos. B
KayecTBe UCTOYHUKA MCNoNb3yeTcsa onybnmkoBaHHbIN Ha Microsoft CA wabnoH, 4OCTYNHbIN
CEepPBUCHOM YYETHOW 3aNnUCn NHTErpaynn.

44 A He nytante MmobunbHbin ceptupukart Kaspersky Security Center c
cepTtudumkaTtomMm, Bbinyw,eHHbIM Microsoft CA.
B nHTepgence KSC Tun MobunbHbin cepTudmMKaT NCrnonb3yeTca ons
noeHTurKaunm MobmnbHOro yCTpONCTBa Npu nogkatoveHnn Kk Cepsepy
agmMmnHucTpupoBaHuns. Beibop PKI-luabnoHa Microsoft CA B akTyasibHOMN
Bepcun KSMM 10 npenycmoTpeH B pasaenax NMoutoBblie cepTudmuKkaThbl 1




VPN-cepTtudukarhbl.

Takum obpa3om, HaCTpoeHHas B NpeabliAyLeM pa3fene CBSA3Ka BbIrNAaAnT Caenyowmm
obpasom:

KSC - AreHT agMuHuCTpupoBaHus Ha Windows - cepBucCHas y4yeTHas 3anucb - Enrollment Agent -
Microsoft CA - nmonb3oBaTenbCKuin cepTudukaT - MoOUNbHOE YCTPOUCTBO

8.1. 2727070077270 0707070707 2707 2070?77?77
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MNepenguTe:

AkTuBbl (YcTponcTtBa) - MobunbHble - CepTudukatel - lpaBuna BbiNycka

OTkponTe pasgen MouTtoBbie cepTudukaTtol i VPN-cepTudmkaTbl B 3aBNCUMOCTU OT
TpebyeMoro cueHapus.

Mepen ncnonb3oBaHueM ybeanTech, 4To WabsioH onybnmkosaH Ha CA 1 ero napameTpsl
COOTBETCTBYIOT Ha3Ha4YeHUIo cepTudukaTa: TpeboBaHusam VPN-wino3a, Exchange, Wi-Fi nnn
Opyroro cepsuca.

B 6510ke MapameTpbl PKI o6HoBUTEe cnncok wabsioHoB 1 B nonie Uma wabnoHa
ceptucdukarta B cucteme PKI BuibepuTe wabnoH Microsoft CA, npeaHa3Ha4YeHHbIN O
BbINMyCKa N0JIb30BaTe/IbCKUX cepTudunkaToB. IMeHHO 3ToT wabnoH Kaspersky Security Center
byneT ncnosnb3osaTb Npu hopMmmpoBaHun 3anpoca B CA.
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OGHOBNATL CePTUGUKAT aBTOMaTUYECK

MapameTpbi PKI

MiM# WwabnoHa cepTudkaTa B cucTeme PKI

User

User
UserSignature
SmartcardUser
ClientAuth
SmartcardLogon
EFS
Administrator

EFSRecovery

) OBHOBUTL CNMCOK

KNiOYEHUN yCTpoiicTea

ecurity ans Android

CkpuHwWwoT 16. Bbibop wabsioHa cepTugpumkarTa.

44 A Peyb npet He o wabsioHe Enrollment Agent, KkoTopbivi Mbl HacTpanBasin
paHee. Enrollment Agent Heobxogum cepBucHoOW y4eTHov 3anncu KSC ans
BbIMOJIHEHUSA PErNCTPaLUNM CePTUHUKATOB OT UMEHMU MoJib30BaTesien. Ha
3TOM 3Tarne BblbupaeTcs ueseBon WabsnoH, cepTUpurKaTbl KOTOPOro
JOJIKHbI 110J1y4aThk M0Jib30BaTesi MOOUJIbHbIX YCTPOUCTB.

8.2. 272777777 277772222222227 2272277
222222227777

IOnsa noytoBbiX 1 VPN-cepTudurkatoB Kaspersky Security Center Mmo)xxeT aBTOMaTU4YeCKU

oTnpasnaATb 3anpoc B Microsoft CA npu noakato4YeHnn MobnabLHOro yCTPOMNCTBA.

B cooTBeTcTBYylOLLEM pa3aese MpaBuaa BbiNnycKa BK/OYNTE aBTOMATUYECKUIA BbIMYCK AN
HY>XHOIO TUMa YyCTPOWCTB:

e BoinyckaTtb ana ycTpoucTts nopn ynpasneHmem Kaspersky Endpoint Security
ana Android;
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e Boinyckatb gna iOS MDM-ycTponCcTB.

Ona ceptudumkaTos iOS 4ONONHUTENBLHO YKa3blBAaeTCH NCEeBAOHUM cepTUudukKaTa. OT0T
rMnceBLOHUM CBSA3bIBAET BbIMYLLEHHbIN CepTUPUKAT C HACTPONKaMM NOJUTUKK, HarNpuMep ¢
KOHUrypauven koprnopatusHon no4tsl, VPN nau Wi-Fi.

MapameTpsl PKI O6HoBnEeHne
Mob6unbHble cepTuguKaTtbl 06HOBUTb CepTUPMKAT, Korga ocTanoch (aHeil)
30

MouyToBbIE CEPTUPUKATDI

VPN-cepTudukaTs OG6HOBAATL CEPTUGUKAT aBTOMATUYECKU

MapameTpbl PKI

Mms wabnoHa ceptudukara B cucteme PKI

User v D 06HOBWTL CNNCOK

ABTOMaTUYECKMIA BbINYCK MOYTOBOr0 cepTuguKaTa npu NoaKnio4YeHn yCcTpoiicTea
BeinyckaTb Ans ycTPOWCTB noa ynpasneHnem Kaspersky Endpoint Security gns Android
Beinyckatb ans iOS MDM-ycTponcTs

McespoHum cepTudumkara*

MoyToBbIi cepTudmkar 1 W

CkpuHLIOT 17. BKJIlOYEHWE aBTOBbINYCKa cepTugmukara.

44 [T]1 OnA NOCTOSAHHOM 3KCMJlyaTauum aBTOMATUYECKNIA BbIMYyCK 0ObIYHO
ynobHee py4yHoOro: nocse peructpauum yctpomctea KSC cam nHuunmnpyet
obpaleHne 4epes Windows-nocpeHuk K Microsoft CA u nony4aeTt
cepTudunKaT 4S9 COOTBETCTBYIOLLIEr0 AOMEHHOr0 NoJib30BaTeNs.

B Tex »xe npaBuaax MOXHO BKJIIOYMTb aBTOMaTU4Yeckoe obHoBneHue cepTndnKaTos n
YKa3aTb, 33 CKOJIbKO OHEN 00 OKOHYaHUA cpoka gencteusa KSC gosikeH MHULUNPoBaTb
rnepeBbInycK.

8.3. 27?7777 2707070707 2000070707070 270777
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INs NpoBepKU MHTEerpaunm nin e AMHUYHOro BbiMycKa CepTUUKAT MOXKHO 3anpocuTb
BPYUHYIO.

Mepenpnte Axktusbl (YcTpou cTBa) - MobunbHbie - CepTuduKaThl
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HaxmunTte flobaButb. OTKpoeTCcs MacTep Bbinycka cepTudukaTta. Habop waros mactepa
MOXKeT pas3/inyaTbCs B 3aBUCUMOCTU OT TUMa cepTudmrkKaTa, onepaLmoHHON CUCTEMbI U
HACTPOEHHbIX NpaBuJl BbiMyCKa.

BbinonHUTe cneaytouime 0encTems:

1. Ha ware Tun ceptudukarta sbibepnte NMoutoBbiK cepTudukaTt nin VPN-
cepTtudukar.

2. YKaXkuTe ornepaunoHHYO cucTemy uesnesoro yctponctesa — Android nnan iOS.

3. Ana Android npu Heob6xoammocTu BbibepnTe BapuaHT NOAKIOHEHUS C
ncrnonb3oBaHneM nnm 6e3 ncrnonb3oBaHna MobunbHoro ceptTudukaTa KSC.

4. Ha ware NMonb3oBaTenu BbibepnTe OMEHHOr0 NMoOJb30BaTeNd, OJ19 KOTOporo byaeT
BbIMyLLEH CEPTUPUKAT.

5. Ha ware Bbibopa NCTOYHUKaA cepTUdmrKaTa ycTaHOBUTE UHTEerpmpoBaThb BbiMYCK C
Microsoft CA uepes PKI.

6. B none Wa6noH PKI Bbibepute Tpebyembin wabnoH, MMNOPTUPOBaHHbLIN 13 Microsoft
CA.

7. YKaxxunTe cnocob nepenayun nonb3oBaTesito MHGOpMaLmn, Heobxoammon ons
yCTaHOBKW cepTugukaTa.

8. Ha nocrnenHem ware npoBepbTe NapaMeTpbl U HAXXMUTe NMoaTBEepAUTDb U
BbINYCTUTb cepTuUduUKar.

Ecnn PKIl HacTpoeHa npaBuabHo, KSC nepenacT 3anpoc Ha BbibpaHHbIn Windows-y3en. AreHT
AOMUHUCTPUPOBAHMA 3aNyCTUT onepaunto OT MMeHWN yKa3aHHOW B HacTponkax PKI goMmeHHOR
CepBUCHOM y4eTHOW 3anucuK, a Microsoft CA BbINyCTUT NOb30BaTENbCKUN CEPTUDUKAT Ha

OCHOBaHUK BblIbpaHHOro WwabnoHa.

Mocne 3aBeplLUeHUs MacTepa HOBbIN CEPTUMUKAT NMOSABUTCS B 0OLLEM CMNCKE AKTHBSI
(YcTpou~cTtBa) - MobunbHble - CepTudpukaTsl

CKpuHLOT 18. [poCcMOTp rnapaMeTpoB cepTUpUKATA.
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[Ns Hero Mo>xHo NPOBEpPUTb NMOJIb30BaTeNs, CTAaTyC, TUM, UCTOYHUK, AaTy BbiNycKka, AaTy
OKOHYaHMS CpoKa AeNCTBUSA, MCEBAOHUM M OTMNEYaToK.

44 A Monb3oBaTesib A,0JIKEH KOPPEKTHO pa3peluaTtbCca B goMeHe. [1pun
NonbITKE BbiNyCKa cepTudmKaTa Blagesbly MobuabHOro ycTponcTaa,
KOTOPbIN He ABMISETCA OOMEHHbLIM MNoJjib3oBaTesnieM, onepaumns yepes PKI
MOXXeT 3aBepLUNTbCS OLNOKON.

8.4. ? ?27?7?77°7°7°7° ?2?7?7?°7°7?7?7?7?7? ?? Android

Ha Android no4TtoBble n VPN-cepTudurkaTbl nepenatotcs Yyepes Kaspersky Endpoint Security
onsa Android. Ha KoprnopaTuBHbIX YCTPONCTBaX U YCTPONCTBAX C KOPNOPATUBHBIM KOHTENHEPOM
Takne cepTUUKaTbl MOryT YyCTaHaB/IMBATbLCA aBTOMaTUYeCKW. 171 NOYTOBOro cepTudunkaTa
noJ/»kHa 6bITb 3apaHee HAaCTpPoOeHa yyYyeTHada 3anncb Exchange ActiveSync.

VPN-cepTUumKaT TakXe MOXXHO YCTaHOBUTb B JIM4YHOE XpaHuanwe ceptudumnkaTos Android. B
3TOM CJly4ae NnoJib3oBaTeNb NonyvaeT yBegomseHne B Kaspersky Endpoint Security n
noaTBEpP>XXOaeT YCTaHOBKY cepTudukaTa. lNpunoxxeHmne otobparkaeT naposib cepTudunkaTa,

rnocne 4ero Android 3anpawmnBaeT ero npu nMmnopTte. CnpaBka

Takum obpa3som, B csiyqae Android Ba)XHO pa3sim4aTb ABa NMpouecca, YTo BbiNyCK
cepTucdukaTa npoucxoauT LeHTpanusosaHHo B KSC yepes3 Microsoft CA, a
HenocpeaCcTBEHHas YCTaHOBKa U MCMNOJIb30BaHMe cepTudmrKaTa 3aBUCAT OT pexxmma
yrnpaBieHns yCTPONCTBOM N HAaCTPOEK MOJINTUKMN.

8.5. ? 2772707707077 ?2?2707?7?7°?°7?7?? ?? 10S
MDM

Onsa i0OS MDM BbinyuweHHOMY cepTUPUKATY MOXKHO Ha3Ha4YuTb NCEeBAOHUM. 3aTeM 3TOT
nceBaoHUM BbibMpaeTCcs B NapaMeTpax COOTBETCTBYOLEN NOANTUKM — Hanpumep, npu

HacTponke koprnopaTueHom nNo4Thl, Exchange, VPN nnan Wi-Fi. Cnpaska

NHbIMM cnoBamu, cam hakT YCMELIHOro BbiNycka cepTudunkaTa eLle He o3HavaeT, 4To i0S
aBTOMAaTMYECKN HAYHET MCMNOJIb30BaTb €ro AJ1 KOHKPETHOro noakoveHus. Heobxonmmo
CBsi3aTb CEPTUMUKAT MO MCEBAOHMMY C HY)XHON KOHMUIypaLnen.

[MpaKTu4eckn cxema BbIrAoUT TakK Microsoft CA - KSC - cepTudukaT nosib30BaTens - MCEBOAOHUM -
npo¢unb i0S MDM - Mail / VPN / Wi-Fi


https://support.kaspersky.ru/secure-mobility-management/10.0/274435
https://support.kaspersky.ru/secure-mobility-management/10.0/286650

9T0 yAobHO, NOCKOIbKY afAMUHUCTPATOP MOXKET LLeHTPaIM30BaHHO ONpenenTb, KaKonm TUM
cepTudmrKaTa A0JHKEH NPUMEHATBCS KOHKPETHOM KOPNopaTMBHOWM HAaCTPOMKOW.
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Ecnu nHTerpauuns ¢ Microsoft CA dhopmManbHO BKJIlOYEHA, HO CepTUMUKAT He BbiMyCKaeTCs,
npoBepsanTe uenodky ot KSC go CA yennkom. Ha npakTuke Yawe Bcero npobrema HaxoanTcs
B O4HOM W13 C/efYoLWmnX MecCT:

e Windows-nocpegHuk HegoctyneH n3 KSC nnu AreHT agMUHUCTPUPOBAHUSA He
CUHXPOHU3NPOBaAH;

e N3MEHWUJICA NapoJsib CEPBUCHON YYETHON 3aMNuncK;

e ¥ Hee oTCcyTCTBYeT Log on as a service;

e cepTudukaT Enrolilment Agent oTcyTCTBYeT MUMEHHO B Current User - Personal
CepBMCHOM y4eTHOW 3annucun Ha BoibpaHHOM Windows-y3ne;

e Enrollment Agent nctek nnam He cogepXXuT TpebyemMoro Ha3Ha4vyeHus;

e LiesieBOM WabnoH He onybankoBaH Ha Microsoft CA;

e WwabnoH He oTobpakaeTcsa B KSC nocne OBHOBUTbL CNUCOK;

e CEPBUCHOWN y4eTHoM 3anucu unm Enrollment Agent 3anpeuweHa perncrpauus
cepTudrKaTOB No BblIbpaHHOMY LLAbJIOHY;

e N0JIb30BaTe/lb MOBMNBLHOMO YCTPONCTBA HE ABISIETCA KOPPEKTHLIM AOMEHHbIM
rnosib3oBaTesieM;

e napameTpbl Subject/SAN nnn EKU wabnoHa He cooTBeTCTBYOT TpeboBaHmaM VPN,
Exchange nnan Wi-Fi.

44 [T] OnA nepBMYHON NPOBEPKM UHTErpaunm ynobHee cHavyana BbIMOJHUTb
PY4YHOM BbiNyCK oaHoro ceprtudcdukarta. EC/in oH ycnewHo nossnseTcs
ogHoBpemMeHHO B KSC 1 B Issued Certificates Microsoft CA, nocne 3Toro
MO>XHO BKJ1l04aTb aBTOMaTUYECKYI0 Bblgady onsa Android v iOS.

PP000707077

Mocne BbiMosHeHMA 3TuX WaroB Kaspersky Security Center Linux Mo)xeT aBTOMaTU4YeCKMN
rnepenasaTb Yepe3 npoMexxyTo4vHbln Windows-y3en 3anpocskl B Microsoft CA n ncnonb3soBaTtb PKI
KaK UCTOYHUK CcepTudumnKkaTos gaa nogaepxmBaeMolix cueHapues Kaspersky Secure Mobility
Management.
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e OdpmumanbHaga cnpaska Kaspersky: https://support.kaspersky.ru/secure-mobility-

management/10.0/286898

e HacTpoika npaBun BbiNyCcka cepTudmnkaTtoB: https://support.kaspersky.ru/secure-mobility-

management/10.0/287322
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