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[JaHHas cTaTbs OMUCbIBAET MPOLLecC HAaCTPOWKU UHTerpauun LDAP

DDV PPPPP?P?P?PP7 PPPPP?????77?77?7?7

e Bpems Ha Bcex Hogax knactepa KSMG n KoHTposiepax AoMeHa A0/IKHO 6biTb
CUHXPOHU3NPOBAHO C UCnoJib3oBaHueM enuHoro NTP-cepBepa;

e Bce Hoaobl DNS-cepBepa, yKa3aHHble NPy YCTAaHOBKE A0JIKHbl ObiTb AOCTYMHbI;

e Ha kKoprnopaTmnsHoM DNS-cepBepe Hy>XHbl NpsMas A-3anncbk n obpaTtHaa PTR-3annce ans
KSMG;

e 115 Ka)K40oro AoMeHa 1 nogaoMeHa Heobxoammo popMmmpoBaTh OTAebHbIN keytab-
ann, 4Tobbl MMEeTb BO3MOXXHOCTL BUOETb HEO6X0OMMbIN KaTanor noJjib3oBaTenen;

e Mpu nHTerpauum no LDAP oTCyTCBYeT BO3MOXHOCTb HAaCTPOMKK MopTa NogKIOYEeHUSA K
KOHTpOIIepy AoMeHa. HacTponku NoAK/I0YEeHNA NoayYatoT U3 KoprnopaTusHoro DNS-
cepBepa no SRV-3anncm Heobxoa4nMMoro KoHTposiepa AOMeHa;

e Co3gaHune y4éTHbIX 3anucen ona LDAP n SSO pekoMeHAyeTCs BbIMOJIHATL Yepe3
rpadpuyeckuin nHTepdenc ynpaBaeHnsa KOHTPOIJIEPOM AOMEHa;

e [1nA NpoBepKN NOAJIMHHOCTMK NMPoKcK n SSO nosiHoe oMeHHoe NMS, yKa3saHHoe B keytab-
hanne, Bcerga A0J/HKHO COBNadaTh C peasibHbIM U NCNOJIb3YEeMbIM MOJIHbIM LOMEHHbIM
nMmeHem. 119 npoBepkn NOASIMHHOCT NPOKCK afpec, KOTOPbIN UCMNOoJIb3yeTCH B
HacTponKax npokcu B bpay3epe, OJIXKEH coBnagaThk C MOJIHbIM AOMEHHbIM UMEHEM B
keytab-canne;

e [1N5 eOMHOIr0 BX04a afpec B aApecHon cTpoke bpay3epa, KOTOPbLIN UCNONb3yeTCcs Ansd
noctyna K Beb-uHtepdency KSMG, BOJIXKEH coBnagaTb C NOJIHbIM JOMEHHBLIM UMEHEM B
keytab-canne n BOJIXKEH cooTBeTCTBOBaTb peasibHOMY U UCMOJIb3yeMOMY MOJIHOMY
OOMeHHOMY nMeHn KSMG n noaHOMY OOMEHHOMY UMEHU, HACTPOEHHOMY B OrnepaLOHHON



cucteme. Ho ans LDAP nonHoe npoMeHHoe umsa B keytab-canne SPN 00/XKHO UMETb
aencTeuTesbHble 3anucn B DNS, Bkatovas PTR-3annck. Kpome Toro gns keytab-canna
LDAP Boobue He oba3aTeslbHO MMeTb UMSA YHaCTHUKA CiyX6bl, HO OHO O0J1>KHO ObITb
OOCTYNHO 014 NPOKCU-CepBepa N eANHOro BXO43;

e [1n5 NpoBepKnN NOAANHHOCTU LDAP HEBO3MOXXHO MMeTb HECKOJIbKO 3anuncen SPN B keytab-
hanne. Ho B ciiydae npokcu-ayTeHTUMKaumum n SSO-ayTeHTUDUKaLNX Bbl MOXKETE
Co34aTb HECKOJIbKO 3anucen. Ona LDAP 3To genaTb He HY>XKHO;

e Y Bac He MOXeT BbITb AYBIMKATOB UMEHWN yHaCTHUKA CYXObl. DTO 3HAYUT, 4YTO Bbl HE
MOXXeTe co3aaTb ABa keytab-anna c aybnupytowmmcs SPN (Bkao4aa nosHOe LOMEHHOEe
nums);

e [Monb3oBaTesb, Y4E€THAS 3anNnCb KOTOPOro UCnoJib3oBasacb A4 co3gaHns keytab-anna,
nosmKeH cogepxaTb B Distinguished Name To/1bKO laTUHCKME CUMMBOJIbI, MO3TOMY BO BCEM
NyTW K Nosb3oBaTento B AD He J0J1XKHO ObiTb HU KUPUAANLI, HU OPYTX CAMBOJIOB;

BAXKHO! lNepen BbIMNOHEHNEM UHCTPYKLUMKN ybeaunTech, 4HTO MMA XOCTa 3aaHO BEPHO U
KOPPEKTHO oToBparkaeTcHd Kak B web-nHtepdence, Tak u npu goctyne 4yepes SSH.

e OcHoBHele napaMeTpsl MTA
MEpCoINMmIE YUETHRE LUWCH
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1. Co3panTe nonb3oBaTens B AD.



e AKTMBHas onuus - Password never expires
e AKTMBHas onuma - This account supports Kerveros AES 256bit encryption

ksmig-ldap Properties [ x
Member OF Dl Ervvorment Cetmans
Remate control Remcte Desktop Services Profie CoMm-

General  Addess  Accourt Prolie  Telephones  Organization
User logon name

kamgidao | @abclab v
User logon name pre-Vindows 2000)

(ABC\ | [kemgidas

[ Unieck sccourt

Accourd pphions

[ ] 1Use ardy Kerberos DES encrypion types for this accourt A
(] Ths accourt suppons Kerberos AES 128 b encrypbion.
(-4 Tha account supports Kerbercs AES 256 be encrypion

[[] Do not requre Kesberos preautherbcation v
Account expres

® Neyer _

OFEnd of Wednesday, fpd 27 2022

2. CospawnTe keytab-cann.

Co3paHue keytab-tanna

C:\Windows\system32\ktpass.exe -princ HTTP/<nonHoe pomeHHOoe wuMms (FQDN) Ynpasnswwero
y3na>@<realm uMmsa goMeHa Active Directory B BepxHeM perucrtpe> -mapuser control-
user@<realm uMma goMeHa Active Directory B BepxHeM peructpe> -crypto AES256-SHA1l -

ptype KRB5 NT PRINCIPAL -pass * +dumpsalt -out <nyTb K dauny>\<ums danna>.keytab

3. 3arpy3uTe keytab-ann Ha cTpaHuMue HacTpoek Hoabl KSMG.


https://support.kaspersky.com/KSMG/2.0/ru-RU/206091.htm

Add connection X

Add connection w

Harme kamg=kdap

Karirod O bary2as file SLats
Kergtab filies are used inthe Sysberrs supporiing Kerberos
ot tecne ol 1o At R ey wriae § vt enbirnng &
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B

of Fag and o0 e hide

Eranes in Kerbivos keytab HT TR amg wales LibpSALES LAR

Seanch buse (Bate DN) de=salios, do=lab

CUHXPOHM3ALMNA MPONCXoanT pa3 B 30 MUHYT. CTaTyC CUHXPOHU3ALIUN MOXKHO
nocmMoTpeTh B pasaene Nodes:

Nodes y check 10.68.85.52:9045 ks
o
WEMKPEN st Dt updite
. R IR S
41 il L1 4
e sy aow couf o chab
- FAp——
Sarwer time
- worared with KTP wrver
b r—
L infeemaition

CnHxpoHunsaums y3nos knactepa KSMG no LDAP nponcxognT HE3aBUCUMO, TO eCTb 414
HUX MOXXHO MCMOJIb30BaTb O4HY U Ty XKe Y4ETHYI0 3anunck u keytab-dgann.

Ecnm cmHXpoHM3aumsa No KakMM-To npuynHam He npoucxoamT, KSMG byneTt
NCNosb30BaTb MHMOPMALMIO U3 KILWa (KW yAaNnaeTcs TobKo ecnu yaanutb LDAP-
coefiHeHune).



1. Co3pmanTe gpyroro nosib3oBaTtens B AD.

e AKTUBHasA onumsa - Password never expires
o AKTMBHas onuma - This account supports Kerveros AES 256bit encryption

control-ksmg Properties ? X
Member Of Dialin Environment Sesgions
Remate control Remote Desktop Services Profile COM+

General  Address  Account  Profle Telephones  Organization

User lagon narme:

|controlksmg | | @saleslab vl
User lagon name (pre-Windows: 2000):

SALES\ | |controtksmg |
| Logon Haurs.... | Log On To... |

Diudnd:hd

[ Smart card is required for interactive logon o
Aeocount expires

(®) Never

OFEndof: | Thusday .y 28,2022 )~ |

Cancel | |

Apply




control-ksmg Properties

Member OF Dial-n Environment
Remote control Remote Desktop Services Profie
General  Address Account  Profle  Telephones
Liser logon name:

[controlksmg || @saleslab

User logon name (pre-Windows 2000):

|SALES\ | [controlksmg

. logonHours.. | LogOnTo.. |

[ Unlock account
Account options;

[JUse onby Kerhems DES encryption types for this account
[ ] This account s s Kerberos AES 128 bt e '

=] This account suppors Kerberos AES 256 bit encrypion.
|| Do net require Kerberos preauthentication

Accourt expires

(®) Never

OEnd of: | Thursday . Juy 28,2022

2. CospawnTe keytab-cann.

Co3paHue keytab-cdanna

C:\Windows\system32\ktpass.exe -princ HTTP/<nonHoe pomeHHoe wumsa (FQDN) Ynpasnsiowero
y3na>@<realm uMms pomeHa Active Directory B BepxHeM peructpe> -mapuser ksmg-sso@<realm
uMsa poMeHa Active Directory B BepxHeM peructpe> -crypto AES256-SHA1l -ptype

KRB5 NT PRINCIPAL -pass <napofib nonb3oBaTtens ksmg-sso - npuMep cZ8ckcVPysX00S7m>

+dumpsalt -out <nyTb K ¢anny>\<uMms ¢anna>.keytab

3. 3arpy3uTe keytab-ann Ha cTpaHuMue HacTpoek Hoabl KSMG.
MNepenTn B pa3nen Settings | Application access | Single Sign-On login


https://support.kaspersky.com/KSMG/2.0/ru-RU/206091.htm

single Sign-On login

Personu srounts Marbeec LM

Lot parean,
@ trades

Lexgs el ivensts

Al e

By MTA

1. Co3panTe keytab-cann.

Co3pnaHue keytab-canna

C:\Windows\system32\ktpass.exe -princ HTTP/control-01.test.local@TEST.LOCAL -mapuser
control-user@TEST.LOCAL -crypto AES256-SHA1l -ptype KRB5 NT PRINCIPAL -pass *
+dumpsalt -out C:\keytabs\filenamel.keytab

2. ODob6aebTe SPN BTOpOro y3na B ToT Xxe keytab-tanna.

JobasneHue SPN BToporo y3na B keytab-cdann

Ons kaxporo y3na knactepa gobasbTe B keytab-cann 3anuce SPN. Insa sToro
BbIMNOJIHUTE ClelYIoLLY0 KOMaHAY:

C:\Windows\system32\ktpass.exe -princ HTTP/<nonHoe pomeHHoe umsa (FQDN) y3na>@<realm
uMsa poMeHa Active Directory B BepxHeM peructpe> -mapuser secondaryl-user@<realm ums
noMeHa Active Directory B BepxHeM peructpe> -crypto AES256-SHAl -ptype

KRB5 NT PRINCIPAL -pass * -in <nyTb ¥ uMs paHee co3paHHoro dawna>.keytab -out <nyTtb u

HoBoe uMsa>.keytab

1. MpoBepbTe, 4TO Y376l KSMG JOCTYMHbI N0 CBOUM OOMEHHbLIM UMEHaM.

e B cmd.exe BbinonHUTe KoMaHAy nslookup
e [laniee B MHTepdence KoMaHabl NPOBepbTe AOCTYNHOCTb y371a KSMG no ceoemy
OOMeHHOMY nMmeHun <JlomeHHoe nma cepsepa KSMG>@<lma gomeHa>


https://support.kaspersky.com/KSMG/2.0/ru-RU/206091.htm
https://support.kaspersky.com/KSMG/2.0/ru-RU/206091.htm

B Administrator: Command Prompt - nslookup

2. NobasbTe y3abl KSMG B cnncok cantoB Local intranet. BapmnaHT 2, noKasibHO 4Yepe3
rpynnoBblie NOJINTUKN.
Win+r — gpedit.msc

BeinonuuTe X

BBE,IIHTE MMA NporpamMmel, Nanky, JOKyYMeEHTa AW peECYpCa
WuTepHera, koTopble TpebyeTca oTKPLITE.

Ortepeime: gpedit,m5c| v

OK OTtmena O6zop...

3. HobasbTe y3abl KSMG B cnncok cantoB Local Intranet.
N3mMeHeHne rpynnoBon NoanTnkn —» KoHpurypauma komnetotepa = AAMUHUCTPATUBHbIE
wabnoHbl -» KomnoHeHTbl Windows — Internet Explorer — lNaHenb ynpaBneHns dbpaysepom
- Bknagka «be3sonacHocTb» — CNMCOK Ha3Ha4YeHUI 30HbI Be6-canToB
(Local Computer Policy -» Computer Configuration = Administrative Templates - Windows
Components = Internet Explorer = Internet Control Panel —» Security Page)



] Peganrop Aosamud Fpyaoscd noAwTens
@edn  Geidcrese  Bua  Cnpassa
s nm e BT

() Monmes “Noxramril eeunsorep”
v P Kondwirypaise vekinareps
» [ Kowpurypaums nporpaus
» [ Kowdmryposma Windows

e
w [ Kemanesernms Windews

= Application Guard s Microsoft Defender
» (] Exploit Gusrd s Microsoft Defender

CRcoR HaTRSPHIA 30HB A8 Brt-
cadme

" " 1

] Zaf s nBanE Bk deTR B ETH
B 256
Msewrts apauety nosmnen A .
] BaBnomapoesrinn 1onh HAAERHD CAHT08
Tpibosamn: | oMb CERaN cafitoe
Interrvet Exploner 600 & Windows 1] Bowia Mismepsiera
AP ¢ naceron cleonntman 2 ambo = s -
Windewt Sarver 2003 ¢ nbegton 1 Joia mrpac
eémorntrmns | nnn Bosee L Fona ASTANBHO! G ROURSHITERE
Rt Anan pepi | Towia mageeine CAATOR
- "
ﬁh&lmﬂ Ten
A ——— (52, Cafirel MHTRICETVE BOE CATHI WHTPSCETH, HE MEDEVHCERHbL..

Caitrn

Bmeg-atTie NE-LTPEeeiig O HECOOTEETITENN BARECE CEpT...

BLE (AT,

5 Cafires pepacenvs Boe ceessse mym (UNC)

wETRACET

I BateadTe VEERDALVERME Hb NEHENN YEERTAMNERN O CONP...

(L

TIPFIFaasaaaesaed

(7] Locked-Down Internet Zen

< o >

i Local Group Policy Editar - [m] X
File Action View Help
e @ = HBml T
[ Desktop Gadgets # || Setting State Comment =
» [ Desktep Windew Manager ) Intranet Zone
g gx:;:im:wwhlw [ Lecal Machine Zone
1 Digital Locker e
= Edge Ul JLodoed—DcnmlmanetZolfe
& EvertForwseding j Locked-Down Local Machine Zone
5 ) EventLog Service "] Locked-Down Restricted Sites Zone
7 Event Logging [ Locked-Down Trusted Sites Zone
B Event Viewsr [ Restricted Sites Zone
5 [ File Explorer [ Trusted Sites Zone
1 File History \Iz] Intranet Sites: Include all local (intranet) sites not listed in ot..  Net configured Mo
) Game Explorer || Locked-Down Internet Zone Template Mot configured MNe
| HomeGroup |2] Internet Zone Template Net configured MNe
w | Internet Explorer k5] Locked-Down Intranet Zone Template Mot configured MNe
7 Accelerators ] Intranet Zone Template HNet configured Me
» ) Application Compatibility 2] Locked-Dewn Local Machine Zone Template Net configured Me
| Browser menus ] Loeal Machine Zone Template Net configured Mo
2} Compatibikity View [£2] Locked-Down Restricted Sites Zone Template Mot configured Ne
» [ Corporate Seftings 2] Restricted Sites Zone Template Hot configured Mo
] Delete Browsing History [E] Locked-Down Trusted Sites Zone Template Nt configured Mo
~ (&) Intemes Control Pancl [12) Trusted Sites Zone Template Mot configured Ne
N % x:::::ge (2] Turn on certificate address mismatch warning MNet configured No
- lj Security Page |i2] Intranet Sites: Include all sites that bypass the proxy server Mot configured Me
] Internet Zane i| Intranet Sites: Include all network paths (UNCs) Mot configu Mo
[ Intranet Zone d o
] Local Machine Zone || Turn on automatic detection of intranet Net configured Ma
\Iz] Turn on Metification bar netification for intranst content Mot configured MNe

Extended }, Standard |/




L~

ﬁ Site to Zone Assignment List

Previous Setting Mext Setting
(O Not Configured Comment:
(@) Enabled
() Disabled
Supported on: | At least Internet Explorer 6.0 in Windows XP with Service Pack 2 or Windows
Senver 2003 with Service Pack 1
Options: Help:
S This policy setting allows you to manage a list of sites thatyou | A
Enter the zone assignments here. Show... - . - .
: want to associate with a particular security zone. These zone
Show Contents | % | that apply to all of the
Enter the zone assignments here nbered 1-4, and these
r sites to zones. They
Value name Value g (3) Internet zone, and
can be set for each of
’ hittps://kata-cn sales Jab ! and their default
hittp://kata-cn sales lab 1 late), Intranet zone
) ledium template), and
-] A - lab./ . !
http://ksmg-2intnode-1.sales lab, 1 & Local Machine zone
http://ksmg-2int-node-2 sales Jab/ 1 jal security settings that
https-//ksmg-Zint-node-1 sales lab/ 1
https-//ksmg-dnt-node-2 sales lab/ 1 tnter a list of sites and
. n of a site with a zone
e specified zone are
b add to the list, enter
W

Cancel I Cancel

4. TpuMeHNTe Npon3BeaEHHbIE N3MEHEHMS B TPYNMNOBbLIX MOJNTUKAX.

e 3anyctTuTte cmd.exe c NnpaBaMm agMUHUCTpaTopa
e B cmd.exe BbinonHNTE KOMaHAOy gpupdate /force

B Administrator; Command Prompt - = x




5. Ha3Ha4bTe posb Viewer nnm Superuser LOMEHHOMY MOJIb30BaTESI0, YKa3aB ero y4€THYIo
3anuck.

HazHauuTe pone X

6. ABTOPU3YITECh Ha paboyei CTaHLUUKN, UCMOMNb3YI0 YKAa3aHHYIO B NpeablayLeM MyHKTe

YYETHYI0 3anncb 1 nepengnte B web-nHtepdenc KSMG, Beeas B CTpoke bpay3epa ero
OOMEHHOoe nMms.

https://ksmg.sales.lab/
Bxon 6yneT ocyuwecTsnéH 6e3 Mcnonb30BaHUs IOrMHA 1 Naposis
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