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7077?2707 ?? SSH ? KSMG

Nudopmauuma: NpueegeHHaa Ha AaHHOW CTpaHMLEe nHgpopmauus, aBaseTca paspaboTkon
KoMaHObl pre-sales n/unn AntiAPT Community v HE aBnseTcsa opuuLnanbHON
pekoMeHaaLumen BeHnopa.

e Bepcusa pewenus: 3.0
e TN MHCTPYKUMU: VHCTPYKLMA KaK NosydnuTb JocTyn no SSH k KSMG

OnucaHue 3apaudum

KSMG agMmnHUCTpaTOp MOXXET NOAKAYNTLCA K Ntobol Hoae no npoTokoay SSH, 4Tobbl paboTaTh
c nporpammon B Technical Support Mode, ncnonb3ys KOMaHOHYI CTPOKY. YTobbl 3TO peannsoBaTb
Heobxoanmo creHepupoBaTb SSH koYK, 3arpy3nTb SSH Ny6AMYHbLIN KOY B NpOrpaMmy
ncnonb3ys Beb-nHTepdenc. Nocne ycTaHOBKKU KJto4a Ha CepBep C rfaBHOM HOOOW, OH ByaeT
pacnpoCTpaHEH N COXPAHEH Ha Apyrue, cBsa3aHHble ¢ Hel, KSMG Hoabl.

B maHHOM MHCTPYKLU MM UcnoJsiblyeTca nporpamma PuTTY.

Bbl MO>XXeTe ucnosib3oBaTh 1I0OOW Apyrow aHanor.

Co3paHue napsbl KJlO4Yen

1. CkavanTe PUTTY, 3ananTe B Nanky, Kyna yctaHosunacb PUTTY, 3anyctute PuTTYgen.

<« Start Menu » Programs » PuTTY (64-bit) v 0 Search PuTTY (64-bit)
¢ ~ [ Name Date modified Type Size
k T.% Pageant 11.02.2022 11:02 Shortcut 1KB
-;? PSFTP D2.2022 11:02 Shortcut 1KB

',"Q PuTTY Manual
5| PuTTY Web Site 11.02.20 02 hortcut 1KB
7B PuTTY 11.02.2022 11:02 Shortcut 2KB
%2 PuTTYgen 11.02.2022 11:02

-

11.02.2022 11:02 Shortcut 1 KB

r
r
w

r

)

hortcut 1KB
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[[] CKpMHWOT 1: DkpaH "BbiOOp npuno>xeHua"

2. MpoBepbTe 3TN NapameTpbl: Type of key to generate - RSA, Number of bits in a
generated key - 2048. HaxxmnTe Generate. [1Burante MbIlKOM Cy4anHbIM 06pa3om, Noka
He 3anosHNTCA WKana key.

BEP PuTTY Key Generator ? X
File Key Conversions Help
Key

No key.

Actions
Generate a public/private key pair Generate ]

Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
@ RSA (O DsA (O ECDSA (O EdDSA () SSH-1 (RSA)

Dbl Di kne gerveried Koy’

([ CKpuHWOT 2: 3KpaH "F'eHepauusa Kno4ya"

3. YkaxuTe passphrase. Beeante Takoe e Kogosoe ¢sioBo B Confirm passphrase. 3atem
Ha>xmunTe Save private key, 1 yKaxmTe MmMa n MeCTO COXpaHeHuUs.
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P PuTTV Key Generator ? X
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa A
AAAAB3NzaC lyc2EAAAADAQABAAABAQC XXecqSwnWaVowXuEFVzitbsOVZMbIRwTMAV/GET/UmS1YByw
SdyMr8ijM+rclijRFoA4PU1IUwUd6p36/dboo YdJMsMNXINH+M

+VTV/gCmBGi%y5FsuQAz0EXoEiKBaTjr8XUkePsPy YCEIOESBEZVosmx6RF 1tgbl 7TMGVWEbxy NSEFRQUth Tméfr

pNrj0g+Bqdy4Wx7ZRCtFCC14VkNFUBAZrySZHX5BJ3gUTWEXcl+6WnD12kdNIH v
Keyfingerprint:  [ssh+sa 2048 SHA256TPH5VBneab+A TrHMX2RIMEtwAJIViuWGtre YgU
Key comment: [rsakey-20220311

Key passphrase: ’..l..
Confirm passphrase: [oun

Actions

Generate a public/private key pair . Generate

Load an existing private key file Load _
Save the generated key Save public key | Savepivatekey |
Parameters

Type of key to generate:

éDFetSA ODsA (OECDSA (OEdDSA (O SSH-1 (RSA)
Number of bits in a generated key:

[0 CkpuHwoT 3: OKkpaH "CoxpaHeHue Knwya"

4. CkonupynTe nybnn4HbIn K4y, oH HaxoguTcsa B none Public key for pasting into
OpenSSH authorized_keys file.

5. NepemecTuTech B Beb-uHTEepdenc KSMG. MNepenante MNapamerpobl - JocTtyn no SSH -
Job6aBuTb KNO4Y. 3anosHUTe noJse "OnucaHme" N BCTaBbTe CKOMMPOBAHHbLIN KoY B none "
DaHHble Knwya". Haxxmute "J06aBuTh".

OoGansTe OTHPRITHA Koy S5H

(B L T Lo
B O] T o e L wry ke P
A e T T D AT, -

[l CkpuHLWIOT 4: JKpaH "3arpyska Kauda"
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CoepuHeHue KSMG ucnonb3sya SSH

1. 3anyctuTte PUTTY. lNepenaunte no Bkiagkam Connection » SSH - Auth. B none cnpaBa

BblbepeTe COXpaHEHHbIN (haiin 3aKPbITOrO KkoYa.

#R PuTTY Configuration ?
Category:

| Appearance A I Options controling SSH authentication
- Behaviour
. Translation [ Display pre-authentication banner (SSH-2 only)
- Selection [[] Bypass authentication entirely (SSH-2 only)

. -Colours [[] Disconnect i authentication succeeds trivially

- Connection
. Data Authentication methods
- Proxy [~ Attempt authentication using Pageant
=) SSH [] Attempt TIS or CryptoCard auth (SSH-1)
- Kex [ Attempt "keyboard-interactive” auth (SSH-2)
i - Host keys
. - GSSAPI [[] Allow attempted changes of usemame in SSH-2
o TTY Private key file for authentication:
- XN }
Tunnels |C.\Users\selyanov\Documents\KSMG\J-| I Browse... I
. ~Bugs
. " More bugs
- Serial
- Telnet v

< >

About Help Open Cancel

([0 CKkpMHWOT 5: DkpaH "MpuMeHeHUue Kio4ya"

2. MepenguTe BO BKNaOKy Session. Beegnte B nonsax: Host Name (or IP adderss) - IP-appec
KSMG, Port - 22, Connection type - SSH. Haxmnte Open.
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g PuTTY Configuration ? X
Category:
(=)~ Session A ‘ Basic options for your PuTTY session ]
E TLOgalgmg Specify the destination you want to connect to
. n.
it Host Name (or IP address) Port
- Bel 110.68.85.146| |22 |
- Features Connection type:
& Window @SSH (OSeial (Other: |Teinet v
I - meme L 4
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
- Selection I
. “-Colours _
(- Connection Default Settings Load
- Data :
- Proxy  Save
= SSH
- - Kex Delete
- Host keys
~Coher
= Auth Close window on exit:
i1 -GSSAPI v OAways (ONever  (® Only on clean exit
< >
Moot || Heb [ open ]| Conce

[0 CkpuHwoT 6: OkpaH "Mopaknioyenme K KSMG no SSH"

3. Haxxmute Accept.

PuTTY Security Alert X

The server's host key is not cached in the registry. You have no
guarantee that the server is the computer you think it is.

The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 255 SHA256:uQU35+900K3UMdbVBtMLL5+nLGbFGIgO6Tub3Pvy2AA

If you trust this host, press "Accept” to add the key to PuTTY's
cache and camy on connecting.

if you want to camy on connecting just once, without adding the key
to the cache, press “Connect Once”.

If you do not trust this host, press "Cancel” to abandon the connection.

o | [, | [ | [Gereaons | [Gor]

([0 CKkpuHwoT 7: OkpaH "MoarTBepauTte nopknoyeHme K KSMG no SSH"

4. BeeauTte Login as - root, Passphrase for key Ty, KOTOpyt0 yKa3biBaJau Npu reHepaunm
KJto4a. Bbl ycnewHo nogKAunInCh.
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#P root@KSMG:~ - O X
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([0 CKkpuHwoT 8: DKkpaH "MoaTBepauTte nopknoyeHne K KSMG no SSH"
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