270707072707 270707777 KPSN 4.0

Unable to verify the first certificate

OnucaHue:

() KPSN server unavailable X

Error "unable to verify the first certificate” occurred. Check access to KPSN
server or set up the integration with KPSN again.

TeKCT oLunbku
KPSN server unavailable

Error "unable to verify the first certificate" occurred. Check access to KPSN server or set up
the integration with KPSN again.

KSC web console log

{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [>>>]
getConfigurationStatus in pluginServerApi start","timestamp":"2025-03-
05T16:47:16.961Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm", "pluginVersion":"1.1.0.33", "pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getTenantId: no tenant id","timestamp":"2025-03-

05T16:47:16.961Z", "component": "plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm", "pluginVersion":"1.1.0.33", "pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStorage]
getValue start","timestamp":"2025-03-

05T16:47:16.961Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":
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{"key":"kpsn-backend-info", "fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStoragel
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-

05T16:47:16.986Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message" :" [KPSN]
tokenCache:oxWlUyvqUS6XDMnytmZi cache get: success: key \"kpsn-
token\"","timestamp":"2025-03-

05T16:47:16.986Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] User token was found
in cache","timestamp":"2025-03-

05T16:47:16.986Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getTenantId: no tenant id","timestamp":"2025-03-

05T16:47:16.991Z", "component": "plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm", "pluginVersion":"1.1.0.33", "pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStoragel
getValue start","timestamp":"2025-03-

05T16:47:16.991Z", "component": "plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":
{"key":"kpsn-backend-info", "fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStorage]
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-

05T16:47:16.999Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"warn","version":"1.1.0.33","tags":[], "message":"[KPSN] [ApiClient]
https://lavkpsndtests.vm.org:443 is unavailable.","timestamp":"2025-03-
05T16:47:17.010Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getTenantId: no tenant id","timestamp":"2025-03-

05T16:47:17.011Z", "component": "plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm", "pluginVersion":"1.1.0.33", "pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStoragel
getValue start","timestamp":"2025-03-

05T16:47:17.011Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr



zgzm", "pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}, "payload":
{"key":"kpsn-backend-info", "fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-

05T16:47:17.017Z", "component": "plugin kpsn", "data":{"logContext":{"operationId":"zAiujr
zgzm", "pluginVersion":"1.1.0.33", "pluginApiMethod": "getConfigurationStatus"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message": " [KPSN] [<<<]
getConfigurationStatus in pluginServerApi failure","timestamp":"2025-03-
05T16:47:17.017Z","component":"plugin kpsn","data":{"logContext":{"operationId":"zAiujr
zgzm","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":

"unable to verify the first certificate"}}

MpuuunHa:

1. OwnbKa BO3HUKAET Npu n3MeHeHun ceptudmnkaTa ueHTpa ceptudmnkaunn (CA) B
KPSN nocne nHterpaumnm ¢ KSC.
2. YTo-TO npepblBaeT nepenavy gaHHbIX mexay KSC n KPSN.

PeweHue:

Yaoanute nHterpaumio ¢ KPSN n nosTopuTe nonbiTKy. Ecnv ownbka NOBTOPUTCS, MpoBEpPbTE
ceptudumkaT KPSN B KSC. OTkponTte URL-agpec KPSN (https://<FQDN_KPSN>:443) B 6pay3epe
M npoBepbTe cepTUPUKAT (YH4UTbiBanMTe HaCTponkn npokcu). NMposepbTe Authority Key
Identifier v Issuer. 3aTtem nepengnte B KPSN n 3anycture:

kpsnctl certs print server

n npoepbTe keyid n Issuer . UHpopmaumns B cepTudmKaTe N B BbIBOAE KOMaHAbl AO/I)KHaA
coBnafdaTb (B yKa3aHHbIX pa3genax). Mpumep:

CeptudukaTr B Opay3sepe



i# lavkpsnddefym.org

General Details  Certification Path

Show:  <All= “
Field Value
=] Public key parameters ECDSA_P384
Enhan::ed Key Usage Server Authentication (1.3.6....
551 | subject Key Identifier 0102030406

w4 Authority Key Identifier KeyID=0f477b0bfle63500dab. . .

iz ey Usage Digital Signature (30)
Subject Alternative Mame DMS Mame =lavkpsnddef,vm.org
= Thumbprint f92dab0fc85aacasddde4fcOdc. ..

KeyID=0f477b0bf0e63500dabYa3b5fd 276043186 70de

Edit Properties... Copy to File...

oA lavkpsnddefwm.org

General Cetalls Certification Path

Show:  =All= v
Field Value
D'u'ersinn V3
=] serial number 0198a27ad205
BSignature algorithm sha384ECDSA

ElSignature hash algorithm sha3d4
= T=suer KPSM Root CA, Kaspersky
D'u'alid from Wednesday, August 13, 2025 ...
D'u'alid to Thursday, Movember 13, 2025...

I'_'I'::I ihiert

CM = KPSM Root CA
0 = Kaspersky

Edit Properties... Copy to File...
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UHdopmauusa o ceptucpmkauum B KPSN

Nudopmauua o cepTuchukare B KPSN

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1755072614917 (0x198a27ad205)
Signature Algorithm: ECDSA-SHA384
Issuer: 0O=Kaspersky,CN=KPSN Root CA
Validity
Not Before: Aug 13 08:10:14 2025 UTC
Not After : Nov 13 08:10:14 2025 UTC
Subject:
Subject Public Key Info:
Public Key Algorithm: ECDSA
Public-Key: (384 bit)
X:
9b:1c:2f:80:75:ea:3d:ea:ba:13:50:85:ba:d7:71:
2b:34:da:d4:73:9e:fd:9c:bc:01:12:43:d9:44:08:
ec:5f:bf:21:7d:0c:04:64:20:97:37:b0:05:1f:ab:
71:13:57

c5:c1:0a:61:e0:69:bb:el:5f:b8:e6:38:f2:b4:1c:
92:95:73:f0:cb:d2:el:e7:63:77:50:45:12:38:45:
c3:ac:c7:d5:e7:54:50:02:bl:d3:e7:ea:e3:2e:da:
45:e9:75
Curve: P-384
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature
X509v3 Extended Key Usage:
Server Authentication
X509v3 Subject Key Identifier:
01:02:03:04:06
X509v3 Authority Key Identifier:
keyid:0F:47:7B:0B:FO:E6:35:00:DA:B9:A3:B5:FD:27:6C:43:1E:86:70:DE
X509v3 Subject Alternative Name: critical



DNS:lavkpsn4def.vm.org
Signature Algorithm: ECDSA-SHA384
30:64:02:30:6f:71:9d:6b:f3:9c:2e:5f:f9:46:fa:cb:c8:6¢C:
4b:d8:e6:db:84:fd:e6:a6:ac:b6:68:3b:8e:77:59:fd:9c:09:
fd:22:02:a87:99:¢7:75:3f:81:07:9b:d6:27:22:db:ca:02:30:
04:7c:af:c7:bb:ab:2b:7c:cd:17:19:88:61:d9:23:e9:c5:f2:
54:66:d3:fc:f2:e3:0a:90:9a:67:33:8c:8c:74:df:3d:c4:68:
2a:2f:39:fa:b9:de:f4:9f:4d:6e:90:bd

Ecnu Bbl MonbiTaeTeChb BbIMNOJHWUTbL 3TY NMPOBEPKY C XOCTa, Ha KOTOPOM ycTaHoBsieH KES n
BKJIIOYEHO CKaHMpPOBaHMe TpaduKa, Bbl yBUANTE CrefyoLlee:

kaspersly

a Visiting a domain with an untrusted certificate

Your connection’s security level is decreased. Your confidential data can be
intercepted by criminals. We recommend that you stop using this website.

Show details

View certificate

| understand the risks and want to continue

He npuHumanTe, CHa4Yana nposepbTe cepTudmnkaT. ECnm Bbl NpuMeTe, Bbl YBUAUTE TOJILKO
ceptudukaT KES.

Getaddrinfo ENOTFOUND

OnucaHue:
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() KPSN server unavailable X

Error "getaddrinfo ENOTFOUND lavkpsndtests vim.org” occurred. Check access to
KPSN server or set up the integration with KPSN again.

TeKCcT oLunbkKu
KPSN server unavailable

Error "getaddrinfo ENOTFOUND lavkpsn4tests.vm.org" occurred. Check access to KPSN
server or set up the integration with KPSN again.

KSC web console log

{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [>>>]
getConfigurationStatus in pluginServerApi start","timestamp":"2025-03-
05T16:23:16.624Z","component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getTenantId: no tenant id","timestamp":"2025-03-

05T16:23:16.624Z", "component": "plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1YJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStoragel
getValue start","timestamp":"2025-03-

05T16:23:16.624Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":
{"key":"kpsn-backend-info", "fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStorage]
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-

05T16:23:16.630Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message": " [KPSN]
tokenCache:oxWlUyvqUS6XDMnytmZi cache get: success: key \"kpsn-
token\"","timestamp":"2025-03-

05T16:23:16.631Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
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J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] User token not found
in cache","timestamp":"2025-03-

05T16:23:16.631Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message":"[KPSN] Cannot resolve user
token.","timestamp":"2025-03-

05T16:23:37.2882", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":
{"bFinalized":true, "bSuccededFinalized":false,"1StateCode":4,"pStateData":{"KLBLAG ERRO
R _INFO":{"type":"params","value":{"KLBLAG ERROR CODE":3604,"KLBLAG ERROR FNAME":"",6 "KLB
LAG_ERROR LNUMBER":-1,"KLBLAG ERROR MODULE":"Error: [NO_SERVER ERROR]: getaddrinfo
ENOTFOUND lavkpsn4test.vm.org","KLBLAG _ERROR MSG":"Error: [NO SERVER ERROR]:
getaddrinfo ENOTFOUND
lavkpsndtest.vm.org", "KLBLAG_ERROR SUBCODE":0}}}, "INextCheckDelay":0}}}
{"level":"info","version":"1.1.0.33","tags":[], "message": " [KPSN]

tokenCache: oxWlUyvqUS6XDMnytmZi cache delete: success: key: \"kpsn-
token\"","timestamp":"2025-03-

05T16:23:37.288Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message": " [KPSN] [<<<]
getConfigurationStatus in pluginServerApi failure","timestamp":"2025-03-
05T16:23:37.288Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"zEJC2a
J1yJ","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}, "payload":
"Error: getaddrinfo ENOTFOUND lavkpsn4test.vm.org"}}

MpuuyuHa:
Owwnbka npu paspeweHnn nmeHn KPSN.
PeweHue:

MpoBepbTe, MoxXeT n KSC paspewnTb nMmsa KPSN:z =

nslookup lavkpsn4dtest.vm.org

N3meHnTe nmsa lavkpsndtest.vm.org Ha hakTnyeckoe nma KPSN. Tak)xe npoBepbTe
nogkstoydeHne Kk KPSN yepes nopT 443. 3T0 MOXKHO caenaTb € nomoulbio telnet nan tne (13
powershell). Mpumep KOMaHAObl: = &



tnc lavkpsndtests.vm.org -Port 443

Failed to get information from KPSN server

OnucaHue:

KPSN / Reputation lists
Kaspersky
Security Center

Failed to get information from KPSN server. Make sure that the required ports listed in KPSN
= LAVKSCKPSN ‘ help are available from KSC server.

[J Assets (Devices)

B Operations

Q_ Discovery & deployment

® Marketplace

R
Settings

Charts

TeKcT ounbku

Failed to get information from KPSN server. Make sure that the required ports listed in KPSN
help are available from KSC server.

Cannot resolve user token.

KSC web console log

{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [>>>]
getConfigurationStatus in pluginServerApi start","timestamp":"2025-02-
11T12:53:48.0942", "component":"plugin_ kpsn","data":{"logContext":{"operationId":"Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getTenantId: no tenant id","timestamp":"2025-02-

11T12:53:48.094Z", "component”:"plugin kpsn","data":{"logContext":{"operationId": "Kx5u7A
bEU

","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel

getValue start","timestamp":"2025-02-
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11T12:53:48.094Z", "component":"plugin_kpsn","data":{"logContext":{"operationId": "Kx5u7A
bEU4", "pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}, "payload":
{"key":"kpsn-backend-info","fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-02-
11T12:53:48.107Z","component”:"plugin_kpsn","data":{"logContext":{"operationId":"Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message": " [KPSN]
tokenCache:7IGSh2K4ZGN5I01bL3dd cache get: success: key \"kpsn-
token\"","timestamp":"2025-02-

11T12:53:48.108Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] User token not found
in cache","timestamp":"2025-02-

11T12:53:48.108Z", "component":"plugin_kpsn","data":{"logContext":{"operationId":"Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message":"[KPSN] Cannot resolve user
token.","timestamp":"2025-02-

117T12:53:48.128Z2", "component":"plugin_kpsn","data":{"logContext":{"operationId": "Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":" [KPSN]
tokenCache:7IGSh2K4ZGN5I01bL3dd cache delete: success: key: \"kpsn-

token\"", "timestamp":"2025-02-

117T12:53:48.128Z2", "component":"plugin_kpsn","data":{"logContext":{"operationId": "Kx5u7A
bEU4","pluginVersion":"1.1.0.33","pluginApiMethod":"getConfigurationStatus"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message": " [KPSN] [<<<]
getConfigurationStatus in pluginServerApi failure","timestamp":"2025-02-
11T12:53:48.128Z", "component":"plugin_ kpsn","data":{"logContext":{"operationId":"Kx5u7A
bEU4", "pluginVersion":"1.1.0.33","pluginApiMethod": "getConfigurationStatus"}, "payload":

"Cannot resolve user token."}}

MpuuuHa:

Mpounsowna owmnbka B KoHconu cnyxbol NWC: cnyxba NWC 6bina nepesanylieHa, onums
«POHOBOE coefnHEHME ANa nHTerpaunmn» (MapameTtpbl > NHTerpauynsa) bbina OTKAOYEHA.

Nnn KSC He MoXeT nogkao4nTbeca K agpecy KPSN.

PeweHue:



YT106bl CNpaBUTb 3Ty OLWKNBKY:

1. Nepe3anyctuTe cnyxby Kaspersky Security Center Service Web Console.

2. OTKpounTe HOBYIO BKNaaKy B 6paysepe n nogknoymntech K Be6 koHconm KSC.

3. OTkno4nTe hoHOBOE COeAUHEHUE AJIA UHTErpaLumm, ecam OHO BbII0 BKIHOYEHO.
CoxpaHunTe nsMmeHeHus.

4. BkawuunTe 3Ty PyHKUUI0. [TpUMnNTE N3MeHeHs npaB 0OCTyrna 1 CoXpaHuTe.

Tak>xe npoBepbTe, MOXXHO N1 paspewnTb nMa KPSN 13 KSC ¢ nomoubto nslookup.

Timeout of 15000ms was exceeded

OnucaHue:

(1) KPSN server unavailable X

Error "timeout of 15000ms exceeded" occumed. Check access 1o KPSN server or
set up the integration with KPSN again.

TeKCT oLubkKu
KPSN server unavailable

Error "timeout of 15000ms exceeded" occurred. Check access to KPSN server or set up the
integration with KPSN again.

KSC web console log

{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [>>>] executeCommand
in productApi start","timestamp":"2025-03-
05T13:37:29.721Z","component": "plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] executeCommand
start","timestamp":"2025-03-

05T13:37:29.721Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
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SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}, "payload":"IssuelUs
erToken"}}

{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] get user access
token","timestamp":"2025-03-
05T13:37:29.722Z","component": "plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}, "payload":{"server
Id":"fb5ede2c-fbfc-424e-alc2-

79d65e651239", "userId":"sid 010500000000000515000000E2CA5270A67C21589095F045F4010000" , "
userName" : "LAVKSCKPSN\\Administrator", "accessRights":{"FUNC AREA KPSN API":4,"FUNC AREA
_KPSN_CONFIGURATION":4,"FUNC AREA KPSN FILE REPUTATION":4,"FUNC AREA KPSN URL REPUTATIO
N":4}}}}

{"level":"info","version":"1.1.0.33","tags":[],"message":"[KPSN] [PerServerStorage]
getTenantId: no tenant id","timestamp":"2025-03-

05T13:37:29.722Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getValue start","timestamp":"2025-03-

05T13:37:29.722Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}, "payload":{"key":"
kpsn-backend-info","fullKey":"kpsn-backend-info"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-
05T13:37:29.728Z","component": "plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"warn","version":"1.1.0.33","tags":[],"message":"[KPSN] [ApiClient]
https://lavkpsnd4test.vm.org:443 is unavailable.","timestamp":"2025-03-
05T13:37:44.758Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStorage]
getTenantId: no tenant id","timestamp":"2025-03-

05T13:37:44.758Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel
getValue start","timestamp":"2025-03-

05T13:37:44.758Z","component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}, "payload":{"key":"
kpsn-backend-info", "fullKey":"kpsn-backend-info"}}}

{"level":"info","version":"1.1.0.33","tags":[], "message":"[KPSN] [PerServerStoragel



getValue success: key: \"kpsn-backend-info\"","timestamp":"2025-03-

05T13:37:44.766Z", "component":"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}}}
{"level":"error","version":"1.1.0.33","tags":[], "message":"[KPSN] [<<<] executeCommand
in productApi failure","timestamp":"2025-03-

05T13:37:44.766Z", "component”:"plugin kpsn","data":{"logContext":{"operationId":"wh8yil
SepJ","pluginVersion":"1.1.0.33","pluginApiMethod": "executeCommand"}, "payload":{"messag

e":"[NO _SERVER ERROR]: timeout of 15000ms exceeded","type":"no working server"}}}

MpuuuHa:
KSC He moxeT noakntodnTtbcsa K KPSN
PeweHue:

MpoBepbTe coeanHeHNe Yepes tnc

tnc lavkpsndtests.vm.org -Port 443

Ecnun IP-agpec NnpucyTCTBYET, HO B CTpoke PingSucceeded yka3aHo 3Ha4veHue False, To KSC
cMoxXeT paspewnTb nMmsa KPSN, HO He CMOXeT NoOKJ/IIYUTLCA K MOpPTY 443.
B Taknx cny4dasix Heobxo4MMO NPOBEPUTL CETEBbLIE HACTPONKMN.

Error: self-signed certificate

OnucaHue:

() KPSN server unavailable

Error "Error:. self-signed certificate” occummed. Check access to KPSN server or set
up the integration with KPSN again.

TeKCT oLunbku


https://antiapt-community.ru/uploads/images/gallery/2025-12/plGUBO3EHkE2hKkj-image.png

KPSN server unavailable

Error "Error: self-signed certificate" occurred. Check access to KPSN server or set up the
integration with KPSN again.

MpuuunHa:
HeBepHbIN agpec B cepTudurkKaTe cepaepa.
PeweHue:

1. B KPSN BbinosnHuTe:

kpsnctl certs print server

MposepbTe umsa KPSN (Hanpumep, DNS: lavkpsn4tests)
MpaBuabHOE UMA OOJIKHO BbITh: HanpuMep, lavkpsn4tests.vm.org (FQDN!)
2. iameHunTe nma B ceptudukaTe cepeepa, ykasan hakTundeckoe nms (FQDN)

kpsnctl certs rotate server --months 12 --external-hostname <FQDN>

Configurations files not downloaded

OnucaHue:

Caonfiguration files not downloaded

Operations [/ KPSN settings

Configuration  Settings APl access  Notfications  About KPSMN

KPSN configuration
i

Get configuration files for this KPSN instance

TeKcT oLunbku

Configuration files not downloaded

MpuuuHa:

MNocne MHTerpauum, akTMBaumm N HaCTPOMKM BaM NOTPebyoTCA KOHPUrypaLNOoHHbIe daiibl
018 NoOKM0YeHUA opyrux Hawux npoayktos: KATA, KSMG, KSC n gp.


https://antiapt-community.ru/uploads/images/gallery/2025-12/CN6nVd67pnuyYXuy-image.png

dTa owmnbka Bcerga o3HavaeT, 4To KSC nnam KPSN He moryT cBszaTbca ¢ ksn-pub-
5.kaspersky-labs.com

PewieHue:

MpoBepbTe coeamHeHne Kak Yyepes TNC, Tak n 4yepes Telnet.

Ecnv npoBepka coennHeHns npoLlsia yCcrewHo, npoBepbTe annapaTHoOe Win nporpaMMmHoe
obecnedyeHne ona aHanm3a Tpaduka. YKasaHHbIn URL-agpec nosxkeH 6bITb NUCKIIOYEH U3
aHannsa Tpaduka.
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