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JaTa obHoBneHus: 08.07.2026

3a OCHOBY HamnMMcaHUA CTaTbyW MOCAYXKWNa CTPaHuLa B cnpaBke: https://support.kaspersky.ru/kedr-

expert-on-premise/8.1/322641

Ina Havyana co3paaum ase A 3anncu, Kotopble 6yayT AOCTYMHbI A9 areHTOB 3a Npenesamu
nepuMeTpa opraHu3aLun:

e 3anucb, KOTopyto Mbl Byaem yka3biBaTb B Ka4ecTBe cepBepa cbopa TenemeTpum,
Hanpumep, telemetry.<example.com>

e 3anuncb, KOTOPYIO Mbl ByieM yKa3biBaTb B KQa4eCTBE CEPBEPA pearnpoBaHuns, Hanpumep,
response.<example.com>

HDanee noarotoemm pabo4ynin Katanor gns cepTUPUKaTos:

sudo mkdir -p /etc/nginx/mtls && cd /etc/nginx/mtls

Co3panum camonognucaHHbln KopHeBown cepTudukaT (Root CA):

openssl genrsa -out ca.key 4096

openssl req -x509 -new -nodes -key ca.key -sha256 -days 3650 \
-subj "/C=US/0=ExampleCorp/0U=IT/CN=Example Root CA" -out ca.crt

# YKaxute cBOM napaMeTpbl BJlaf€siblUa

Co3paanm ceptudunkaT AN CepBepa pearnpoBaHus:
openssl genrsa -out response.key 2048
openssl req -new -key response.key \

-subj "/C=US/0=ExampleCorp/0U=IT/CN=response.<example.com>" -out response.csr

# YKaxute cBOM napaMeTpbl BRagenbLa
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openssl x509 -req -in response.csr -CA ca.crt -CAkey ca.key -CAcreateserial \

-out response.crt -days 825 -sha256 \

-extfile <(printf
"subjectAltName=DNS:response.<example.com>\nkeyUsage=digitalSignature, keyEncipherment\nextende
dKeyUsage=serverAuth")

# Ykaxute cson SAN

Mo aHanorvu cosganum cepTuukaT ON1A cepBepa TeneMeTpun:

openssl genrsa -out telemetry.key 2048

openssl req -new -key telemetry.key \
-subj "/C=US/0=ExampleCorp/0U=IT/CN=telemetry.<example.com>" -out telemetry.csr

# YKaxute cBOM napaMeTpbl BRapenbLa

openssl x509 -req -in telemetry.csr -CA ca.crt -CAkey ca.key -CAcreateserial \

-out telemetry.crt -days 825 -sha256 \

-extfile <(printf
"subjectAltName=DNS:telemetry.<example.com>\nkeyUsage=digitalSignature, keyEncipherment\nextend
edKeyUsage=serverAuth")

# Ykaxute cson SAN

HDanee B OSMP skcrnopTupyem ceptudmkaTt ansg Endpoint Agent: MapameTpsbl --> TeHaHTHbI -->
Root tenant --> MapameTpsbl --> CepTudukaTtbl 1 3KCNopTupyem ceptudmnkaT Endpoint Agent,
KOTOpPbIN pa3MellaeM B paHee co3faHHoM gupektTopuu /etc/nginx/mtls

N3 akcnopTupyemoro pfx ceptucdmnkata Endpoint Agent nzsnekaem gaHHble:

openssl pkcsl2 -in certificate.pfx -cacerts -nokeys -out ca-xdr.crt
openssl pkcsl2 -in certificate.pfx -clcerts -nokeys -out client.crt

openssl pkcsl2 -in certificate.pfx -nocerts -nodes -out client.key

[lanee ycTaHOBMM MNpaBa AoCTyna:

chmod 600 *.key

chown root:root *.crt *.key *.csr

HOanee yctaHoBuM Nginx:

sudo apt update

sudo apt install nginx



nginx -V

# MposepbTe Hanuune mopgynsa http ssl module (no ymonyaHuio BknwyeH B Nginx)

CospanTte hann KoHpurypaumm nginx no nytu /etc/nginx/conf.d/asproxy.conf un
OTpenakTuUpymnTe ero:

Mpumep KoHdUrypaumoHHoro panna
# Wcnonb3oBaHue map pns nopoepxkun WebSocket

map $http upgrade $connection upgrade {
default upgrade;

e close;
}
server {
listen 443 ssl http2;
listen 9443 ss1;
server name response.<example.com>; # YkaxuTe CBOW cepBep
ssl certificate /etc/nginx/mtls/resposne.crt;
ssl certificate key /etc/nginx/mtls/resposne.key;
ssl trusted certificate /etc/nginx/mtls/ca.crt;
ssl client certificate /etc/nginx/mtls/ca-xdr.crt;
ssl verify client on;
ssl verify depth 2;
ssl protocols TLSv1.2 TLSv1.3;
ssl session _cache shared:SSL:10m;
proxy set header X-Client-Verify $ssl client verify;
proxy set header X-Client-DN $ssl client s dn;
proxy set header X-Client-Cert  $ssl client escaped cert;
proxy http version 1.1;
proxy_set header Host agentserver.<smp_domain>; # YkaxuTe agpec
agentserver
proxy set header X-Real-IP $remote _addr;

proxy set header X-Forwarded-For  $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;



proxy connect timeout 5s;

proxy send timeout 60s;
proxy read timeout 60s;
send timeout 60s;

proxy ssl _server_name on;
proxy ssl name agentserver.<smp _domain>; # YkaxuTe appec agentserver
proxy ssl verify off;

proxy ssl protocols TLSv1.2 TLSv1.3;

proxy ssl certificate /etc/nginx/mtls/client.crt;

proxy_ssl_certificate_key /etc/nginx/mtls/client.key;

location / {

proxy pass https://agentserver.<smp domain>; # YkaxuTe apgpec agentserver

location *~ /vthost/sessions {

proxy pass https://agentserver.<smp domain>:9443; # YkaxuTe appec agentserver

proxy set header Upgrade $http upgrade;

proxy set header Connection $connection upgrade;

proxy read timeout 3600s;

proxy send timeout 3600s;

proxy request buffering off;

proxy buffering off;

access _log /var/log/nginx/response.access.log;

error_log /var/log/nginx/response.error.log warn;

error_page 495 496 497 = / mtls error;
location = /_ mtls error { return 403; }
}
server {

listen 443 ssl http2;



server name telemetry.<example.com>; # YKaxuTe CBOW cepBep

ssl certificate /etc/nginx/mtls/telemetry.crt;
ssl certificate key /etc/nginx/mtls/telemetry.key;
ssl trusted certificate /etc/nginx/mtls/ca.crt;

ssl client certificate /etc/nginx/mtls/ca-xdr.crt;

ssl verify client on;
ssl verify depth 2;
ssl protocols TLSv1.2 TLSv1.3;
ssl session cache shared:SSL:10m;

proxy set header X-Client-Verify $ssl client verify;
proxy set header X-Client-DN $ssl _client s dn;

proxy set header X-Client-Cert  $ssl client escaped cert;

proxy http version 1.1;

proxy set header Host in.ehoghrjot93jdnmw23jqkxyfq.kuma.<smp domain>; #
YKaxute cBOM apgpec konnekTtopa EDR

proxy set header X-Real-IP $remote_addr;

proxy set header X-Forwarded-For  $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

proxy_connect timeout 10s;

proxy send timeout 300s;
proxy read timeout 300s;
send timeout 300s;

proxy ssl server name on;

proxy_ssl name in.ehoghrjot93jdnmw23jgkxyfq.kuma.<smp _domain>; # YkaxuTte cBOM
appec komnektopa EDR

proxy ssl verify off;

proxy ssl protocols  TLSv1.2 TLSvl.3;

proxy ssl certificate /etc/nginx/mtls/client.crt;

proxy_ssl_certificate_key /etc/nginx/mtls/client.key;

proxy request buffering off;

proxy buffering off;



location / {
proxy pass https://in.ehoghrjot93jdnmw23jgkxyfq.kuma.<smp domain>:443; # YkaxuTe cBOM
appec konnektopa EDR

}

access_log /var/log/nginx/telemetry.access.log;

error_log /var/log/nginx/telemetry.error.log warn;

error_page 495 496 497 = / mtls error;

location = / mtls error { return 403; }

Oanee B nonutuke gna KES'os B HacTpomkax Endpoint Detection and Response Expert (on-
premise) yka3sbiBaeM B KayecTBe cepBepa cbopa TenemeTrpun -
https://telemetry.<example.com> Ha 443 nopTy, a B HACTpoMKax NoAK/I4YeHNA yKa3blBaeM
co3faHHbIn cepTudunkaT telemetry.crt, n ona 4ONOAHNTENBHOW 3aWNTLI NOACTAB/ISIEM paHee
skcnopTupyembirn ¢ OSMP pfx cepTudukaT ang Endpoint Agent. Ina cepsepa pearvposaHus
yKa3blBaeM - response.<example.com> Ha 443 nopTy, a B HACTPONKaX NOJKIOYEHUS -
CO3[aHHbIN cepTUdUKaT response.crt, 1 459 4ONOJHUTENbHON 3aLlUnThl BCE TOT Xe pfx
ceptTudmkaT anga Endpoint Agent.
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