7077 7 27?7?7777 Kaspersky
EDR Expert (on-premise)

SKCnayaTtaunn.

MapameTp

CYB/[ PostgreSQL

MuHMMaNIbHOE KOJZINYEeCTBO y3noB

Ha3Ha4yeHue

4 NucTpykumsa cocTaBneHa Ha OCHOBE OPULMAILHON AOKYMEHTaLUUN 1 OMbiTa

DaTta ucnpasneHuns: 29.06.2026

CtaHpapTHas KoHdurypauus
(HeckonbKO y3510B)

YCTaHaB/MBAETCs BHe KJiacTepa
Kubernetes Ha oTae/ibHOM cepBepe

1 nepBu4HbIN + 3 paboynx ysna +
cepsep CYB[L + 1 y3en
aaMMHUCTpPaTopa (onunoHasibHO)

npOMbIUJJ'IEHHaH 3KCnnyaTauna

HNeMOoHCTpauuoHHas
KOHdurypauusa (oguH ysen)

YcTaHaBAMBaeTCs Ha 0QHOM XOCTe C
knactepom Kubernetes

1 y3en (BCe KOMMNOHEHTbl Ha 04HOM
ycTponcTtee) + 1 y3en
aaMmHUCTpaTopa (onumMoHasibHO)

TecTupoBaHMe, OEMOHCTPaLMS,
oby4yeHne

e Y3es agMUHUCTpaTOpa - ycTponucTtBo C yTunmton KDT (Kaspersky Deployment Toolkit)
04 pa3BepTbiBaHUA 1 yripassieHns KoMnoHeHTamm OSMP.

e Primary/master/controller/nepBuuHbii

pabouun

OCYLLECTBAAOLWMNN yripaBieHne knactepom k0s.
o Worker/pabouun y3sen - y3en knactepa kOs ¢ nonesHom Harpy3skom.
e DB/CYB/ - cepsep ¢ CYB[ nona knactepa OSMP.

y3en

- y3e/n KOHTpoJsiepa,

e KUMA services/ycTtpoucteo ¢ cepsucamm KUMA - ycTpoicTBa C YCTAHOBJIEHHbIMU
cepsucamm KUMA: konnekTop, Koppenatop, xpaHunuwe (8 cnyyvae KEDR BxoaaT B cocTas
Kubernetes knactepa).

e LleneBble yCTpOWCTBaA -
BbllLernepevyncieHHble y3bl)

YCTPOWCTBaA, Ha KOTOPbIX YyCTaHaBauBaeTca OSMP (Bce

MapameTp Tpeb6oBaHue


https://support.kaspersky.ru/kedr-expert-on-premise/8.1/307256

Bepcusa 15.7 nnw Bblwe

Pacnonoxexnue BHe knacTtepa Kubernetes (cTaHgapTHas KOHGUrypaumns)

MpuBunerupoBaHHas y4éTHasa 3anuchb TpebyeTcsi y4éTHasa 3anncb C NpaBaMu
cynepnoJib3oBaTens oas co3faHuns 6as faHHbIX BO BpeMs
pa3BepTbiBaHMs

Mopnnpep>xkKka Knacrepos Moponep>XmBaeTcsa CUHXPOHHAA penankaumsa (MUMHUMYM 3
y3na, Makcmmym 15).

JduckoBas noacucreMa SSD/NVMe pekomMmeHayeTcs

TpeboBaHue OnucaHue

LLiupokoBewiaTesibHbI 4,OMEH Bce LeneBble ycTponcTBa knactepa Kubernetes monkHbI
HaxXoAUTbCA B OO4HOM LUMPOKOBELLaTe/NIbHOM JlOMeHe
(ogHa L2-ceTb)

Cratuyeckue IPv4-appeca Bce y3nbl knacTepa un w3 Kubernetes foskHbl UMeTb
cTaTunyeckune IPv4-agpeca B O4HON MoaceTun

CUHXPOHU3aLUA BPEMEHU PasHuLa BO BpEMEHU MeXAY Y31aMUn He A0/KHa
npeBbiWaTb 5 CeKyHA (peKkoMeHayeTca NCnosib30BaTb
NTP)

DNS [omkHa BbITb HacTpoeHa 30Ha AnsA goMeHa smp_domain

(Hanpumep, smp.local) ¢ 3anncamn ons Bcex CepBrCcoB

KoMnoHeHT Mpoueccop o3y AuckoBas noacuctema
Bce KOMMOHEHTbI Ha OLHOM 12 apep 56 I'6 1300T6
y3/e (4eMOoHCTpauMoHHas
KOHMUrypaums)

Ins KOPpPEeKTHOro pa3BepTbiBaHMA pelieHns ybegmnTtecb, 4TO MpPOLLECCOp LenNeBoro yCTponcTBa
(komnoHeHToB KEDR) nogaep>xuaet Habop MHCTpyKkuun BMI, AVX n SSE 4.2.

TpeboBaHUs K NporpaMmMHoMy obecrneyeHunto u Nnogaep>XXMBaemMblM CUCTEMAM U NaaThopMam



OnepauuonHas cuctema OSMP c komnoHeHtamu KUMA

MonnepxuBatoTcsa cnegyowme 64-pa3paaHble Bepcum
ornepaunoHHbIX CUCTEM:
e Ubuntu Server 22.04 LTS.
e Ubuntu Server 24.04 LTS.
e Astra Linux Special Edition PYCBE.10015-01 (o4epenHoe
obHoBneHne 1.8.1).
e Astra Linux Special Edition PYCBE.10015-01 (o4epenHoe
obHoBneHne 1.8.2).

Ha ueneBbix yCTPOMNCTBaX C OrnepauMoHHbIMKA CUCTEMaMN
cemencTBa Ubuntu Bepcus sapa Linux fosikHa 6biTb
5.15.0.107 wan BbliLLe.

MNnatdopmMbl BUpTyanmsauum

HasBaHue OSMP Sandbox
nnatdopmbl (onuuMoHasnbHO)

BUpTYyasninsauum
VMware ESXi 7.0; ECTb. EcTb.
Hyper-V pnsa EcTb. HerT.
Windows Server
2022;
NK CB "BbpecT" EcTb. EcTb.
3.3;
"PEQL, EcTb. EcTb.
BupTtyanusauma"
7.3;
zVirt Node 4.2 nnu EcTb. EcTb.
Bbllue
Nutanix 7.3 EcTb. HeT.

Cuctema ynpasneHusa 6asamu paHHbix (CYB/) PostgreSQL 15.x 64-pa3psaHas

PostgreSQL 16.x 64-pa3psgHas

PostgreSQL 17.x 64-pa3psgHas

PostgreSQL 18.x 64-pa3psgHas

Postgres Pro 15.x (Bce pefnakuunun) 64-paspsgHas

Postgres Pro 16.x (Bce penakuunun) 64-paspsnHas

Postgres Pro 17.x (Bce pemakuuun) 64-paspsgHas

Postgres Pro 16.x Enterprise 64-pa3psagHas (knactep Built-
in High Availability).

Postgres Pro 17 Enterprise 64-pa3psigHas (knactep Built-in
High Availability).

??7?7?7° 3. ??0000°°7°7° ??2°7°7°7°7°7°7

OTkAto4anTe dana nogkadkm (swap) B NpOAYKTOBbIX Cpedax



DDV VDVDVVVD DV 7?7?7?:

e YcTaHOBKa 0b6si3aTeNIbHbIX MAaKeTOB Ha YCTPOMNCTBE aAMMHUCTpaTopa:

sudo apt update
sudo apt install -y python3

YcTaHoBuTe nakeT ana Docker Bepcun 23 nauv Bbille, a 3aTeM BbIMNOJIHUTE [OeWCTBUA noce

YCTAHOBKM, 4TOObI HACTPOMUTb YCTPOMCTBO aAMUHUCTPUPOBAHUSA ANA MNpaBuibHOW paboTbl C
Docker.

Mpumep:

Ons Ubuntu:
# Ypanute cTapble Bepcuu

sudo apt remove docker docker-engine docker.io containerd runc

# YcTaHoBUTE 3aBUCUMOCTMU
sudo apt update

sudo apt install ca-certificates curl gnupg lsb-release

# [NobaBbTe oduumanbHbein GPG kn4 Docker

sudo mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

# [obaBbTe penosuTopui
echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" | sudo tee

/etc/apt/sources.list.d/docker.list > /dev/null

# YctaHosute Docker
sudo apt update

sudo apt install docker-ce docker-ce-cli containerd.io docker-compose-plugin

# [obaBbTe nonb3oBatena B rpynny docker

sudo usermod -aG docker $USER

# HacTtpoiTte aBTo3anyck
sudo systemctl enable docker.service

sudo systemctl enable containerd.service


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/linux-postinstall/
https://docs.docker.com/engine/install/linux-postinstall/

# MNepe3arpy3nTecb WAW BLINOMHUTE

newgrp docker

ELwlé BapunaHT:

apt install docker.io

e [eHepauunsa SSH-kno4va (6e3 naponbHoOM pasbl):

ssh-keygen -t rsa -b 4096 -f ~/.ssh/id rsa -N ""

CKomnupyirTe KoY Ha BCe LiesieBble YCTPONCTBA:

ssh-copy-id username@<IP LeneBoro_ycTpoWcTBa>

# MNpoBepka nofkmoyeHns 6e3 napons

ssh username@<IP_ueneBoro_yctpouctea> "sudo whoami"

Mpwn ycTaHoBKe OT y4€THOM 3anuncn root ybeantechb, 4TO K/OY Ha LiesIeBbIX YCTPONCTBAX
pacrnonaraetcs no nytu /root/.ssh/authorized_keys

e [lpoBepka cgroup v2:

mount | grep cgroup

# [onxHo OGbiTb: cgroup2 on /sys/fs/cgroup type cgroup2

e OTKNOYMTE SELinuX (ecnm ycTtaHOBNEH)

# lpoBepka cTaTtyca

getenforce

# 0TknYeHne (TpebyeTcsa nepesarpyska)

sudo setenforce 0 sudo sed -i 's/"SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

e HacTtponTe proxy (ecnun TpebyeTtcs)

# OTpepakTupynte /etc/environment

sudo nano /etc/environment



# NobaBbTe:

HTTP_PROXY="http://proxy.example.com:8080"

HTTPS PROXY="http://proxy.example.com:8080"

NO PROXY="localhost,127.0.0.1,<IP appeca y3no0B_knacTepa>"

e HacTtponTe firewall (ecnn ncnonesyetcs)

# Pa3pewnte SSH
sudo ufw allow 22/tcp

# Pa3pewnte Kubernetes noprhl
sudo ufw allow 6443/tcp
sudo ufw allow 2379:2380/tcp
sudo ufw allow 10250/tcp

# Paspewnte PostgreSQL nopThl

sudo ufw allow 5432/tcp

# Bknwuute IP forwarding pna primary/worker node
sudo sed -i 's/#net.ipv4.ip forward=1/net.ipv4.ip forward=1/' /etc/sysctl.conf

sudo sysctl -p

Onsa oTkatoveHus firewall'a BbimonHuTE:

systemctl stop ufw

systemctl disable ufw

e YCcTaHOBKa o0b6s3aTeNIbHbIX NMaKeTOoB:

# 06wme nakeTbl AN BCeX Y30B:
sudo apt update

sudo apt install -y sudo nfs-common tar wireguard wireguard-tools python3-apt

# [Inqa nepBMYHOro y3nia OOMOJSIHUTESNLHO:

sudo apt install -y curl

# [Ona paboymx y3/0B AONOSHUTENILHO (HAaWMEHOBAHWA MOrYT OT/MYATLCS B 3aBUCKMMOCTM OT BblOpaHHOr O
puctpubyTmea Linux):

sudo apt install -y libnfsl2 iscsi-package



e HacTpoika 6ecnaposibHOro sudo:

# [na nonb3oBaTens, KoTopbih 6ypeT ucnonb3oBaTtbca KDT:

echo "username ALL=(ALL) NOPASSWD: ALL" | sudo tee -a /etc/sudoers

3T0 MO3BOJINT YYETHOWM 3aNncy MMeTb BO3MOXXHOCTb MOBbILIATL Npueuierumn (sudo) 6e3 Beoaa
napons

e HacTponKka CMHXPOHM3aLWUN BPEMEHMN:

sudo timedatectl set-ntp true

e HacTponka IP-nepeagpecaunn (ToNbKO 4S9 NepBUYHOro y3na ¢ UFW):

# B ¢anne /etc/default/ufw ycTtaHoBUTE:

DEFAULT_FORWARD POLICY="ACCEPT"

# lpUMeHnTEe U3MeHeHUd:

sudo ufw reload

???? PostgreSQL:

e YCTaHOBKa 00513aTe/IbHbIX MaKeTOoB:

sudo apt update
sudo apt install -y postgresql

e HacTpolika napameTpoB B postgresql.conf:
nano /etc/postgresql/<BEPCUA>/main/postgresql.conf

# NepeonpepennTe cnepylkuwme napameTpbl:

listen addresses = '*'

port = 5432

max_connections = 512

shared buffers = 8GB # 25% ot 03Y, MuHumym 3 Tb
effective cache size = 24GB # 75% ot 03Y

temp buffers = 24MB

work mem = 64MB

maintenance work mem = 1GB

max_stack depth = 7MB # Ona Linux: ulimit -s muHyc 1 Mb

effective io concurrency = 200 # 200 pns SSD wunu 2 pns HDD



max_parallel workers per gather = 0
wal buffers = 64MB
4GB

max_wal size
min wal size = 1GB

random page cost = 1.1 # 1.1 gna SSD wnu 4.0 pgna HDD
log hostname = 1

standard _conforming strings = on # 0643aTenbHO OONXHO 6bITb 'on'

e PaspeweHne yganeHHoro noakaodeHns Kk CYB/L:

nano /etc/postgresql/<BEPCUA>/main/pg _hba.conf

# B cekuum 'IPv4 local connections' nepeonpepenuTte 3HauyeHwue:

host all all 0.0.0.0/0 scram-sha-256

e Nepe3anyck cnyXobbi:

systemctl restart postgresql

e Co3naHune NpuBUIErMpoOBaHHON YYETHOM 3aMncK:

# MopknoynTtecb K PostgreSQL:

sudo -u postgres psql

# Co3panTte y4yéTHyW 3anucb C nMpaBamMu cynepnofib3oBaTens u 6asy, Hanpumep:
CREATE USER <kaspersky admin> WITH PASSWORD '<StrongPasswordl123!>' SUPERUSER;
CREATE DATABASE <kaspersky admin> OWNER <kaspersky admin>;

DPPPVVVPPD DPPPVPV???????7?7:

1. 3ape3epBupynTe IP-agpec n3 Ton e nogceTun, 4To n'y cepsepos Primary/Worker. Agpec
nosxkeH 6bITb cBob6oneH 1 byneT Ha3zHa4vYeH B NpoLecce yCTaHOBKN (yKa3biBaeTca B hanne
param.yaml B none ingress_ip).

2. NobaBbTe B DNS-30HY Balleln opraHm3aunm (NpeanoyTuTeslbHO Co34aTh NOAA0MEH)
cnepytoLwme 3anucu:

console.<smp domain> <ingress ip>
admsrv.<smp_domain> <ingress ip>
api.<smp domain> <ingress ip>
monitoring.<smp domain> <ingress ip>

updater.<smp _domain> <ingress ip>



agentserver.<smp_domain> <ingress ip>
kuma.<smp_domain> <ingress ip>

*.kuma.<smp_domain> <ingress ip>

roe, <smp_domain> - foMeH 1an NoAAOMEH Balleln opraHu3aumn (AaHHbIN JOMeH A0J1XKeH ObiTb
yKasaH B pansiie napameTpos (param.yaml) B ogHouMeHHOM rnoJjie smp_domain), a <ingress_ip>
- 3ape3epBupoBaHHbIN IP N3 Npeabiaywero nyHKTa.

O6paTuTe BHUMaHMe, 4To ona nmeHn kuma Heobxogmmo cosgaTtb wildcard (*¥) Ha DNS-
cepBepe

F el N o o f of S of f of o S o Sl o

Ona koppekTHOM paboTbl KDT ¢ KOHMUIrypaunoHHbIM ainoM gobaBbTe NyCTYIO CTPOKY B
KoHLe tharnna

dopmMaTt panna ana ctTaHpapTHOU KoHpurypauum c cepsucamu KUMA BHYTpHU
KnacTtepa

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""
name: bootstrap
project: xdr
nodes:
- desc: cdt-primaryl
type: primary
host: "<IPv4 nepsuyHoro ysna>"
access:
ssh:
user: "<uma_nonb3osatena>" # [lo ymonyaHuw root
key: "<nyTb_ K 3aKpblTOMy Khw4vy>" # Mo yMonyaHuw /root/.ssh/id rsa
- desc: cdt-wl
type: worker
host: "<IPv4 pab6oyero y3na 1>"
access:

ssh:



user: "<uma _nonb3osaTena>"
key: "<nyTb_ K 3aKpbiTOMYy Kio4y>"
kind: admsrv # CepBep agMMHMUCTpMpOBaHuMA OypeT yCTaHOBSIEH Ha 3TOM y3ne
- desc: cdt-w2
type: worker
host: "<IPv4 paboyero ysna 2>"
access:
ssh:
user: "<umsa_nonb3oBaTtensa>"
key: "<nyTb K 3aKpbITOMYy Kro4y>"
kuma roles: ["storage"] # XpaHunuuwe 3akpenseHo 3@ 3TUM Y3/10M
- desc: cdt-w3
type: worker
host: "<IPv4 paboyero y3na 3>"
access:
ssh:
user: "<uma nosnb3osaTena>"
key: "<nyTb_K_3aKpbiTOMY Kiyy>"
parameters:
- name: psql _dsn
source:
value: "postgres://<dbms username>:<password>@<fqdn CYB[O>:<nopT CYBO>" # Ecnu naponb
COEepPXUT cneucumBonbl, Mx Heobxooumo npumBecTu K URI kopgmpoBke
- name: ingress_ip
source:
value: "<IPv4 wniw3a knacTtepa Kubernetes>" # PaHee 3ape3epBupoBaHHbIA ingress ip
- name: ssh pk
source:
path: "<nyTb K 3aKpbiTOMy KJ/IOYYy Ha yCTPOWCTBE agMuHMUCTpaTopa>"
- name: admin_password
source:
value: "<naponb y4yéTHOW 3anucu_admin>"
- name: core disk request
source:
value: 100Gi
- name: metrics disk request
source:
value: 80Gi

- name: inventory



source:
value: "/dev/null" # Bce cepsucel KUMA 6ynyT BHYTpu KnacTepa Kubernetes
- name: license
source:
value: "<nyTb K JIMUEH3WMOHHOMY KJlouy>" # PekoMmeHaoyeTcs ¢aln nepeuMeHoBaTb B
license.key
- name: smp_domain
source:
value: "<poMeHHOe uMsa>"
- name: pki host list
source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low _resources
source:
value: "false"
- name: nwc-language
source:
value: "ruRu" # WUnu "enUS"
- name: skip preflight checks
source:
value: "false"
- name: openbao ha mode
source:
value: "true"
- name: grafana admin_user
source:
value: <uMs_nonb3oBaTens>
- name: grafana admin password
source:
value: "saw naponb"
- name: route permissions _dryrun
source:

value: "true"

dopmMaTt panna onsa AEeMOHCTPALMOHHON KOH(purypauum c cepsucamm KUMA BHyTpHM
KJnacTtepa



schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""
name: bootstrap
project: xdr
nodes:
- desc: cdt-1
type: primary-worker
host: "<IPv4 epguHcTBEHHOro y3na>"
access:
ssh:
user: "<uma_nonb3osaTena>" # [lo yMonyaHuw root
key: "<nyTb K 3aKpbiToMy Kniouy>" # o yMonyaHuw /root/.ssh/id rsa
parameters:
- name: psql _dsn
source:
value: "postgres://<dbms username>:<password>@<fqdn CYB[ B knactepe>:<nopt>" # Ecnu
naponb COOEepXWMT CrneucumBosbl, UX Heobxogumo npusecTu K URI kKogmposke
- name: ingress ip
source:
value: "<IPv4 wmiw3a_ knactepa Kubernetes>" # PaHee 3ape3epBUpOBaHHbIN ingress ip
- name: ssh pk
source:
path: "<nyTb K 3aKpblTOMy KIloyy>"
- name: admin_password
source:
value: "<naponb y4yé&€THOW 3anucu admin>"
- name: inventory
source:
value: "/dev/null" # Bce cepsucol KUMA 6ynyT BHYTpM knactepa Kubernetes
- name: license
source:
value: "<nyTb_ K JIMUEH3WOHHOMY Khiovy>" # PekomeHpyeTcsa daun nepeuMeHoBaTb B
license.key
- name: smp_domain
source:
value: "<pomeHHOe uMms>"

- name: pki host list



source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low_resources
source:
value: "true"
- name: openbao _ha mode
source:
value: "false"
- name: default class replica count
source:
value: 1
- name: grafana_admin_user
source:
value: "<uMms_nonb3oBaTtens>"
- name: grafana admin_ password
source:

value: "<naponb nonb3osaTtena>"

DDV ?

1. 3arpysuTe Ha yCTPOMNCTBO agMMHUCTpPaAToOpa creaytowme dannbi:
e bin.tar.gz - apxuB c ytuamTon KDT, ncnonb3lyetcsa AN pa3BepTbiBAHUSA U N3MEHEHUSN
napaMeTpoB NHCTANNALMN
e xdr-<version>.tar.gz - TPQHCMOPTHbLIA apXnB C KOMMNOHEHTamu SMP

e license.key - KJIOY JIMLLEH3NN

2. PacnakyinTe apXxuB bin.tar.gz

tar -xzf bin.tar.gz

3. DanTe hanny kdt npaBa Ha BbIMOJIHEHME:

chmod +x ./kdt

4. 3anycTuTe yCTaHOBKY KOMaHOOM:

./kdt apply -k <momHbi1 NyTb K TPaHCMOPTHOMY apxMBY> -1 <MnofHbIA NyTb K ¢anny KOHGUIypauuu

param.yaml> --accept-eula
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MepBbIN BXOA B Beb-uHTepdenc:

1. OTkponTe B Hpay3epe https://console.<smp_domain>
2. Bongnte nopg y4éTtHon 3anucbio admin ¢ naponem m3 napameTpa admin_password v
3aBepLlumnTe HacTpounKky 2FA.

AKTUBaLUA JIMLEH3UU:

1. B rnaBHOM OKHe TnpPUIOXKeHNa HaxMmute Ha umga CepBepa aLMUHUCTPUPOBaAHUS.
OTKpoeTcs okKHO cBonCTB CepBepa agMUHUCTPUPOBAHUSA

2. Ha Bknapgke Obwume BbibepuTe pasnen JIMLLEH3UOHHbIE KJII04YHU

B pasnene [leMCTBylOLWLAA JIMLEH3UA HA)XMNTE Ha KHOMKY BbiOpaTb

4. B OTKpbiBWWEMCHA OKHe BbibepuTe JNUUEH3NOHHBIA K/OY, KOTOPbIM Bbl XOTUTE
ncrnonb3oBaTb Ana aktuBauum Kaspersky EDR Expert (on-premise) 8.0. Ecau

w

JINLUEH3NOHHOr0 KJlto4a HeT B CMUCKe, HaXKMNUTe Ha KHOMKy J1o6aBUTb JIMLLEH3UOHHbIN
KJIIOY 1 YKA)XNTE HOBbIN JINLEH3MOHHbIN KJTHOY
5. HaxxmuTe Ha KHornMky CoxpaHuUTb

MpepnocTasneHue pocrtyna K ¢pyHkumonany Kaspersky EDR:

1. B rnaBHOM OKHe npunoxxeHuns nepengnte B MapameTpsol, Bbibepnte pasaen TeHaHTbl U
HaxMunTe Ha Root tenant

2. Ha Bknapgke MpaBa pocTtyna Ha)xMUTe Ha KHOMKy JlobaBuTbL nosb3oBaTens

BbibepuTe nonb3oBaTens admin n npefoctaBbTe eMy posib MnaBHbIA agMUHUCTPATOP

4. Haxxmnte KHOMKy CoxpaHuTb 1 fJasiee COXpaHUTb U 3aKpbITb

w

YcTaHOBKa NJIarMHOB ynpaBJieHUs:

1. 3arpy3uTe njaruH ynpasJiieHUA KOHEeYHbIM yCTponcTBoM ang OSMP ¢ pacwupeHunem .tar
Ha y3es agMUHUCTpaTopa
2. BbINnoONHUTE YCTAaHOBKY KOMaHAOMW:

./kdt apply -k <momHbiM nyTb K tar-apxuBy C MfaruMHOM YynpaBleHus>

O6HoBneHue 6a3 Kaspersky EDR:

1. B rnaBHOM OKHe npunoxeHunsa nepenante B MapameTtpsl, Bbibepnte pasaen TeHaHTbI 1
Ha>xmuTe Ha Root tenant

2. Ha Bknagke MapameTpbl nepenante K MapaMeTpbl CKAHUPOBAHMUA 1 Ha BKJIAAKY
OGHOBUTBL Ga3bl

3. 3anycTuTte obHOBNEHME N AOXKANTECh YCMELWIHOro cTaTyca

MopknwovyeHue Sandbox:

1. B rnaBHOM OKHe npunoxxeHus nepenante B MapameTpsol, Bbibepnte paszaen TeHaHTbI U
HaxmnTe Ha Root tenant



2. Ha Bknagke MapameTtpbl nepengnte kK CepBepbl Sandbox 1 HaXMuTe KHOMKY
Job6aBuUThb

3. YKaxuTe IP-agpec Sandbox 8 Bepcumn, noayy4ymTe oTrneyaTok, 3aganTte Nnpom3BosibHOE M4,
Ha)XMnUTe KHOMKy Jlo6aBuUTb

4. B 6bpay3epe nepengute n aBTopusynTech B Beb-koHCoM Sandbox n npuMuTe 3anpoc Ha
nogkJYeHne B pasgesie ABTopusauus

5. B koHconn OSMP poxauTecb, YTO CTaTyC aBTopu3auum usmMeHuncs Ha OpmoOpeHo U
oTobpa3nnnce Habopbl BUPTyasibHbIX MaLLUUH

HaCTpOﬁKa NOJINTUK OJid NoAKNIOYeHUuA TesieMeTpUun C KOHe4YHbIX YCTpOﬁCTB:

1. B rnaBHOM OKHE NPUJIOXKEHUA nepengnTe B YnpasJsieHue akTuBamm - MonmTtuku

2. Co3panTte nNoAUTUKY WIN OTKponTe eé& cBoncTBa U nepenaute B [MapameTpsbl
NPUIOKEeHUA

3. PackponTe BeTKy BcTpoeHHble areHTbl 1 nepenamTe B napameTpbl Ansa Endpoint
Detection and Response Expert (on-premise)

4. YcTaHoBUTEe nepekaoydaTesb B ctaTyc BKJIKOYEH. YcTaHoBUTE nepektoyaTesb 3aMKa,
4TOObI N3MEHEHNE NPUMEHSANOCH HAa KOHEYHOM Yy3/e

5. Boibepnte Endpoint Detection and Response Expert (Bepcus 8.0 u Bbiwie)

6. Ona paspena MopkniouyeHue K cepBepaMm cbopa TeneMeTpum HaXXMUTE KHOMKY
Oob6aBuTtb 1 HaxxmnTe BolbpaTb cepBep

7. B OTKPbIBLUEMCH OKHE OTMEeTbTe eQUHCTBEHHLIN CepBep KOJIUIEKTOPa N HAXXMUTE KHOMKY
JobaBuTtb

8. Hmxxe nosTtopute AenCTBUS ANA YKa3aHUs cepBepa pearmpoBaHUs

9. MNMpun HeobXO0AMMOCTN HACTPONTE Apyrue MyHKTbl NOJINTUKN N COXPaHUTE U3MEHEHUS

HaCTpOﬁKa NOJMIUTUK ANA nopkKnwyeHnsa Sandbox K KOHeYHbIM yCTpOﬁCTBaM:

1. B rnaBHOM OKHe npuioxeHunsa nepenante B MapameTpsl, Bbibepnte pasgen TeHaHTbl U
Ha>xmnTe Ha Root tenant

2. Ha Bknagke MapameTpbl nepengnte K CepTudmMkatbl N HAXMUTE KHOMKY
IKCcnopTUpoBaTb CEPTUPGUKAT cepBepa N HMXKe cepTudukaT Endpoint Agent, ykasas
naposib

3. B rnaBHOM OKHe MPUIOXKeEHUS nepenante B YnpaBsieHue akTuBamm - NMonamTukmn

4. Co3pante MNOAMTUKY WKW OTKPOWTe €€é cBOoWCTBa W nepenante B [MapameTpsl
NPUIOXKEHUA

5. PackpoinTe BeTKYy BCTpoOeHHblIe areHTbl V1 nepengnte B napameTpsl 419 Sandbox

6. YcTaHoBUTe nepekstodaTens B ctatyc BKJIKOYEH. YcTaHOBUTE nepeksovaTesib 3aMKa,
4TOObI N3MEeHeHne NPUMEHSAI0Cb Ha KOHEYHOM y3/e

7. Boibepute pexum nHterpaunmn KATA Sandbox

8. Ona pa3nena Mopknwo4yeHune K cepBepaM Sandbox HaxmuTe KHoMky JloGaBuUTb U
yKaxkxute agpec cepsepa agentserver.<smp_domain>

9. Haxxmnte HacTpoMKM NOAKJIOYEHUA U 3arpysnuTe SKCMOPTUPOBAHHLIN cepTuduKaT
cepBepa. B 3TomM e none o6fs3aTesIbHO BK/YMUTE WCMOJSb30BaHWE [ABYCTOPOHHEN
ayTeHTUpMKaLMm N noacrtaBbTe cepTudumkaT Endpoint Agent ¢ naposieM, yKasaHHbIM Mpu
ero aKkcnopTe



10. Mpn HEOBXOANMOCTM HACTPOMTE APYrue NYHKTbl MOJIMTUKN N COXPAaHUTE N3MEHEHUSA

ba3oBas HacTpolKa 3aBepLlieHa. NoaknymnTe coBMecTumMmblie npunoxxeHnsa KES ona Windows 12.11
n Bbilwe, KES gna Linux 12.4, KES ana Mac 12.2.1 n npuctynanTe K paboTte c Kaspersky EDR Expert

(on-premise).
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