7077 7 27?7?7777 Kaspersky
EDR Expert (on-premise)

SKCnayaTtaunn.

MapameTp

CYB/[ PostgreSQL

MuHMMaNIbHOE KOJZINYEeCTBO y3noB

Ha3Ha4yeHue

4 NucTpykumsa cocTaBneHa Ha OCHOBE OPULMAILHON AOKYMEHTaLUUN 1 OMbiTa

DaTta ucnpasnenunsa: 27.05.2026

CtaHpapTHas KoHdurypauus
(HeckonbKO y3510B)

YCTaHaB/MBAETCs BHe KJiacTepa
Kubernetes Ha oTae/ibHOM cepBepe

1 nepBu4HbIN + 3 paboynx ysna +
cepsep CYB[L + 1 y3en
aaMMHUCTpPaTopa (onunoHasibHO)

npOMbIUJJ'IEHHaH 3KCnnyaTauna

HNeMOoHCTpauuoHHas
KOHdurypauusa (oguH ysen)

YcTaHaBAMBaeTCs Ha 0QHOM XOCTe C
knactepom Kubernetes

1 y3en (BCe KOMMNOHEHTbl Ha 04HOM
ycTponcTtee) + 1 y3en
aaMmHUCTpaTopa (onumMoHasibHO)

TecTupoBaHMe, OEMOHCTPaLMS,
oby4yeHne

e Y3es agMUHUCTpaTOpa - ycTponucTtBo C yTunmton KDT (Kaspersky Deployment Toolkit)
04 pa3BepTbiBaHUA 1 yripassieHns KoMnoHeHTamm OSMP.

e Primary/master/controller/nepBuuHbii

pabouun

OCYLLECTBAAOLWMNN yripaBieHne knactepom k0s.
o Worker/pabouun y3sen - y3en knactepa kOs ¢ nonesHom Harpy3skom.
e DB/CYB/ - cepsep ¢ CYB[ nona knactepa OSMP.

y3en

- y3e/n KOHTpoJsiepa,

e KUMA services/ycTtpoucteo ¢ cepsucamm KUMA - ycTpoicTBa C YCTAHOBJIEHHbIMU
cepsucamm KUMA: konnekTop, Koppenatop, xpaHunuwe (8 cnyyvae KEDR BxoaaT B cocTas
Kubernetes knactepa).

e LleneBble yCTpOWCTBaA -
BbllLernepevyncieHHble y3bl)

YCTPOWCTBaA, Ha KOTOPbIX YyCTaHaBauBaeTca OSMP (Bce

MapameTp Tpeb6oBaHue


https://support.kaspersky.ru/kedr-expert-on-premise/8.1/307256

Bepcusa 15.7 nnw Bblwe

Pacnonoxexnue BHe knacTtepa Kubernetes (cTaHgapTHas KOHGUrypaumns)

MpuBunerupoBaHHas y4éTHasa 3anuchb TpebyeTcsi y4éTHasa 3anncb C NpaBaMu
cynepnoJib3oBaTens oas co3faHuns 6as faHHbIX BO BpeMs
pa3BepTbiBaHMs

Mopnnpep>xkKka Knacrepos Moponep>XmBaeTcsa CUHXPOHHAA penankaumsa (MUMHUMYM 3
y3na, Makcmmym 15).

JduckoBas noacucreMa SSD/NVMe pekomMmeHayeTcs

TpeboBaHue OnucaHue

LLiupokoBewiaTesibHbI 4,OMEH Bce LeneBble ycTponcTBa knactepa Kubernetes monkHbI
HaxXoAUTbCA B OO4HOM LUMPOKOBELLaTe/NIbHOM JlOMeHe
(ogHa L2-ceTb)

Cratuyeckue IPv4-appeca Bce y3nbl knacTepa un w3 Kubernetes foskHbl UMeTb
cTaTunyeckune IPv4-agpeca B O4HON MoaceTun

CUHXPOHU3aLUA BPEMEHU PasHuLa BO BpEMEHU MeXAY Y31aMUn He A0/KHa
npeBbiWaTb 5 CeKyHA (peKkoMeHayeTca NCnosib30BaTb
NTP)

DNS [omkHa BbITb HacTpoeHa 30Ha AnsA goMeHa smp_domain

(Hanpumep, smp.local) ¢ 3anncamn ons Bcex CepBrCcoB

KoMnoHeHT Mpoueccop o3y AuckoBas noacuctema
Bce KOMMOHEHTbI Ha OLHOM 12 apep 56 I'6 1300T6
y3/e (4eMOoHCTpauMoHHas
KOHMUrypaums)

Ins KOPpPEeKTHOro pa3BepTbiBaHMA pelieHns ybegmnTtecb, 4TO MpPOLLECCOp LenNeBoro yCTponcTBa
(komnoHeHToB KEDR) nogaep>xuaet Habop MHCTpyKkuun BMI, AVX n SSE 4.2.

TpeboBaHUs K NporpaMmMHoMy obecrneyeHunto u Nnogaep>XXMBaemMblM CUCTEMAM U NaaThopMam



OnepauuoHHas cucteMma

MNnatdopmMbl BUpTyanmsauum

CucteMma ynpaBneHusa 6aszamu gaHHbix (CYB])

OSMP c komnoHeHtamu KUMA

MonnepxuBatoTcsa cnegyowme 64-pa3paaHble Bepcum
onepaunoHHbIX CUCTEM:

e Ubuntu Server 22.04 LTS.

e Ubuntu Server 24.04 LTS.

e Debian GNU/Linux 12.x (Bookworm).

e Astra Linux Special Edition PYCBE.10015-01 (o4epenHoe
obHoBneHne 1.8.1).

Ha ueneBbixX yCTPOWCTBaX C OnepauMoHHbIMKA CUCTEMaMN
cemencTBa Ubuntu Bepcus agpa Linux goaxHa 6biTb
5.15.0.107 wan BbliLLe.

HasBaHue OSMP Sandbox
nnatpopmbl (onuuoHasnbHO)

BUpPTyasinsauum
VMware ESXi 7.0; ECTb. EcTb.
Hyper-V pnsa EcTb. HerT.
Windows Server
2022;
NK CB "BbpecT" EcTb. EcTb.
3.3;
"PEQL EcTb. EcTb.
BupTtyanusauma"
7.3;
zVirt Node 4.2 nnu EcTb. EcTb.
BbiLLe

PostgreSQL 15.x 64-pa3psgHas

PostgreSQL 16.x 64-pa3psgHas

PostgreSQL 17.x 64-pa3psgHas

Postgres Pro 15.x (Bce pepnakuunun) 64-paspsnHas

Postgres Pro 16.x (Bce pefnakuuun) 64-paspsgHas

Postgres Pro 17.x (Bce pefnakuuun) 64-paspsgHas

Postgres Pro 16.x Enterprise 64-pa3psaHas (knactep Built-
in High Availability).

Postgres Pro 17 Enterprise 64-pa3psgHas (knactep Built-in
High Availability).

??7?7?7° 3. ??0000°°7°7° ?°7°7°7°7°7°7°7

OTkAYanTe ana nogkavykm (swap) B NpoayKTOBbIX cpedax

C A N o ol A N S oY Sy o o o Y Sr M i S Y Sl

e YCTaHOBKa 00513aTeNIbHbIX MAaKeTOB Ha yCTpOIZCTBe aMUHNCTpPaTOpPa:



sudo apt update
sudo apt install -y python3

YcTaHoBUTe nakeT ansa Docker Bepcun 23 nau Bbille, a 3aTEM BbIMNOJAHUTE OENCTBUA Mnocje

YCTaHOBKM, 4TO6bI HACTPOUTb YCTPOWCTBO aAMUHUCTPUPOBAHUSA ANS MpaBusibHonW paboTbl C
Docker.

Mpumep:

Ons Ubuntu:
# Ypanute cTapbsle Bepcuu

sudo apt remove docker docker-engine docker.io containerd runc

# YCTaHOBMTE 3aBUCKMMOCTHU
sudo apt update

sudo apt install ca-certificates curl gnupg lsb-release

# [NobaBbTe oduumanbHbil GPG knioy Docker

sudo mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

# [obaBbTe penosuTopuii
echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpgl
https://download.docker.com/linux/ubuntu $(lsb release -cs) stable" | sudo tee

/etc/apt/sources.list.d/docker.list > /dev/null

# YctaHosute Docker
sudo apt update

sudo apt install docker-ce docker-ce-cli containerd.io docker-compose-plugin

# [obaBbTe nonb3oBatensa B rpynny docker

sudo usermod -aG docker $USER

# HacTpoiTe aBTO3anyck
sudo systemctl enable docker.service

sudo systemctl enable containerd.service

# lepe3arpy3ntecb WM BbLINOJIHUTE

newgrp docker


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/linux-postinstall/
https://docs.docker.com/engine/install/linux-postinstall/

Ewé BapunaHT:

apt install docker.io

e [eHepauma SSH-knto4a (6e3 naposbHOW pasbl):

ssh-keygen -t rsa -b 4096 -f ~/.ssh/id rsa -N ""

CkonupynTe KoY Ha BCE LiesieBble YCTPONCTBA:

ssh-copy-id username@<IP ueneBoro_ycTpouWcTBa>

# MMpoBepka nopknw4yenus 6e3 napons

ssh username@<IP uenesoro yctponcTtsa> "sudo whoami"

Mpwu ycTaHoBKe OT Y4ETHOW 3anncy root ybeantechb, YTO KJtOY Ha LiefieBbIX YCTPOMCTBAX
pacrnonaraetcs no nytu /root/.ssh/authorized_keys

e [lpoBepka cgroup v2:

mount | grep cgroup

# [onxHo 6bITb: cgroup2 on /sys/fs/cgroup type cgroup2

e OTkto4MTe SELinux (ecnm ycTaHOBNEH)

# lpoBepka cTatyca

getenforce

# OTknwyeHne (TpebyeTcsa nepesarpyska)

sudo setenforce 0 sudo sed -i 's/"SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

e HacTponTe proxy (ecnn TpebyeTtcs)

# OTpepakTupyinTte /etc/environment

sudo nano /etc/environment

# NobaBbTe:
HTTP_PROXY="http://proxy.example.com:8080"
HTTPS PROXY="http://proxy.example.com:8080"



NO PROXY="localhost,127.0.0.1,<IP appeca_y3noB_knactepa>"

e HactponTe firewall (ecnu ncnonbsyercs)

# Pa3pewnte SSH
sudo ufw allow 22/tcp

# Paspewnte Kubernetes noprtsl
sudo ufw allow 6443/tcp
sudo ufw allow 2379:2380/tcp
sudo ufw allow 10250/tcp

# Paspewnte PostgreSQL nopTsbl

sudo ufw allow 5432/tcp

# Bknwouute IP forwarding pna primary/worker node
sudo sed -i 's/#net.ipv4.ip forward=1/net.ipv4.ip forward=1/' /etc/sysctl.conf

sudo sysctl -p

Onsa oTkatoyeHus firewall'a BbimonHuTE:

systemctl stop ufw

systemctl disable ufw

e YCTaHOBKa 00513aTe/NIbHbIX MAaKETOB:

# 06wme nakeTbl O BCEeX Y3J0B:
sudo apt update

sudo apt install -y sudo nfs-common tar wireguard wireguard-tools python3-apt

# [Ina NepBUYHOrOo Yy3sa OOMNOJIHUTENbHO:

sudo apt install -y curl

# Ons pabouynx ys3noB [OMONHWTENbHO (HauUMEHOBaHUS MOTYT OT/MYaTbCH B 3aBUCKUMOCTM OT BbiOpaHHOro
puctpubyTuBa Linux):

sudo apt install -y libnfsl2 iscsi-package

e HacTpoika 6ecnaposibHOro sudo:

# [na nonb3oBaTens, KoTopbih 6ypeT ucnonb3oBaTtbca KDT:

echo "username ALL=(ALL) NOPASSWD: ALL" | sudo tee -a /etc/sudoers



970 MO3BOJINT YHETHOW 3anncu MMeTb BO3MOXHOCTb MOBLILWAaTb Nnpusmunernmn (sudo) 6e3 BBoaa
napons

e HacTpoKka CMHXPOHW3aLUWUN BPEMEHMN:

sudo timedatectl set-ntp true

e HacTponka IP-nepeagpecaunn (ToNbKO 459 NePBUYHOro y3na ¢ UFW):

# B ¢anne /etc/default/ufw ycTtaHoBUTE:

DEFAULT_ FORWARD POLICY="ACCEPT"

# lpuUMeHnTEe U3MeHeHUd:

sudo ufw reload

??7?7? PostgreSQL:

e YCTaHOBKa 00513aTe/IbHbIX MAaKeTOB:

sudo apt update
sudo apt install -y postgresql

e HacTpolika napameTpoB B postgresql.conf:
nano /etc/postgresql/<BEPCUA>/main/postgresql.conf

# MNepeonpepenute cnepywuwme napaMeTpbi:
listen addresses = '*'
port = 5432

max_connections = 512

shared buffers = 8GB # 25% ot 03Y, MuHumy™m 3 Tb
effective cache size = 24GB # 75% ot 03Y

temp buffers = 24MB

work mem = 64MB

maintenance work mem = 1GB

max_stack depth = 7MB # Ona Linux: ulimit -s muHyc 1 Mb
effective io concurrency = 200 # 200 pna SSD wnu 2 pna HDD

max_parallel workers per gather = 0
wal buffers = 64MB
4GB

max wal size
min wal size = 1GB

random_page cost = 1.1 # 1.1 ona SSD wnu 4.0 pna HDD



log hostname =1

standard conforming strings = on # 0643aTenbHO OOMXHO 6bITb 'on'

e PaspeweHune yganeHHoro noakaodeHns Kk CYB/L:

nano /etc/postgresql/<BEPCUA>/main/pg hba.conf

# B cekumm 'IPv4 local connections' nepeonpepenuTte 3HayeHwue:

host all all 0.0.0.0/0 scram-sha-256

e [lepe3anyck cnyxb6bi:

systemctl restart postgresql

e Co3naHune npmBUIErMpoOBaHHON YYETHOM 3aMncu:

# MopknwoynTtecb K PostgreSQL:

sudo -u postgres psql

# Co3palTe y4yéTHyl 3anucb C NpaBaMu cyneprnonb3oBaTtens u 6a3y, HanpuMmep:
CREATE USER <kaspersky admin> WITH PASSWORD '<StrongPasswordl123!>' SUPERUSER;
CREATE DATABASE <kaspersky admin> OWNER <kaspersky admin>;

DPPPVVVVPD DPPPV??????7?7?7:

1. 3ape3epBupynTe IP-agpec n3 Ton e nogceTun, 4To Ny cepsepos Primary/Worker. Agpec
nosxkeH 6bITe cBoboneH 1 byneT Ha3zHa4vYeH B NpoLecce yCTaHOBKN (yKa3biBaeTca B hanne
param.yaml B none ingress_ip).

2. lobaBbTe B DNS-30HY Balleln opraHm3aunm (NpeanoyTuTesIbHO Co34aTb NOAA0MEH)
cnepyrowme 3anncu:

console.<smp _domain> <ingress ip>
admsrv.<smp _domain> <ingress ip>
api.<smp domain> <ingress ip>
monitoring.<smp_domain> <ingress_ip>
updater.<smp_domain> <ingress_ip>
agentserver.<smp_domain> <ingress_ ip>
kuma.<smp_domain> <ingress ip>

*.kuma.<smp_domain> <ingress ip>

roe, <smp_domain> - JOMeH 1an NOAAOMEH Ballen opraHnsaunmn (AaHHbIA OMeH A0/KeH bbiTb
yKasaH B pansie napameTpos (param.yaml) B ogHouMeHHOM rnoJsie smp_domain), a <ingress_ip>



- 3ape3epBupoOBaHHbIN IP N3 Nnpegbiaywero nyHKTa.

ObpaTuTe BHMMaHMe, 4To Ana nmeHn kuma Heobxoammo cosgaTb wildcard (*) Ha DNS-
cepBepe

F Al Al N o o of of S of f o f Sl o Sl o e

Ons koppekTHom paboTbl KDT ¢ KOHUrypaLMoHHbIM hannom fobaBbTe NyCTy0 CTPOKY B
KoHLe tharnna

dopmaTt hpanna ona ctTaHpgapTHOW KOHdUrypauum c cepsucamu KUMA BHYTpu
Knacrtepa

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""
name: bootstrap
project: xdr
nodes:
- desc: cdt-primaryl
type: primary
host: "<IPv4 nepsuyHoro ysna>"
access:
ssh:
user: "<uma_nonb3osatena>" # [lo ymonyaHuw root
key: "<nyTb_K_3aKkpbiToMy Knouy>" # [o yMmonyaHuuiwo /root/.ssh/id rsa
- desc: cdt-wl
type: worker
host: "<IPv4 pab6oyero y3na 1>"
access:
ssh:
user: "<umda_nonb3oBartena>"
key: "<nyTb_K_3aKpblTOMY Ki4y>"
kind: admsrv # CepBep agMMHUCTpMpOBaHMA OymeT yCTaHOBJIEH Ha 3TOM y3ne
- desc: cdt-w2
type: worker

host: "<IPv4 paboyero y3na 2>"



access:
ssh:
user: "<uMsa_nonb3oBaTtensa>"
key: "<nyTb K 3aKpbiTOMy Kio4y>"
kuma roles: ["storage"] # XpaHunuwe 3akpenseHo 3a 3TUM Y3/10M
- desc: cdt-w3
type: worker
host: "<IPv4 paboyero ysna 3>"
access:
ssh:
user: "<uma_nonb3osaTtena>"
key: "<nyTb_ K _3aKpbiTOMY Kiyy>"
parameters:
- name: psql _dsn
source:
value: "postgres://<dbms username>:<password>@<fqdn CYB[O>:<nopT CYBO>" # Ecnm naponb
COEepPXUT cneucumBonbl, Mx Heobxooumo npuBecTu K URI kopupoBke
- name: ingress ip
source:
value: "<IPv4 wniwsa knacTtepa Kubernetes>" # PaHee 3ape3epBupoBaHHbIA ingress ip
- name: ssh pk
source:
path: "<nyTb K 3aKpbiITOMy KJ/IOYYy Ha yCTPOWCTBE agMuHMCTpaTopa>"
- name: admin_password
source:
value: "<naponb y4yéTHOW 3anucu_admin>"
- name: core disk request
source:
value: 100Gi
- name: metrics_disk request
source:
value: 80Gi
- name: inventory
source:
value: "/dev/null" # Bce cepsucel KUMA 6ynyT BHYTpu kKnacTtepa Kubernetes
- name: license
source:
value: "<nyTb K _JIMLEH3WOHHOMY Kilouy>" # PekoMmeHpyeTcs ¢aln nepeuMmeHoBaTb B

license.key



- name: smp _domain
source:
value: "<poMeHHOe uMsa>"
- name: pki host list
source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low_resources
source:
value: "false"
- name: nwc-language
source:
value: "ruRu" # WUnu "enUS"
- name: skip preflight checks
source:
value: "false"
- name: openbao ha mode
source:
value: "true"
- name: grafana_admin_user
source:
value: <uMs_nonb3oBaTens>
- name: grafana admin password
source:
value: "Baw naponb"
- name: route permissions _dryrun
source:

value: "true"

dopmaTt hpansia ona nEeMOHCTpPaLUOHHOU KOH(purypauum c cepeucamu KUMA BHYTpHU
Knacrepa

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""

name: bootstrap
project: xdr

nodes:



- desc: cdt-1
type: primary-worker
host: "<IPv4 epumHcTBEHHOro y3na>"
access:
ssh:
user: "<uma_nonb3oBatena>" # [lo ymon4yaHuio root
key: "<nyTb_K_3akpbiToMy Kno4y>" # [lo ymonyaHuuio /root/.ssh/id rsa
parameters:
- name: psql _dsn
source:
value: "postgres://<dbms username>:<password>@<fqdn CYB[ B knacTepe>:<nopTt>" # Ecnu
napofib COOEPXMT CneucumBonbl, MX Heobxogmmo npuBecTu K URI kopgupoBKe
- name: ingress_ip
source:
value: "<IPv4 wniwsa knacTtepa Kubernetes>" # PaHee 3ape3epBupoBaHHbIA ingress ip
- name: ssh pk
source:
path: "<nyTb_ K 3aKpbiTOMy Kiio4y>"
- name: admin_password
source:
value: "<naponb y4yéTHOW 3anucu_admin>"
- name: inventory
source:
value: "/dev/null" # Bce cepsucol KUMA 6ynyT BHYyTpu KnacTepa Kubernetes
- name: license
source:
value: "<nyTb K _JIMLEH3WOHHOMY Kilovy>" # PekoMmeHpyeTcs ¢daln nepeuMmeHoBaTb B
license.key
- name: smp _domain
source:
value: "<poMeHHOe uMsa>"
- name: pki host list
source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low_resources
source:
value: "true"
- name: openbao ha mode

source:



value: "false"
- name: default class replica_count
source:
value: 1
- name: grafana_admin_user
source:
value: "<uma nonb3osatena>"
- name: grafana admin_password
source:

value: "<naponb nonb3osaTtena>"

??27?7°7?7°7?7?7

1. 3arpysuTe Ha yCTPOMNCTBO agMUHUCTpPATOpa creayoume annbi:

e bin.tar.gz - apxuB c yTunuton KDT, ncnonbsyeTca AN pa3BepTbIBAHUA N U3MEHEHUS
napamMeTpoB UHCTaJIALNN

e xdr-<version>.tar.gz - TPAQHCMOPTHbIA apXnB C KOMMNOHeHTaMn SMP

e license.key - KJIIOY JINLLEH3NWN

2. PacnakynTe apxuB bin.tar.gz

tar -xzf bin.tar.gz

3. DanTe channy kdt npaBa Ha BbIMOJIHEHME:

chmod +x ./kdt

4. 3anycTuTe yCTaHOBKY KOMaHAON:

./kdt apply -k <monHbIM NyTb K TPaAHCMOPTHOMY apxuBy> -1 <nofHbiA NyTb K (anny KOHQUIypauuu

param.yaml> --accept-eula
P07 5, 27?0070 2072?7707 70?7?72 ??7°7?7°7?27°7?7
MepBbin BXOoa, B Beb-nHTepdenc:

1. OTkponTe B bpay3epe https://console.<smp_domain>
2. Bongnte nop y4éTtHom 3anucbio admin ¢ naponem m3 napameTpa admin_password v
3aBepLlumnTe HacTpourky 2FA.

AKTUBaLUUA JINLEH3UU:



1. B rnaBHOM OKHe nNpuaoXXeHus HaxmuTe Ha uMsa CepsBepa agMUHUCTPUPOBAHUA.
OTKpoeTCcs okHO cBoncTB CepBepa agMUHUCTPUPOBAHMKS

2. Ha Bknapke Obwme BbibepuTe pasnesn JIMLLeH3UOHHbIE KJIIO4YHU

B pasnene flencTBylOwWan JIMLEH3UA Ha)KM1Te Ha KHOMKY BbiOpaThb

4. B OTKpbIBLUEMCA OKHe BblbepuTe JINUEH3UOHHLIA KJI0Y, KOTOPbIM Bbl  XOTUTE
ncrnonb3oBaTb nANna akTuBauum Kaspersky EDR Expert (on-premise) 8.0. Ecaum
JINLLEH3NOHHOI 0O KJItl04a HET B CMUCKE, Ha)KMUTEe Ha KHOMKy JLo0aBUTb NULEH3UOHHbIW
KJII0Y U YKaXXUTe HOBbIN JINLLEH3UOHHbIA K1Y

5. HaxxmunTe Ha KHOoMKy CoxXpaHUTb

w

MpepocTtaBneHue goctyna K pyHkumoHany Kaspersky EDR:

1. B rnaBHOM OKHe npunoxeHunsa nepenante B MapameTtpsl, Bbibepnte pasgen TeHaHTbl 1
Ha>xmMnTe Ha Root tenant

2. Ha Bknagke MpaBa pocTtyna Ha)xMUTe Ha KHOMKy JlobaBuTb nonb3oBaTens

BbibepunTe nonb3osatens admin n npegoctaBbTe €My posib FMMaBHbIA agMUHUCTPATOP

4. HaxmuTte KHornky CoxpaHuTb 1 fasiee COXpaHUTb U 3aKpPbITb

w

YcTaHOBKa nJjiaruHoB ynpasJieHusa:

1. 3arpy3uTe naaruH ynpaBfieHUsS KOHeYHbIM yCcTponcTBoMm ansg OSMP ¢ pacwmpeHunem .tar
Ha y3es agMUHUCTpaTopa
2. BbINONHUTE YCTAaHOBKY KOMaHOOW:

./kdt apply -k <monHblii NyTb K tar-apxuBy C NjaruMHoM ynpaBrieHus>

ObHoBneHue 6as Kaspersky EDR:

1. B rnaBHOM oKHe npunoxxeHuns nepengnte B MapameTpsol, Bbibepnte pasgesn TeHaHTbl U
Ha>xmnTe Ha Root tenant

2. Ha Bknagke MapameTpbl nepenante Kk MapaMeTpbl CKAaHUPOBaAHUA U Ha BKJIAAKY
OOGHOBUTbL Oasbl

3. 3anycTuTte obHOBNEHNE N [OXKANTECH YCNELIHOro cTaTyca

Mopxkniwo4vyeHune Sandbox:

1. B rnaBHOM OKHe npunoxeHunsa nepenante B MapameTtpsl, Bbibepnte pasaen TeHaHTbI 1
Ha>xmnTe Ha Root tenant

2. Ha Bknagke MapameTtpbl nepengnte kK CepBepbl Sandbox 1 HaXMuTe KHOMKY
Job6aBuUThL

3. YkaxuTe IP-agpec Sandbox 8 Bepcumn, noayy4ymTe OoTrneyYaTok, 3a4anTe Npom3BosibHOE M4,
Ha)XMnTe KHOMKy JLlo6aBuTb

4. B 6bpay3epe nepengute n aBTopusynTech B Beb-koHcom Sandbox n npuMuTe 3anpoc Ha
nogkJYeHne B pasgese ABTopusauus

5. B koHconn OSMP poXauTecb, YTO CTAaTyC aBTopu3auum usMeHuUNcs Ha OpmoOpeHo U
oTobpa3nnnce Habopbl BUPTyasibHbIX MaLLUWH



HacTpoika noAUTUK OIS NOAKJIOYEHUA TeNeMeTPUn C KOHEeYHbIX YCTPOMCTB:

B rnaBHOM OKHe NpuioXXKeHns nepengnte B YnpasseHue aktusamu - NMonutukm
Co3panTte noAUTUKY WAN OTKponTe e& cBoncTBa U nepenante B [MapameTpsbl
NPUIO>KEeHUA

PackponiTe BeTKy BCTpOeHHble areHTbl N nepengnte B napameTpbl Ans Endpoint
Detection and Response Expert (on-premise)

. YcTaHoBUTe nepekntdaTtens B ctaTyc BKJIDYEH. YCcTaHOBUTE nepeksitoyaTesb 3aMKa,

4TOObI N3MEHEHNE NPUMEHSANIOCH HAa KOHEYHOM Yy3/e

BoibepnTe Endpoint Detection and Response Expert (Bepcusa 8.0 u BbiLie)

Ona paspena MopknioyeHne K cepBepaM cbopa TeneMeTpuMum Ha>XKMUTE KHOMKY
[Jo6aBuTtb 11 Ha)xMnTe BoiOpaTb cepBep

. B OTKpbIBLLEMCA OKHE OTMETbTE €AVNHCTBEHHbIN CcepBEP KOJJIEKTOPA N HAXMUNTE KHOTMKY

JobaBuThb
Hu)xe noBTopuTe AENCTBMS A1 YKa3aHUA CepBepa pearnpoBaHus
Mpn HeoOXOANUMOCTN HACTPONTE APYrve NYyHKTbl MOJIMTUKN N COXPAHUTE U3MEHEHWS

HaCTpOﬁKa NONMIUTUK ANiA nopkKnvyeHna Sandbox K KOHe4YHbIM yCTpOﬁCTBaM:

10.

ba3oBas HacTpolKa 3aBepLlieHa. NoaknymnTe coBMecTumMblie npunoxxeHnsa KES ona Windows 12.11
n Bbilwe, KES gna Linux 12.4, KES ana Mac 12.2.1 v npuctynanTe K paboTte ¢ Kaspersky EDR Expert

B rnaBHOM okHe npunoxxeHuns nepengnte B MapameTpsol, Bbibepnte pasnen TeHaHTbI U
Ha>xmnTe Ha Root tenant

Ha Bknanke [MapameTpbl nepenante K CepTudukaTtbl U HaXXMUTE  KHOMKY
dKcnopTUpoBaTb CePTUdGUKAT cepBepa N HMXKe cepTudukaT Endpoint Agent, ykasas
naposib

B rnaBHOM OKHe NMpUSIOXXKeHUs nepengnte B YnpaBsieHue aktTuBamu - NMonumtukm
Co3pante nMoOAUTUKY WIN OTKponTe €& cBoncTBa U nepenante B [MapameTpsbl
NPUIO>KEHUA

PackporiTe BeTKy BCTpOE@HHbIe areHTbl 1 nepengnte B napameTpbl 414 Sandbox

. YcTaHoBuUTe nepekn4daTtenb B cTaTyc BKJIKOYEH. YcTaHOBUTE nepeksitodaTesb 3aMKa,

4TOObI N3MEeHeHne NPUMEHSANI0Cb Ha KOHEYHOM Yy3/e
Bbibepute pexxum nuterpaunm KATA Sandbox

. Ana pa3sgena NMopakniwyeHue K cepBepam Sandbox HaxmuTe KHOMKy Jlo6aBUTbL U

yKaxkxute agpec cepsepa agentserver.<smp_domain>

HaxxmMnTe HacTPOWKM NOAOKAIOYEHMUA UV 3arpy3nTe 3KCNOPTUPOBAHHLIN cepTudukaT
cepBepa. B 3ToM e none o6s3aTesIbHO BK/YMTE WCMOSb30BaHWE [ABYCTOPOHHEN
ayTeHTUpMKaLMmM N noacrtaBbTe cepTudumkaTt Endpoint Agent ¢ naposieM, yKasaHHbIM Mpu
ero skcropTe

Mpn HeobXoANMOCTN HACTPOUTE ApYyrne NyHKTbl MOJUTUKN U COXPAaHUTE N3MEHEHUS

(on-premise).
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