7077 7 27?7?7777 Kaspersky
EDR Expert (on-premise)

MapameTp

CYB/[ PostgreSQL

MuHMMaNIbHOE KOJZINYEeCTBO y3noB

Ha3Ha4yeHue

onbITa 3KCNayaTayun.
DaTta ucnpasnenuns: 08.10.2026

a“ NHCTpyKuMs cocTaBNeHa Ha OCHoBe ouuMaabHoN gokyMeHTaumm KEDR 8.3 n

CtaHpapTHas KoHdurypauus
(HeckonbKO y3510B)

YCTaHaB/MBAETCs BHe KJiacTepa
Kubernetes Ha oTae/ibHOM cepBepe

1 nepBu4HbIN + 3 paboynx ysna +
cepsep CYB[L + 1 y3en
aaMMHUCTpPaTopa (onunoHasibHO)

npOMbIUJJ'IEHHaH 3KCnnyaTauna

HNeMOoHCTpauuoHHas
KOHdurypauusa (oguH ysen)

YcTaHaBAMBaeTCs Ha 0QHOM XOCTe C
knactepom Kubernetes

1 y3en (BCe KOMMNOHEHTbl Ha 04HOM
ycTponcTtee) + 1 y3en
aaMmHUCTpaTopa (onumMoHasibHO)

TecTupoBaHMe, OEMOHCTPaLMS,
oby4yeHne

e Y3es agMUHUCTpaTOpa - ycTponucTtBo C yTunmton KDT (Kaspersky Deployment Toolkit)
04 pa3BepTbiBaHUA 1 yripassieHns KoMnoHeHTamm OSMP.

e Primary/master/controller/nepBuuHbii

pabouun

OCYLLECTBAAOLWMNN yripaBieHne knactepom k0s.
o Worker/pabouun y3sen - y3en knactepa kOs ¢ nonesHom Harpy3skom.
e DB/CYB/ - cepsep ¢ CYB[ nona knactepa OSMP.

y3en

- y3e/n KOHTpoJsiepa,

e KUMA services/ycTtpoucteo ¢ cepsucamm KUMA - ycTpoicTBa C YCTAHOBJIEHHbIMU
cepsucamm KUMA: konnekTop, Koppenatop, xpaHunuwe (8 cnyyvae KEDR BxoaaT B cocTas
Kubernetes knactepa).

e LleneBble yCTpOWCTBaA -
BbllLernepevyncieHHble y3bl)

YCTPOWCTBaA, Ha KOTOPbIX YyCTaHaBauBaeTca OSMP (Bce

MapameTp Tpeb6oBaHue


https://support.kaspersky.ru/kedr-expert-on-premise/8.3/307256

PacnonoxxeHue PekomeHpyeTcsa BHe knacTepa Kubernetes (ctaHpapTHas
KOHUrypaums)

MpuBunernpoBaHHaa y4€THaA 3anuchb TpebyeTcsa y4éTHas 3anncb C NpaBamm
cyrnepnoJsib3oBaTens ANs co3faHua 6a3 faHHbIX BO BpeMs
pa3BepTbiBaHUSA

Moppep>XkKa Knacrepos Moponep>XmBaeTca CUHXPOHHAA penankaumsa (MUHUMYM 3
y3na, Makcumym 15).

AuckKkoBasa noacucreMa SSD/NVMe pekomMmeHAyeTcs

TpeboBaHue OonucaHue

LLinpokoBewiaTesibHbI 4,OMEH Bce LeneBble ycTponcTBa knacTtepa Kubernetes mon>KHbl
HaxXoO4MTbCA B O4HOM LUMPOKOBELLaTe/IbHOM JOMeHe
(ooHa L2-ceTb)

Cratuyeckue IPv4-appeca Bce y3nbl kKnactepa v wnto3 Kubernetes goskHbl UMeTb
cTaTuyeckue IPv4-agpeca B ogHOM noaceTu

CUHXPOHM3ALUA BPEMEHHU Pa3HuLa BO BpeMeHn Mexay y3/laMn He A0JKHa
npeBbIlWaTb 5 cekyHA (pekoMeHayeTCsa UCMoNb30oBaTh
NTP)

DNS LOomxHa bbITb HaCTPOeHa 30Ha AN19 AoMeHa smp_domain

(Hanpumep, smp.local) ¢ 3anucamMmn ons BCcex CepBMcoB

KoMnoHeHT Mpoueccop 3 Iy, o3y IuckoBas noacucrema
Bce KOMMNOHEHTbI Ha O4HOM 8 Anep 566 253016
y3se (LeMOoHCTpaLnoHHas
KOHuUrypawums)

[Ons KOPPEeKTHOro pa3BepThiBaHUSA pelleHns ybeamTecb, YTO MPOLIECCOP LENeBOro yCTPOMUCTBa
(komnoHeHTOB KEDR) nogaep>xuaeT Habop MHCTpyKuun BMI, AVX n SSE 4.2.

TpeboBaHUsA K NporpaMMHoMy obecrneyeHunto U Nnogaep>XXxMBaemMbiM CUCTEMaM U NaaThopMam

OnepauuoHHas cuctema OSMP c komnoneHtamu KUMA

Moppep>xupatoTca cnegyoume 64-paspsgHblie Bepcum
onepaumoHHbIX CUCTEM:
e Ubuntu Server 24.04 LTS.
e Ubuntu Server 26.04 LTS.
e Astra Linux Special Edition PYCB5.10015-01
(oyepegHoe obHoBNEHMEe 1.8.5).



MnatdopmMbl BUpTyanmsauum

HasBaHue OSMP Sandbox
nnatdopmbl (onuuMoHasnbHO)

BUpPTYyasinsauum
VMware ESXi EcTb. EcTb.
7.0.3
Hyper-V pnsa EcTb. HerT.
Windows Server
2022
MK CB "Bpect" 3.3 EcTb. EcTb.
"PEQL ECTb. EcTb.
Buptyanusauua"
7.3
zVirt Node 4.2 HeT. EcTb.
zVirt Node 4.5 EcTb. HeT.
Nutanix 7.3 EcTb. HeT.
Proxmox Virtual EcTb. HeT.

Environment 9.1.1

Cuctema ynpasseHua 6asamu paHHbix (CYB/) PostgreSQL 17.9 64-pa3psanHas.
PostgreSQL 18.4 64-pa3pagHas.
Postgres Pro 18 Enterprise 64-pa3psgHas (knactep Built-in
High Availability).
Corosync/Pacemaker nogaep>xmBaeTcsa A8 BCEX
nepeYuncneHHbIx Bepcuin PostgreSQL.

P07 3. 7?0207 ???77?°7?77
OTkAto4anTe ana nogkadkm (swap) B NpOAYKTOBbIX Cpedax

2777722227272 222222222272227:

CucteMHble TpeboBaHMs NpefoCcTaB/ieHbl B CrpaBKe.

YcTaHoBKa 06A3aTe/IbHbIX MAaKeToOB Ha YCTPONCTBE agMUHMCTpaTopa:

sudo apt update
sudo apt install -y python3

YcTaHoBuTe nakeT gnsa Docker Bepcum 25 mam Bbile, a 3aTeM BbINOJHUTE AENCTBUSA NocCae

YCTAHOBKM, 4TOObI HACTPOUTb YCTPOMCTBO aAMUHUCTPUPOBAHUSA ANA MNpaBuibHOW paboTbl C
Docker.


https://support.kaspersky.ru/kedr-expert-on-premise/8.3/324935
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/linux-postinstall/
https://docs.docker.com/engine/install/linux-postinstall/

Mpumep:

Ons Ubuntu:
# Ypanute cTapbsle Bepcuu

sudo apt remove docker docker-engine docker.io containerd runc

# YcTaHOBUTE 3aBUCUMOCTMU
sudo apt update

sudo apt install ca-certificates curl gnupg lsb-release

# [NobaBbTe oduumanbHbil GPG knioy Docker

sudo mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

# [obaBbTe penosnTopun

echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpgl
https://download.docker.com/linux/ubuntu $(lsb release -cs) stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

# YcTtaHoBuTe Docker
sudo apt update

sudo apt install docker-ce docker-ce-cli containerd.io docker-compose-plugin

# [obaBbTe nonb3oBatensa B rpynny docker

sudo usermod -aG docker $USER

# HacTpoiTe aBTO3anyck
sudo systemctl enable docker.service

sudo systemctl enable containerd.service

# lepe3arpy3ntecb WM BbLINOJIHUTE

newgrp docker

Ewié BapunaHT:

apt install docker.io

MeHepauma SSH-kno4va (6e3 naponbHOM pasbl):



ssh-keygen -t rsa -b 4096 -f ~/.ssh/id rsa -N ""

CKomnupyirTe KoY Ha BCe LiesieBble YCTPONCTBA:

ssh-copy-id username@<IP LeneBoro ycTpoWcTBa>

# MpoBepka nopknwdyenusa 6e3 napons

ssh username@<IP_ueneBoro_yctpouctea> "sudo whoami"

Mpn ycTaHOBKE OT Y4YETHOM 3anunucu root ybeantech, 4TO KJOY Ha LIEeSIEBbIX YCTPOMCTBAX
pacrnonaraetcs no nytu /root/.ssh/authorized_keys

lMpoBepka cgroup v2:

mount | grep cgroup

# [onxHo 6bITb: cgroup2 on /sys/fs/cgroup type cgroup2

OTknto4nTe SELinuX (ecnn ycTaHOB/IEH):

# lpoBepka cTaTtyca

getenforce

# 0TknoYeHne (TpebyeTcsa nepesarpyska)

sudo setenforce 0 sudo sed -i 's/"SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

HacTponTe proxy (ecnun TpebyeTtcs):

# OTpepakTupynte /etc/environment

sudo nano /etc/environment

# NobaBbTeE:

HTTP_PROXY="http://proxy.example.com:8080"

HTTPS PROXY="http://proxy.example.com:8080"

NO PROXY="localhost,127.0.0.1,<IP appeca_y3noB_knactepa>"

HactponTe firewall (ecnn ncnonb3lyercs):

# Pa3pewnte SSH
sudo ufw allow 22/tcp



# Pa3pewnte Kubernetes noprhl
sudo ufw allow 6443/tcp
sudo ufw allow 2379:2380/tcp
sudo ufw allow 10250/tcp

# Pa3pewnte PostgreSQL nopThl

sudo ufw allow 5432/tcp

# Bknwuute IP forwarding pna primary/worker node

sudo sed -i 's/#net.ipv4.ip forward=1/net.ipv4.ip forward=1/' /etc/sysctl.conf
sudo sysctl -p

Ona oTkntovyeHus firewall'a BbiInonHuTeE:

systemctl stop ufw

systemctl disable ufw

YcTaHOBKa 0b6sA3aTesibHbIX MaKeToB:

# 00wme nakeTbl AN BCEX Y3/0B:

sudo apt update

sudo apt install -y sudo nfs-common cron tar open-iscsi python3-cffi-backend python3-

cryptography systemd cryptsetup-bin cryptsetup netcat-traditional containerd

# YbeouTtecb, 4YTO Ha KaxXOoOM LESIEBOM y3Jie yCTaHOBMeHbl nakeTtol python3-apt u libnfs

HacTpoika 6ecnaponbHoro sudo:

# [na nonb3oBaTtens, KoTopbh 6bypeT ucnonb3oBaTbcsi KDT:

echo "username ALL=(ALL) NOPASSWD: ALL" | sudo tee -a /etc/sudoers

#5370 no3sonuT y‘-IETHOﬁ 3anncum UMeTb BO3MOXHOCTb MNOBbLIWLWATHL NPUBUNIETUN (sudo) 6e3 BBOpa napond

HacTpolnKa CMHXPOHU3aL NN BPEMEHMN:

sudo timedatectl set-ntp true

HacTponka IP-nepeagpecaunn (ToNbKO 4S9 NEPBUYHOro y3aa ¢ UFW):



# B ¢anne /etc/default/ufw ycTtaHoBUTE:

DEFAULT FORWARD POLICY="ACCEPT"

# lpUMeHnTEe U3MeHeHUd:

sudo ufw reload

??7?7? PostgreSQL:

YcTaHOBKa 0b6s3aTeNbHbIX MAaKEeTOB:

sudo apt update
sudo apt install -y postgresql

HacTpoika napameTpoB B postgresql.conf:
nano /etc/postgresql/<BEPCUA>/main/postgresql.conf

# MNepeonpepenute cnepywuwme napameTpbi:
listen addresses = '*'
port = 5432

max_connections = 512

shared buffers = 8GB # 25% ot 03Y, MuHumy™m 3 Tb
effective cache size = 24GB # 75% ot 03Y

temp buffers = 24MB

work mem = 64MB

maintenance work mem = 1GB

max_stack depth = 7MB # Ona Linux: ulimit -s muHyc 1 Mb
effective io concurrency = 200 # 200 pna SSD wnu 2 pna HDD

max_parallel workers per gather = 0

wal buffers = 64MB

max wal size = 4GB
min wal size = 1GB
random page cost = 1.1 # 1.1 ona SSD wnu 4.0 pna HDD

log hostname =1

standard conforming strings = on # 0643aTenbHO OOMXHO 6bITH 'on'

Pa3speweHune yganeHHoro nogksodeHna Kk CYb/:

nano /etc/postgresql/<BEPCUSA>/main/pg hba.conf

# B cekuum 'IPv4 local connections' nepeonpepenuTe 3Ha4YeHue:



host all all 0.0.0.0/0 scram-sha-256

Mepe3anyck cny>bbi:

systemctl restart postgresql

Co3fgaHune NpuBUAErnMpoBaHHOM YH4ETHON 3anuncu:

# MopknwynTtecb K PostgreSQL:

sudo -u postgres psql

# Co3panTe y4yéTHyl 3amuMcb C MNpaBaMu cyneprnonb3oBaTtens u 6a3y, Hanpumep:
CREATE USER <kaspersky admin> WITH PASSWORD '<StrongPasswordl123!>' SUPERUSER;
CREATE DATABASE <kaspersky admin> OWNER <kaspersky admin>;

2777722227272 22222222222227:

1. 3apesepBupynTe IP-agpec n3 Ton e nogceTun, 4To Ny cepsepos Primary/Worker. Agpec
noskeH 6bITb cBoboaeH 1 ByaeT Ha3Ha4YeH B NpoLuecce yCTaHOBKK (yKa3biBaeTcs B hanne
param.yaml B none ingress_ip).

2. Nob6aBbTe B DNS-30HYy Ballen opraHm3aunm (MpeanoyTuTesbHO Co34aTb NO440MEH)
cneayloume 3anmncu:

console.<smp domain> <ingress ip>
admsrv.<smp domain> <ingress ip>
api.<smp domain> <ingress ip>
monitoring.<smp_domain> <ingress_ip>
updater.<smp _domain> <ingress ip>
agentserver.<smp domain> <ingress ip>
kuma.<smp_domain> <ingress ip>

* . kuma.<smp_domain> <ingress ip>
roe, <smp_domain> - fOMeH i No4A0MeH Bawen opraHnusaunmn (AaHHbIA OMeH A0/KeH bbiTb

yKa3aH B pansie napameTpos (param.yaml) B ogHonMeHHOM nosie smp_domain), a <ingress_ip>
- 3ape3epBuUpoBaHHbIN IP U3 NpeabliayLero NnyHKTa.

ObpaTute BHUMaHMe, 4To Ana nmeHn kuma Heobxoammo cosnaTh wildcard (*) Ha DNS-
cepsepe
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Ona koppekTHon paboTbl KDT ¢ KOHpUrypaunoHHbIM hanioM gobaBbTe MyCcTylo CTPOKY B
KoHLe tharna

dopmaT hpanna pna CTaHBaAPTHOW KOHdUrypauum c cepsucamu KUMA BHYTpH
Knactepa

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""
name: bootstrap
project: xdr
nodes:
- desc: cdt-primaryl
type: primary
host: "<IPv4 nepsuyHoro ysna>"
access:
ssh:
user: "<uma _nonb3osaTena>" # [lo yMonyaHuw root
key: "<nyTb K OTKpbITOMY Khw4y>" # Mo yMonyaHuw /root/.ssh/id rsa
- desc: cdt-wl
type: worker
host: "<IPv4 paboyero ysna 1>"
access:
ssh:
user: "<uma_nonb3osaTtena>"
key: "<nyTb_ K _OTKpPbITOMY Ki4y>"
kind: admsrv # CepBep agMMHMCTpupoBaHuMa OymeT yCTaHOBJEH Ha 3TOM y3fe
- desc: cdt-w2
type: worker
host: "<IPv4 pabouero ysna 2>"
access:
ssh:
user: "<uma_nonb3osaTena>"
key: "<nyTb_K_OTKPbLITOMY Kiliouy>"
kuma roles: ["storage"] # XpaHunuwe 3akpenseHo 3a 3TUM y3710M
- desc: cdt-w3
type: worker
host: "<IPv4 pabouyero ysna 3>"

access:



ssh:
user: "<uma_nonb3osaTena>"
key: "<nyTb K OTKPbITOMY Kio4y>"
parameters:
- name: psql _dsn
source:
value: "postgres://<dbms username>:<password>@<fqdn CYb[>:<nopt CYBO>" # Ecnu naposnb
COLEepXuT cneucumBosibl, MX Heobxogumo npuBecTu K URI KopgupoBke
- name: ingress ip
source:
value: "<IPv4 wmiw3a knactepa Kubernetes>" # PaHee 3ape3epBUpOBaHHbIN ingress ip
- name: ssh pk
source:
path: "<nyTb K _3aKpbiTOMy K4y Ha YCTpPOWCTBe apMMHUCTpaTopa>"
- name: admin_password
source:
value: "<naponb y4yéTHOW 3anucu admin>"
- name: core_disk request
source:
value: 100Gi
- name: metrics disk request
source:
value: 80Gi
- name: inventory
source:
value: "/dev/null" # Bce cepsucol KUMA 6ynyT BHYTpu Knactepa Kubernetes
- name: license
source:
value: "<nyTb_ K JIMUEH3WOHHOMY Khiovy>" # PekomeHpyeTca daun nepeuMMeHoBaTb B
license.key
- name: smp_domain
source:
value: "<pomeHHOe uMms>"
- name: pki host list
source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low _resources
source:

value: "false"



- name: nwc-language
source:
value: "ruRu" # Wnu "enUS"
- name: skip preflight checks
source:
value: "false"
- name: openbao _ha mode
source:
value: "true"
- name: grafana admin user
source:
value: "<uma nonb3oBaTtena>"
- name: grafana_admin_password
source:
value: "Baw naponb"
- name: route permissions dryrun
source:

value: "true"

dopmaT hpansia pna LEeMOHCTPALUOHHON KOH(puUrypauum c cepeucamm KUMA BHYTpHU
Knacrtepa

schemaType: ParameterSet
schemaVersion: 1.0.1
namespace: ""
name: bootstrap
project: xdr
nodes:
- desc: cdt-1
type: primary-worker
host: "<IPv4 epguHCTBEHHOro y3na>"
access:
ssh:
user: "<uma_nonb3osaTena>" # [lo yMonyaHuw root
key: "<nyTb K 3aKkpbiToMy Kmiouy>" # o yMonyaHuw /root/.ssh/id rsa
parameters:

- name: psql _dsn



source:
value: "postgres://<dbms username>:<password>@<fqdn CYB[ B knactepe>:<nopt>" # Ecnu
naponb COOEepXWMT CrneucumBosbl, UX Heobxogumo npusecTu K URI Kogmposke
- name: ingress ip
source:
value: "<IPv4 wmiw3a knactepa Kubernetes>" # PaHee 3ape3epBMpOBaHHbIN ingress ip
- name: ssh pk
source:
path: "<nyTb K 3aKpblTOMy KIloyy>"
- name: admin_ password
source:
value: "<naponb y4Yé€THOW 3anucu admin>"
- name: inventory
source:
value: "/dev/null" # Bce cepsucol KUMA 6ynyT BHYTpM knactepa Kubernetes
- name: license
source:
value: "<nyTb_ K JIMUEH3WOHHOMY Khiovy>" # PexkomeHpyeTca dann nepeuMeHoBaTb B
license.key
- name: smp_domain
source:
value: "<pomeHHOe uMms>"
- name: pki host list
source:
value: "admsrv api console kuma monitoring agentserver updater"
- name: low resources
source:
value: "true"
- name: openbao _ha mode
source:
value: "false"
- name: default class replica count
source:
value: 1
- name: grafana_admin_user
source:
value: "<uMms_nonb3oBaTtensa>"
- name: grafana admin password

source:



value: "<naponb nonb3oBaTtens>"

PPPPVIV?I??7?

1. 3arpysnTe Ha yCTPOWCTBO aiMUHUCTPaATOpa ceaytolme danb:

e bin.tar.gz - apxuB c ytunuton KDT, ncrosnbsyeTca ONSA pa3BepTbiBAHUA N U3MEHEHUSA

NMnapaMeTpoB UHCTaJIIALUNN

e xdr-<version>.tar.gz - TP@QHCMNOPTHbIA apXNB C KOMMNOHeHTaMn SMP

license.key - KJIKOY JINLLEH3UNN

2. PacnakynTe apxuB bin.tar.gz

tar -xzf bin.tar.gz

3. DawnTe hanny kdt npaBa Ha BbIMOJIHEHME:

chmod +x ./kdt

4. 3anycTuTe yCTaHOBKY KOMaHOOM:

./kdt apply -k <mosfiHbl NMyTb K TPAHCNOPTHOMY apXMBY> -1i <MONHbLIA NYyTb K dainy KoHOUrypaLuu

param.yaml> --accept-eula

#Mpn yctaHoBke oT Y3 root pobaButb kmo4y --allow-root
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MepBbiN BXOA B Beb-uHTepdenc:

1. OTkponTe B 6pay3epe https://console.<smp_domain>

2.

Bongute non y4étHom 3anucbio admin ¢ naposiem 13 napametpa admin_password v
3aBepLimTe HacTponky 2FA.

AKTUBaLUUA JIMLEH3UMU:

1.

w

B rnaBHOM OKHe TnMpPUIOXKEeHUA HaxmuTe Ha wuma CepBepa aLMUHUCTPUPOBAHUS.
OTKpoeTcs oKHO cBoNCTB CepBepa agMUHUCTPUPOBAHKSA

Ha Bknagke Obwume BbibepuTe pa3nen JIMLLeH3UOHHbIE KJII04YHU

B pasnene [leNCTBylOLWLAA JIMLEH3UA HAa)KMNTE Ha KHOMKY BbiOpaTb

B oOTKpbiBlLLEMCA OKHe BblbepuTe JINUEH3MOHHbIM KJY, KOTOPbIA Bbl  XOTUTE
ncrnonb3oBaTb Ana aktuBauum Kaspersky EDR Expert (on-premise) 8.0. Ecau
JNLLEH3NOHHOI0 KJlo4a HeT B CMUCKEe, HAa)KMUTEe Ha KHOMKy JLo0aBUTb NULEH3UOHHbIW
KJ1I0Y 1 YKa)XKUTe HOBbIN JIMLEH3NOHHbIN KJ1HOY



5. HaxxmMunTe Ha KHoMNKy CoxXpaHuTb
MpepocTtaBneHue pocrtyna K pyHkuunoHany Kaspersky EDR:

1. B rnaBHOM OKHe npunoxeHunsa nepenante B MapameTtpsl, Bbibepnte pasaen TeHaHTbI 1
HaxMuTe Ha Root tenant

2. Ha Bknagke MpaBa poctyna HaXkmMuTe Ha KHonky JlobaBuTb nonb3oBaTens

BbibepuTe nonb3oBaTens admin n npefoctaBbTe eMy posib MnaBHbIA agMUHUCTPATOP

4. Haxxmnte KHOMKy CoxpaHuTb 1 fasiee COXpPaHUTb U 3aKpPbITbh

w

YcTaHOBKa NJIarMHOB ynpaBJieHUs:

1. 3arpysuTe njaaruH ynpasJieHUA KOHeYHbIM YCTponcTBoM ansg OSMP ¢ pacwmpeHunem .tar
Ha y3es agMUHUCTpaTopa
2. BbInonHUTE yCTaHOBKY KOMaHOOMW:

./kdt apply -k <monHbiM nyTb K tar-apxuBy C nfaarvMHOM ynpaBneHus>

#MNpn yctaHoBke oT Y3 root pobaBuTb K4y --allow-root

O6bHoBneHue 6a3 Kaspersky EDR:

1. B rnaBHOM OKHe npunoxxeHuns nepengnte B MapameTpsol, Bbibepnte pasgesn TeHaHTbl U
Ha)xMnTe Ha Root tenant

2. Ha Bknagke MapameTpbl nepenante K MapaMeTpbl CKAaHUPOBAHUA U Ha BKJAOKY
O6HOBUTL Ga3bl

3. 3anycTute obHOBNEHME N AOXANTECh YCMELWHOro cTaTyca

Mopxknwo4vyeHune Sandbox:

1. B rnaBHOM OKHe npunoxeHunsa nepenante B MapameTtpsl, Bbibepnte pasgen TeHaHTbI U
HaxMunTe Ha Root tenant

2. Ha Bknagke MapameTtpbl rnepengnte Kk CepBepbl Sandbox 1 HaXMuTe KHOMKY
JNob6aBuUThL

3. YKaxuTe IP-agpec Sandbox 8 Bepcumn, noay4ymTe OoTrneyaTok, 3aganTe Nnpom3BosibHOE NM4,
Ha)XMMTe KHOMKy JLlo6aBuUTb

4. B bpay3epe nepengnte n aBTopmlynTecb B Be6-KoHCOM Sandbox 1 npuMuTe 3anpoc Ha
nogkJ4YeHne B pasgesie ABTopusauus

5. B koHconn OSMP poXauTecb, 4TO CTaTyC aBTopuM3auum uaMeHuncs Ha OpmoOpeHo U
oTobpa3nnnce Habopbl BUPTyasibHbIX MaLUUH

HaCTpOﬁKa NOJINTUK OJNid NoAKNIOYeHUA TesieMeTpUun C KOHe4YHbIX yCTpOﬁCTB:

1. B rnaBHOM OKHe NPUSIOXXEHUS MepengnTe B YnpaBsieHue aktTuBamu - NMonmtukm
2. Co3panTte noAuUTUKY WIN OTKponTe eé& cBoncTBa U nepenante B [MapameTpsbl
NPUNIOXKEHUA



Ha

10.

PackponTe BeTKy BCTpOEHHbIe areHTbl N nepengnte B napameTpbl Ans Endpoint
Detection and Response Expert (on-premise)

YcTaHoBUTe nepekntodaTtens B ctaTtyc BKJIOYEH. YcTaHOBUTE nepeksiovaTesb 3aMKa,
4TOObI N3MEHEHNE NPUMEHSANOCH HAa KOHEYHOM Yy3/e

Boibepnte Endpoint Detection and Response Expert (Bepcusa 8.0 u BbiLue)

Ona paspena MopknioyeHue K cepBepaM cbopa TeneMeTpuum HaXKMUTE KHOMKY
Jo6aBuTtb 1 Ha)xMnTe BeiOpaTb cepBep

B OTKpbIBLLEMCSA OKHE OTMEeTbTEe €AMHCTBEHHbLIA CEPBEP KOJIIEKTOPA U HAaXMUTE KHOMKY
JobasuTtb

Hu>xe noBTopuTe [EeNCcTBUA OJ19 YKa3aHUA cepBepa pearnpoBaHms

Mpn He0bXOANMOCTN HACTPOUTE ApYrne NyHKTbl MOJUTUKN U COXPAHUTE N3MEHEHUS

CTpOﬁKa NONIUTUK ANA nopkKnwyeHna Sandbox K KOHeYHbIM yCTpOﬁCTBaM:

. B rnaBHOM oKHe npunoxeHus nepengute B MapameTpsl, BoibepuTe pazgen TeHaHTbl U
Ha>xmnTe Ha Root tenant

Ha Bknagke MapameTtpbl nepenante kK CepTtudukaTtbl U HaXXMUTE KHOMKY
IKcnopTUpoBaTb CEPTURGUKAT CcepBepa N HMXKe cepTudukaT Endpoint Agent, yka3as
naposib

B rnaBHOM OKHe NpUSIoXXKeHNs nepengnte B YnpaBsieHue aktTusamu - NMonutukm
Co3panTte nNOAUTUKY WIN OTKPONTe €& CcBOWCTBa U nepenante B [MapameTpsbl
NPUIO>KEHUA

PackporiTe BeTKy BCTpOE@HHbIe areHTbl 1 nepengnte B NnapameTpbl 414 Sandbox
YcTaHoBUTe nepekstodaTtens B ctaTtyc BKJIKOYEH. YcTaHOBUTE nepeksovaTesib 3aMKa,
4TOObI N3MEeHeHne NPUMEHSAI0Cb Ha KOHEYHOM Yy3/e

Bbibepute pexum nuterpaunm KATA Sandbox

Ons pa3pena NMopkniwoyeHue K cepBepaMm Sandbox HaxmuTe KHonMky Jlo6aBuTb 1
yKaxkxute agpec cepsepa agentserver.<smp_domain>

HaxxmMnTe HacCTPOWKM NOOKAIOYEHMA UV 3arpy3nTe SKCNOPTUPOBAHHLIA cepTudukaT
cepBepa. B 3TomM >Xe none o6fs3aTesIbHO BK/YMTE WCMOSb30BaHWE [ABYCTOPOHHEN
ayTeHTUpMKaLMmM 1 noactaBbTe cepTudumkaTt Endpoint Agent ¢ naposieM, yKasaHHbIM Mnpu
ero aKkcnopTe

Mpn HeobXo0ANMOCTN HACTPOUTE ApYyrne NyHKTbl MOJUTUKN U COXPAHUTE N3MEHEHUS

ba3oBas HacTpoWKa 3aBepLleHa. NoaknynTe coBMecTuMblie npunoxxeHnsa KES ona Windows 12.11
n Bbilwe, KES gna Linux 12.4, KES ana Mac 12.2.1 v npuctynanTe K paboTte ¢ Kaspersky EDR Expert
(on-premise).
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