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MpunoxxeHune Kaspersky Endpoint Security for Linux coBmecTnmo c peweHnem Kaspersky Anti
Targeted Attack Platform, koTopoe npegHa3Ha4yeHO 014 3aWunThl IT-MHPPaACTPYKTYpPhI
opraHm3aunm N CBOEBPEMEHHOro 0bHapy>XeHMA TakKMX Yrpos, Kak aTakn HYJIeBOro OHS4, LiefieBble
aTaKu 1 CNOXXHbIe LeneBble aTaku.

MpunoxeHue Kaspersky Endpoint Security Mo)XeT MHTerpupoBaTbCs CO CAeAyoLWnMN
KOMMOHEeHTaMu, BXOA4AWMMM B coCTaB pelwleHnsa Kaspersky Anti Targeted Attack Platform

e Kaspersky Endpoint Detection and Response (KATA) obecneymBaeT 3aWnTy YCTPOWCTB B
JIOKaNbHOW ceTun opraHm3aumnun. NMpun B3anmopenctemm ¢ Kaspersky Endpoint Detection
and Response (KATA) npunoxxeHue Kaspersky Endpoint Security MoXeT BbIMOJIHATb
cnepyowme pyHKLNM

o OTNpaBAAaTb AaHHbIE 0 COBLITUAX Ha YCTPONCTBAX (TesnieMeTputo) Ha cepeep
Kaspersky Anti Targeted Attack Platform c komnoHeHTOM Central Node (nanee
Takxxe cepBep KATA). MpunoxxeHue Kaspersky Endpoint Security nepenaeT Ha
cepBep KATA paHHble HabntogeHna 3a npoueccamm, OTKPbITbIMU CETEBLIMU
CoOeQUHEHNAMN N N3MeHAeMbIMU (harnnammn, a TakxKe faHHble 06 yrposax,
obHapy>XeHHbIX MPUIOXKEHNEM, N AaHHble 0 pe3ysibTaTax 06paboTKM 3TUX yrpos.

o BbINONHATL OTBETHbLIE AENCTBUSA, HanpaBieHHble Ha obecnevyeHne PyHKLUN
6e3onacHOCTK, N0 KOMaHAaMm, nony4yeHHbIM oT Kaspersky Anti Targeted Attack
Platform.
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MuHUManbHble annapaTHble TpeboBaHUA

e npoueccop Core 2 Duo 1.86 Ty nnn BbiLe;

e pasgesn nogkaydykm He meHee 1 INb;

e 1 b onepaTmBHOW NaMATK AN 32-6UTHbIX ONepauMoHHbIX cucTem, 2 'b onepaTuBHOMN
namaTn Ana 64-6MTHbIX oNepaunoOHHbIX CUCTEM;

e 4 b cBOBOAHOIrO MecTa Ha XKeCTKOM OUNCKE A1 YCTaHOBKM MPUJIOXKEHUSA N XPAHEHUNS
BPeMeHHbIX (hannoB 1 (hanioB XXYPHaIoB;

e MNPV UCMNOJIb30BaHUN FPanyYeCcKoro rnosib30BaTesIbCKOro NHTepdenca MOHUTOP LOJIKEH
obecneydymBaTb 0TOBparkeHMe oKOH wupuHon 1000 nukcenen n BbicoTon 600 Nukcenen
(ecnm npumeHsieTcs MmacwTabupoBaHne 3KpaHa, TO 3TN pa3Mepbl TakXXe
MaclwTabupyrTcs);

e ecnn npunoxeHne Kaspersky Endpoint Security ncnonesyetca B pexume Jlerkoro areHTa
0715 3alnThl BUPTYalbHbIX Cpel, BUPTYaIM3MpOBaHHbIA ceTeBON MHTepP(EeNnc C Nosiocon
nponyckaHusa 100 MbuT/cek.

MuHUMaNbHble annapaTHble TpeboBaHUA AN apXUTEKTYpPbl Arm

e npoueccop Armv8.2-A Kunpeng 920 nnu Armv8-A Baikal-M (BE-M1000) nnu nnaTtdopma
m-TrusT TepMunHan;

e pasfes nogkaydykm He meHee 1 I'b;

e 2 [b onepaTnBHOM NaMATH;

e 3B cBOBOOHOrO MeCTa Ha XKEeCTKOM OUNCKe A1 YCTAHOBKMW MPUIOXKEHUSA U XPaHEHNS
BPEMEHHbLIX (hannoB 1 hannoB XXYpPHaIoB;

e MPY UCMNOJIb30BaHUN FPpaPnyYeCcKoro rnob30BaTe/IbCKOro NHTepgenca MOHUTOP OOJIKEH
obecneymBaTb oToOpakeHne okoH wnpuHon 1000 nukcenen n BoicoTon 600 Nnukcenen
(ecnn npumeHseTcsa macwTabupoBaHne aKpaHa, TO 3TN pa3Mepbl TakKXXe
MaclTabupyrTcs).
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IOnsa yctaHoBkn Kaspersky Endpoint Security Ha ycTponcTee 0o/KHa ObiTb YCTaHOBJ/IEHa OAHa U3
cnenyowmx onepaumMoHHbIX CUCTEM

32-6UTHbIE onepaunoHHbIe CNCTEMDbI

e Debian GNULinux 11.0 n Bblwe.

e Debian GNULinux 12.0 n Bblwwe.

e AnbT 8 CIN Paboyasa CtaHuwus (8.4).
e AnbT 8 CI1 CepBep (8.4).

64-6MTHbIE onepaLnoHHbIE CUCTEMBI



e AlmaLinux OS 8.0 un BhbiLue.

e AlmaLinux OS 9.0 un BbiLLe.

e AlterOS 7.5.

e Amazon Linux 2.

e Astra Linux Common Edition 2.12.

e Astra Linux Special Edition PYCB.10015-01 (o4yepenHoe obHoBneHune 1.5).
e Astra Linux Special Edition PYCB.10015-01 (o4yepeaHoe obHoBneHune 1.6).
e Astra Linux Special Edition PYCB.10015-01 (o4yepeanHoe obHoBneHune 1.7).
e Astra Linux Special Edition PYCB5.10015-01 (o4epenHoe obHoBNeHne 1.8).
e Astra Linux Special Edition PYCB.10015-03 (o4epenHoe obHoBneHune 7.6).
e Astra Linux Special Edition PYCB.10015-16 (ncnonHeHue 1) (o4epeaHoe obHoBneHune 1.6).
e Astra Linux Special Edition PYCB.10015-17 (o4yepenHoe obHoBneHue 1.7.3).
Astra Linux Special Edition PYCB.10015-37 (oyepenHoe obHoBneHue 7.7).
e CentOS 7.2 n BbllLe.

e CentOS Stream 8.

e CentOS Stream 9.

e Debian GNULinux 11.0 n Bblwwe.

e Debian GNULinux 12.0 n BblLe.

e EMIAS 1.0 u BbIWwe.

e EulerOS 2.0 SP10.

e Fedora Linux 41.

e Kylin 10.

e Linux Mint 21.1 n Bblwwe.

e Linux Mint 22.0 n Bbiwwe.

e Mostech 12.

e 0penSUSE Leap 15.0 v BbliLLe.

e Oracle Linux 7.3 v BbiLue.

e Oracle Linux 8.0 n BblLwe.

e Oracle Linux 9.0 n BblLwe.

e Red Hat Enterprise Linux 7.2 v BblLLe.

e Red Hat Enterprise Linux 8.0 n BblLLe.

e Red Hat Enterprise Linux 9.0 u BbiLe.

e Rocky Linux 8.5 v Bblwe.

e Rocky Linux 9.0 v BbliLLe.

e SberLinux 9.0.1.

e SberOS 3.3.3.

e SUSE Linux Enterprise Server 12.5 n Bbiwwe.

e SUSE Linux Enterprise Server 15 n Bbilwe.

e Ubuntu 22.04 LTS.

e Ubuntu 24.04 LTS.

e AnbT 8 CIN Pabo4as cTaHuus (8.4).

e AnbT 8 CIl CepBep (8.4).

e AnbT Obpa3oBaHue 10.1.

e AnbT CI Pabo4as CtaHuusa penns 10.

e AnbT CIl Paboyas CtaHuusa penns 10.1.

e AnbT CI1 Cepsep penus 10.



e AnbT CIN Cepsep penuns 10.1.

e ATnaHT, cbopka Alcyone, Bepcusa 2022.02.

e NocnuHykc 7.17.

e [ocnuHykc 7.2.

e M OC 12 Cepsep.

e MOC OC 15.4 Apbar.

e MCBC®EPA APM 9.2 1 Bblle.

e MCBCOEPA CEPBEP 9.2 u BbiLwe.

e OC M3LU 12 ns Bcex nonb3oBaTenen (be3 tenemetpun n 6e3 nogaepxku OUT).

e OC M3LU 12 119 MOCKOBCKMX LUKOJ AN MHTEPaKTUBHbIX MaHesnen (c TenemeTpuen un
nogaep>xkom OUT).

e OC M3LU 12 N MOCKOBCKMX KON OS5 KOMMbIOTEPOB 1N HOYTOYKOB (C TenemeTpuen u
nogaep>xkow ONT).

e OCHoBa 2.9 n BblLLe.

e PE[] OC 7.3.

e PE[] OC 8.0.

e POCA KobanbT 7.9.

e POCA Xpom 12.

e CnHTEe3M-KnueHT 8.6.

e CnHTe3M-Cepsep 8.6.

64-6UTHbIE onepaunoHHbIE CUCTEMbI ON1A apPXUTEKTYPbI Arm

Astra Linux Special Edition PYCB.10152-02 (o4yepenHoe obHoBneHune 4.7).
CentOS Stream 9.

EulerOS 2.0 SP10.

SUSE Linux Enterprise Server 15.

Ubuntu 22.04 LTS.

AnbT CIl Paboyvas CtaHuma penuns 10.

e AnbT CI1 CepBep penus 10.

e PEL] OC 7.3.

e PEJ] OC 8.0.
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B Be6-koHconm KSC nepenTn B pasgen Onepaunm XpaHunmuwa MHCTannAaUMOHHbIE NaKeTbl U
Ha)kaTb Job6aBUTb
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AxTren (YoTpohcTea)
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Nuuenann "NaBopaTopuu Kao...

MNpunoxeHns cToOpoHHWOND. .

PesepeHoe xpanunwe
KapaHTuH

AKTMBHBIE YTPO3b

Bbibnpaem «Co3aaTb MHCTANNSALMOHHBLIA NakeT ans npunoxeHus JlabopaTopum Kacnepckoros».
Mpn HeobXxoAMMOCTN MOXKHO 006aBUTb MHCTANNALMOHHbBIA NakeT 13 ganna, KoTopbin 6bin

3apaHee cKayaH c canTa JlabopaTopum Kacnepckoro, Asisi 3Toro Heobxoammo BbibpaTh «Co3aaTh

WHCTaNNALNOHHbBIA NakeT 13 anna»

MacTep CO3[aHNA MHCTANNAUWMOHHOID NakeTa

® CozfaTh MHCTaNNALMOHHBIA NakeT ana npunoxeHins "NabopaTtopum Kacnepckoro™

CosgaTb MHCTaNNALWMOHHBIA NakeT u3 daiina
BbibpaTb npunoxeHue u3 Hassbl "NlabopaTopumn Kacnepckoro” AnNA ¢O3AaHNA MHCTANNALWOHHOMO NaKeTa

Co3naTe MHCTANNALUWOHHBLIA NakeT Ans 3agaun "YoanesHoe esinonHeHne ckpunToe” Ha ocHose apxuea ZIP ¢ dainom manifest json

Mocne 3Toro otobpasnTcsa OKHO CO BCEMU AOCTYMHbIMU NHCTAMNALMOHHBIMWN NaKeTaMun AN
CKavuBaHuA, roe anga ynobcrea noncka B BEpXHEM NPaBoOM Yrjly MOXXHO HAaCTPOUTb (punbTpbl. B
OaHHOM CJlydae MOXXHO BbICTaBUTb (PUJILTP Ha A3bIK U oNnepaunoHHbIE CUCTEMBI, 3aTEM HaXKaTb
MpyMeHnTL
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Yonoswne JraveHne

= ~ Linux w

BbibrpaeM MHCTaNNALMOHHBIA NaKeT areHTa agMUHUCTPUPOBAHMS B COOTBETCTBUN € Tunom OC

Linux (B gaHHOM npuMepe ycTaHaBamBaeTcs DEB based Bepcusi) n HaXkumMaeM Ha Hero, 3aTem
BoibupaeM 3arpy3suTb U CO3A4aTb MHCTAJUIALUMOHHBIA NaKeT

Kaspersky Metwork Agent for =
Linux xéd deb (Pycexwi)

| E——

Hdanee B 3ToM e cnucke Haxogum Kaspersky Endpoint Security ang Linux. AHanorm4Ho Ha>kaTb
Ha Hero v BbiIbMpaTb 3arpy3uTb U co3paTh UHCTAJUUIALUOHHbIA NakeT
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Kaspersky Endpoint Security =
12.2 ana Linux (Pycexui)

et

Mocne sToro BEPHYTbLCA B pa3aen NHcTannsasunoHHbIe nakeTbl. [114 3arpy>aembix
WHCTaNNSALNOHHBIX MAaKeToB HeEOOX0AMMO MPUHATL JINLEH3NOHHOE COorJlalueHune
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Heobxoanmo Ha>kaTb Ha Ha3BaHME Kak40ro NMHCTaANALMOHHOIrO NakeTa, 03HAaKOMUTbLCA U 3aTEM
MPUHATL NNLUEH3NOHHOE COorJlalleHne, KakK Ha CKPUHLLIOTE HXXe
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[Mocne 3TOro, CNycTs HEKOTOPOE BPeMs, MHCTaIALMOHHbIE MaKeThl 6y)J,YT MOJZIHOCTbIO
YCTaAHOBJ1IEHbI N TOTOBbI K YCTaHOBKE

WMms T4 CraTyc mHeTannAunoHHoro naketa T4 Werounnk T4 Npunoxenne T

Bee roToBo K yeTaHoBKe

Kaspersky Network Agent for Linux x64 deb (Pycckmia)_ Kaspersky Netwaork Agent for Linux x64
Bee roToso K yeTaHOBKE AQ "NabopaTopus Kacnepckoro™
15.3.0.392 © ¥ paTop ¥ deb (Pyocxui)

Kaspersky Endpoint Security 12.2 nns
Linux (Pycckwii)

Kaspersky Endpoint Security 12.2 pna Linux (Pyccxui)_

12202412 & Bce roToso k ycraHoBKe AD "Naboparopun Kacnepoxoro™
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MNepen TeM Kak Ha4yaTb YCTAaHOBKY He0bXxoAnMo nepeHecTn obHapyxeHHble CepBepom
aOMUHUCTPUPOBAHMA YCTPOMNCTBA B pa3aes ynpaBasemble yCTPONCTBa. s 3Toro Heobxoammo
nepenTun B pasaen ObHapy>XeHue yCTPOUCTB U pa3BepTbiBaHue / HepacnpeaneneHHble
YCTPOMUCTBA U BbiOpaTbh HEOOXOAVMbIE OJ18 NEPEMELLEHNS YCTPONCTBA, KOTopble Bbln
obHapyxeHbl KSC, Ha)xaTb NMepeMecTuTb B rpynny 1 BbibpaTb Heobxoanmyto rpynny ons
nepemMewleHms (Mo yMon4aHUo Co3fgaHa KopHeBasa rpynna YnpasisieMble YCTPONCTBA, B KOTOPYHO
MO>XHO A06aBNATb BJIOXKEHHbIE FPynnbl, GOPMUPYS NEPaPXUI0 FPYNn aAMUHUCTPUPOBAHNSA)


https://antiapt-community.ru/uploads/images/gallery/2025-10/iDWlaWvIZ0PBCU1C-image.png
https://antiapt-community.ru/uploads/images/gallery/2025-10/VgP2aJOiHGCne1l2-image.png
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MepBbiM OesIOM Ha YCTPOWCTBO HEOOXOAMMO YCTAaHOBUTb areHT aAMUHUCTPUPOBAHNS,
WHCTaNNSLNOHHBIA NakeT KOToporo 6bin 3arpy>keH paHee. MNepen HavyasioM YCTaHOBKU NPOBEPLTE

rOTOBHOCTb YCTPOMNCTBA C ONEepPaLLMOHHON cncTemMon Linux

B pa3nene AKTuBbl (YcTponcTea) / 3apaum BuibpaTh JLo6aBUTH

AkTuesl (YcTpoitictea) / 3apaun

E ‘ Kaspe_rsky B VismenuTs obnacTs peiictens . &= KSC Server | C Ynpaensembie ycTpoiicTea
Security Center
+ [obasute
? KSC Serve
puhal Haaeanwe 3agauwn TL Mpunoxexue
BoicTpbie cobinkm Kaspersky Endpoint Agent
Databases and Modules Update Kaspersky Endpg

22 MOHWTOPKMHI U OTUYETHI

Kaspersky Endpoint Security 12 0 gns Linux

MNMowck epenorocHoro MO Kaspersky Endpd
MonwTkn u npodKunKm NoONUTHK O6HoeneHne Kaspersky Endpg
MNposepxa uenocTHOCTH CUCTEMBI Kaspersky Endpg
MNpoeepka saxHbix obnacTtei Kaspersky Endpg

BbibpaTb 3af4a4y YaaneHHaa yCTaHOBKA NPUNIOXKEHUA 1 3a4aTb el ynobHoe Ha3BaHue


https://antiapt-community.ru/uploads/images/gallery/2025-10/pcj0v0DbtYBHwv0J-image.png
httpssupport.kaspersky.comhelpKSCLinux15.3ru-RU137593.htm
https://antiapt-community.ru/uploads/images/gallery/2025-10/jt8jaUUoc42KGWiw-image.png

MHBTEP CO3NaHAR 3a0a499

MNapameTpel HOBCH 3aga4W
ANOHEHIE Kazspersky Security Center 15.3
YOaneHHan yoTAHOBKS NDANOMEHUA N

YpanewHan yoranoska Metwork Agent

® HaznauwTe 3afauy rpynne agMUHKUCTDMpOBAHKUA
3apats ANpeca YyoTPOACTE BPYYHYID MAKW MMNODTUDOBATS M3 CrIWCKa

HazHaunTe 3a0auy embopke yCTDORCTE

BbibpaTb rpynny aAMMHUCTPUPOBAHNA Ha KOTOPYIo ByaeT pacnpoCTPaHATbLCS OeACTBME OAHHOWN
3a4a4un

MacTep coananma 3anaum

D6nacTs geiicTENA 3a0aun

BuibepuTe rpynny agMUHUCTPMpOBaHKA, Janada Gyaet npuMeHeHa K ebiGpaHHOR rpynne W BcaM ee Noarpynnam

* (@ YnpasnsRemwe yeTpoicTea

3aTeM yKasaTb M3 BbiNagaloLero crmcka MHCTaNALUNOHHBIA NakeT areHTa
aAMMHUCTPUPOBAHUA 1 BbibpaTb yCTaHOBKY CpeacTBaMMu onepauuoHHOW CUCTEMBI C
nomowbio CepBepa agMUHUCTPUpPOBaHUA. OCTaslbHble MapaMeTpbl MOXXHO OCTaBUTb MO

YMOJTHaHUIO
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WMHCTanNALMOHHLIE NAKETH

Bop WMHCTANNALMOHHOND NKETA

Kaspersky Network Agent for Linux x64 deb (Pyccxwn) 1530 392 W

MNpUHYOWTENBHOD 3arPY3MTE MHCTANNAUWOHHBIA NaKeT
C nomMowso AresTa agMuHUCTDUDOBAHKA
CpencTeaMi CNEpauMoHHON CHCTEME G NOMOLWEID TOYEK PECTIPOCTPEHEHNS

3ToT NAapaMeTtp HeobxoguM NpW yoTaHoBKe npunoxeHna gna Windows Ha yeTpoicTeo Gea AreqTa aqMUHNCTPWPOBAHWA. Y3HaTe Bonbwe [

CpefcTEaMH CNepauMoHHOR CHOTEME © NOMOLLLK CepBepa agMHHHCTDHDOBAHKA

He yoTaHaBnHBaTE NPUACKEHWE, 80NN OHO YXE YOTAHOBNEHD
MNpegeapuTensHo NPCBERATE THN ONSPAUMOHHON CUCTEME Nepeq 3arpy3kon
HazHauuT yETAHOBKY MHCTANNALMGHHOND NAKeTa B rpYNNoBLX NonuTWeax Active Directory

MNpegnaraTs NONEICBATENK JAKPHTE FIBSOTE HUAE NDANOXEHAR

Nosagexwe yoTpoRCTE, yNpagnAemMb ADYTMMA Cepaapasii aAMUHHCTPHDOBAHNA

® YCTAHEENMBATE HA BOE YOTPONRCTES

YoTaHAENUBATD HA YCTPORCTES, YNPAENASMbIE TONEXO 3TM Cepeepom agMUHNMCTDUDOSaHMA

S MEOEASI I EHAE WETOORCTE

® He nepemewarts yeTpoAcTea

MepeMecTITs HepacnpeeneHHEe YCTPORCTES B BuGparHys0 rpynny (MoxHo BubpaTe TONbKD OaHy rpynmy)

I pynna agMHUHUCTDUPOBaHMA

Nanee BbibpaTb AeNCTBUE, KOTOPOE CrieayeT NpeanpuHsATb, €C/IN B XO04e YCTAHOBKM NPUSIOXKEHNSA
noTpebyeTcs Nnepe3arpy3ka onepaumoHHON CUCTEMbI (MOXXHO OCTaBUTb MO YMOJYaHUIO
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MacTep coznaHna 3apaun

BuiSepure neAcTEne, KOTOpOE cREgyeT NpegnpPUHATE, 8CNKW B X008 YCTAHOBKH NPUNoXeHNA NoTpebyeTea Nepesarpyaka onepaynoHHoR

CHCTEMB.

He nepezarpy=aTo yeTpocTeo
MNepe3arpy3nTs YCTPOHCTEO

L] SEHPEUJHEETI: ¥y nonb3gearenn

MpunoxeHne yenelwHo yeTaHoOBNEHO Ha yoTpoicTeo. [NA 3aBepWeHHa yeTaHoBkKH TpelyeToR nepesarpyaxka onepaunoHHoR cueTemsl

@) Noeropsts sanpoc kaxabie (MuH)
5
@) Npunyaurensko nepesarpyauts uepes (Muk)

30

MNMprHYAUTENEHO 38KPHIBATE NDUNOKEHWS B 335.|'EUKHPDBBHHH X CeaHcax

Ha cneayowem ware Heobxoanmo BbibpaTh YYeTHasa 3anucb TpedbyeTcsa (AreHT
aAMUHUCTPUPOBAHUA HEe UCNoNb3yeTcs), HaxkaTb JLoGaBUTb 1 yKa3aTb YH4ETHYIO 3anuncCb
rnosnb3oBaTensa nnu SSH ceptudmnkaTt

OTKpbIBaTb OKHO CBOWCTB 3a4a4u Nocsie ee Co3aHuns B AaHHOM CJly4ae He HY>XHO, Mo3ToOMy
MOXXHO ybpaTb 3Ty raJlouKy U COXPaHUTb 3adavy Ha)kas FoToBO

MacTep coafaHua 3a0aun

3aBepleHWe CO30aHNA 3a0a4N

HaxmuTe Ha kHonky ToToeo”, yTobu 33BeplWUNTE NPoOUSCE CO3AAHMA 2a0a4W "YOANeHHaA YOTAHOBKS NPHNCKEHNA" W 2aBepwnTs paboTy

MACTEDa.

G‘TKD BITh OKHO CBORCTE 330384 NOCNE &8 CO30aHWA
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3aTeM BbibpaTb CO34aHHYIO 3aJa4y U HaXKaTb 3anycTuUTb. Nocsne 3Toro HeobxoaMMOo AOXXOATbCS,
Korfa cTaTyc 3afa4yn N3MEHUTCS Ha 3aBepLUeHa YCNeLwHo

Mocne ycTaHOBKUK AreHTa agMUHUCTPUPOBaHNA B pasgene AKTusbl (YcTpoucTsa) /
YnpaBnseMbie YCTPOUCTBA B CTON6LEe AreHT aAMUHUCTPUPOBAHMUSA 3aMyLEH NOABMUTCA
3eneHad rasiodka. CTaTyc oCTaHeTCsd KPUTUYECKNM, T.K. elle He YCTaHOBJIEHO NMpuioXeHune
B6e3sonacHoCTH

MNMocne ycnewHom yCTaHOBKN areHTa aAMUHUCTPUPOBAHUA MOXKHO NMepexonTb K yCTaHOBKe
Kaspersky Endpoint Security for Linux (KESL)

?7°??°7°?7?7?7?7? Kaspersky Endpoint
Security for Linux

YoaneHHas ycTaHoBKa KESL Tak)xe Nnpon3BOANTCA Yepe3 3adavy yOaJleHHON yCTaHOBKN. B
pa3nene AKTuBbl (YcTponcTBa) / 3apaum BblibpaTb [lobaBuTthb

BbibpaTb 3a4a4y YaaneHHas yCTaHOBKA NPUJIOXKEHUA U 3aaTb el ynobHoe Ha3BaHue

BbibpaTb rpynny aAMUHUCTPUPOBAHNSA Ha KOTOPYto ByaeT pacnpoCTpaHATbLCA OENCTBME OaHHON
3aja4u

3aTeM yKa3aTb M3 BbiNadalowero Crncka MHCTannAaunoHHbln nakeT KESL v BbibpaTb ycTaHOBKY C
noMoLLblo AreHTa agMUHUCTPUpoOBaHuUA. [lone Boibop AreHTa aAMUHUCTPUPOBAHNS OCTaBUTb
NyCTbIM, T.K. OH y>Ke Bbls1 yCTaHOBJIEH Ha NpeabigywieM ware. OcTasibHble NapamMeTpbl MOXKHO
OCTaBUTb MO YMOJTHaHUIO

Hanee BbibpaTb AENCTBME, KOTOPOE C/eayeT NpeanpuHATb, eCIM B X04€e YCTAaHOBKM MPUI0XKEHUS
notpebyeTcsa nepesarpyska onepaunoHHON CMCTeMbl (MOXXHO OCTaBUTb MO YMOJIHaAHUIO)

3aTeM BbibpaTb Y4eTHana 3anucb He TpebyeTca, T.K. AreHT aAMUHUCTPUPOBAHUS yXKe
yCTaHOBNEH N ycTaHoBKa KESL, 6yneT npon3BoAUTbLCS OT €ro UMEHM

OTKpbIBaTb OKHO CBOWCTB 3a4ayu Nocsie ee Co3aHNs B LAaHHOM CJly4ae He HY>XHO, Mo3ToOMy
MO>XHO ybpaTb 3Ty raJlouKy U COXpaHUTb 3afavy Ha>kaB FoToBo

3aTeM BblbpaTb CO34aHHYI0 3aa4y U Ha)XaTb 3anyCcTUTb. [locie 3Toro HeobxoaAMMo A0XXAATbCS,
Korga CTaTyC 3aa4n U3MEHUTCS Ha 3aBepLUeHa YCNeLwHOo

P00 00707077077 ? KSC



Ons ynobcTBa 1 BO3MOXKHOCTU MOCTOSSHHOIO A0CTYNa K JIMLUEH3UK, pekoMeHayeTca 0obaBnsaTb nX
B XpaHunuwe nnuensun KSC. Heobxoanmo nepenTun B pasaen Onepauum / JinueHsuum
JlabopaTtopumu Kacnepckoro v BbibpaTh Lo6aBuTb

B nossueluemMcsa pasgene BbibpaTh BBECTU KOA, aKTUBAL MU 1 BNMCaTb aKTUBALMOHHBIA KOA U
HakaTb OTnpaBuTb (NoaxoauT, korga KSC n areHTbl UMeT A0CTyN B MHTepHeT). Ecan y KSC nnun
areHTOB HeT A0CTyna B UHTepHeT (cepBepam akTueauum J1K), To Heobxoamnmo BbibpaTh J,00aBUTL
cdhann kKnwya 1 NOArpy3NTbL COOTBETCTBYOWMNIN hann N Ha)xxaTb OTNPaBUTb. 3aTEM HaXaTb
CoxpaHuTb. KOHBEPTNPOBATbL aKTUBALMOHHbLIN KO B halsl KJto4a MOXKHO Ha

crieuvannsnpoBaHHoM nopTase JlabopaTopun Kacrnepckoro.

Mocne pobasneHna nuueHsna byget otobpa>kaTbCs B pasaene Onepauum / JInueHsum
JlabopaTtopumu Kacnepckoro

?27907?70°7?777?7 KESL

Mocne ycnewHon yctaHoBkn KESL, Heobxoanmo ero HeobxoanMmMo akTUBMPOBaAThL NLLEH3NEN. O
aKTuBauun B pasgene AKTuBbl (YcTponcTBa) / 3apaum BbibpaTh lobaBuTh

Yka3aTb 3aga4vy onqa JobasneHunsa knoda ans npunoxeHns KESL v 3agaTb en ynobHoe Ha3BaHue

BbibpaTb rpynny aAMUHUCTPUPOBAHNSA Ha KOTOPYIo ByaeT pacnpoCTpaHATLCA OEeNCTBME OAaHHON
3aja4u

3aTeM BbibpaTb OOCTYMHYIO NMLEH3UIO 1 Y6eanTbCs, 4TO OHa aKTUBUPYET PYHKLMOHANbHOCTb
KESL. Ncnonb3oBaTb KoY B KayecTBe pe3epBHOro HE Hy>XHO

OTKpbIBaTb OKHO CBOWCTB 3a4a4u Nnocjie ee co3[aHns B JaHHOM CJly4ae He HY>KHO, M03TOMY
MO>XHO ybpaTb 3Ty raJsloyky 1 COXpaHUTb 3aza4vy Ha)xaB FoToBO

3aTeM BbibpaTb CO34aHHYI0 3aJa4y U HaXKaTb 3anycTuUTb. Nocne 3Toro HeobxoaMMo AOXXOATbCS,
Korfa CcTaTyc 3afa4yn N3MEHUTCS Ha 3aBepLUeHa YCNeLlHOo

Mocne aToro KESL roToB K HacTpornke paboThl B kayecTBe EDR-areHTa.

?7?°?°°?7?°7°?7° ?2?2°?7°7?7°?7°?7 KATA (NDR)

Ona nogkniodeHnsa KESL B pexxum EDR-areHTa ncnonbsyetcsa ceptugukaT nnatgopmbl KATA.
Heobxoanmo 3anTum B Beb-KoHCOb NnaTdopmbl KATA nog Y3 aaMuHUCTpaTOpa

B pa3nene NMapameTpsbl / CepTudUKaTbl CreHeprupoBaTh CEPTURUKAT cepBepa (He HY>KHO, ecn
BbIMNOJIHANIOCH PAHEE) N 3aTEM Ha)KaTb 3KCAOPTUPOBATb. byJleT ckayaH cepTUdMKaT cepepa
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KATA.

P90 27077070777 KESL

HaHHbIN Wwar HeobxoanMm, ecnm y Bac ewé HeT nonnTukm KESL gnsa Linux-yCTponcTB, KOTopble
naaHMpyeTcsa nogkayaTb B KadecTse EDR-areHToB.

IOna ueHTpaan3oBaHHOroO ynpasaeHus npunoxeHmeM Kaspersky Endpoint Security for Linux, B Tom
yucne n nogknaoyeHmne Kk KEDR, ncnonb3yoTca NOANTUKK. g co3gaHns HOBOM NOJINTUKN
nepenaunTe B pasgen AKTusbl (YcTtpouctsa) / MOoAUTUKKM M NPOPUAMN NOUTUK N HAXKMUTE
JobaBuThb.

BbibepunTte Heobxogumyto Bepcuto Kaspersky Endpoint Security for Linux, koTopasa ycTaHOBJIEHaA Ha
Linux-ycTponcTse.

YKakute CTaH,D,apTHbIVI peXnm pa6OTbI MpPpUJIOXKEeHNE.

3aTeM peKoMeHOyeTCsa NPUHATL YC10BMA NosioxXeHusa o KSN a8 ero aeToMmaTuU4eCcKoro
BKJIKOHEHNA B NMOJINTUKY.

Hanee, ecnn HET B 3TOM He0BX0AMMOCTU, A€aKTMBMPOBaATb NepektovaTens HacneposaTb
napaMeTpbl POANTENLCKON NOJIMTUKM U COXPaHUTb NOANTUKY. OHa ByneT oTobpakaTbCa B
pasgene AKTuBbl (YcTpoucTBa) / MonmTukm v npodunm noAIMTUK N COXPAaHUTb NOJUTUKY.

P70?2°07°0°°07?7°7°7? KESL ? 7?77?7777 NDR-
P70?7077

B pasnene Aktusbl (YcTpoucTtsaa) / MonmTtnukm m npoduamn noaUMTUK nepenTtn B nonmtmnky KESL.

B nonutunke nepentun B pasgen NMapametpsl npunoxeHus [J] Detection and Response [T]
Network Detection and Response (KATA).

MNepeBecTn NepekaovaTenb paboTbl KOMMNOHEHTA B aKTUBHbIN peXXuMm, 3aTeM B 6110ke MapameTpbl
noaKJNIoYeHUsa K cepBepaM HaXaTb HacTpouTb. B nosasueLliemMcs pa3gene BoibpaTb fobaBuTh 1
yKa3aTb paHee cKkadaHHbIn cepTudukat KATA n HaxxaTb OK.

B 610ke CepBepbl KATA HaxaTb [lo6aBUTb 1 yKa3aTb agpec NoAgKIOYEeHNS K LeHTpalbHOMY
y3ny KATA, 3aTeM HaxkaTb OK. Agpec no ymon4daHuio (127.0.0.1) yoanutb. COXpaHUTb NOJIUTUKY.

CnycTsa HEKOTOPOE BpeMs MOoAKJII0YEHHblIe YCTPONCTBA 0Tobpa3aTcs B Beb-koHconn KATA Platform.
Heobxoanmo 3anTm nog Y4ETHON 3aNnUCbio COTPYAHUKa 6e30MacHOCTM 1 NepenTn B pasnen
AxkTusbl / Endpoint Agent.



Ha aTom noaokntodyeHme KESL B kayecTBe areHTa EDR okKoH4YeHoO.

Revision #4
Created 3 October 2025 13:20:18 by Administrator
Updated 6 February 2026 11:03:43 by Knpwunn



