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Ons Havana paboTbl ¢ APl HeE06X04MMO BbIMOJIHUTL MHTErpaLumnio BHeWHen cuctembl ¢ Kaspersky
Anti Targeted Attack Platform. BHelwwHAS cucteMa AOJI>KHa NPONTM aBTOPM3aLMIO Ha cepBepe
Kaspersky Anti Targeted Attack Platform.

YT06bl BLINOJHUTL MHTErpaLUnto BHeELLIHeN cncteMsl ¢ Kaspersky Anti Targeted Attack Platform:

e CreHepupynTe YHUKaJIbHbIN NOEHTU(PUKATOP BHELLUHEN CUCTEeMbI 19 aBTopu3aL M B
Kaspersky Anti Targeted Attack Platform - sensorld.

e CreHepupymnTe cepTuUdmrKaT cepBepa BHeLHen CUCTEMBbI.

e Co3panTe nobon 3anpoc oT BHewHen cnctemMbl B Kaspersky Anti Targeted Attack
Platform, copep>xawunn ngeHtnugurkatTop sensorld. Hanprumep, Bbl MOXeTe co3faTb
3anpoc Ha NpoBepKy 0b6beKTa 13 BHellHen cncteMbl B Kaspersky Anti Targeted Attack
Platform. (Co3paHune 3anpoca 6ynet paccMOTpeHo B pa3gene 2)

i i i ddddddddddadddads

Kaspersky Anti Targeted Attack Platform npepoctasnsgeT HTTPS REST nHtepdenc nposepku
00beKTOB, XpPaHALWMXCA BO BHELUHNX CUCTEMaX.

Ncrnonb3ytoTca HTTP-meToabl POST, GET, DELETE.

Bo3BpallaemMoe 3HaYeHue

Kon Bo3BpaTa OonucaHue

200 MpoBepKa BhIMOJIHEHA YCMELLHO.

204 HeT comep>xumoro.

400 TpebyeTcs aBTOpU3aLMS.

401 TpebyeTcst aBTopmsaums. Owmnbka BBOAA NapameTpoB.

404 He HaigeHbl pe3ysibTaTbl MPOBEPKU MO YKa3aHHOMY
NaeHTUMUKaTopy.

429 MpeBbILIEHO KOIMYEeCTBO 3anpocoB. MoBTopuTe 3anpoc
nosgHee.

500, 502, 5603, 504 BHyTpeHHss owmnbka cepBepa. MNoBTopuTe 3anpoc
nosaHee.

?7?7?°?°°7?77? UUID



CreHepupynTe YHUKaJIbHbI UOEHTUMUKATOP BHELWIHEN cUCTeMbl AN aBTopu3saumm B Kaspersky
Anti Targeted Attack Platform - sensorid

Onsa cozpaHua UUID Heobxoammo nepenTun Ha canT https://www.uuidgenerator.net/versionl un

Ha>kaTb Ha KHomnKy «Generate a version 1 UUID» 6yaeT cpopmuposaH UUID.

UUID Generator  Version4UUID  Version 1ULID  NiEmpty UUID  GUID Generator

Online UUID Generator

43fla0le-4c84-11ee-be56-0242ac120002 [ce

Version 1 UUID Generator Version 4 UUID Generator

Generate a version 1 UUID Generate a version 4 UUID

Bulk Version 1 UUID Generation Bulk Version 4 UUID Generation
Howy Bamy? Dowmnlcad to a file Howe Many? Downboad to a file
What is a Version 1 UUID? What is a version 4 ULID?
AVersion 1 ULID is a universally unique identifier that is generated using a AVersion 4 ULID is a universally unigque identifier that is generated using
timestamp and the MAC address of the computer onwhich it was random numbers, The Version & ULIDs produced by this site were
Renerated. generated wsing a secure random number generator.

CkonupynTe noslyymBLIEecs 3HAa4YeHNE U COXPaHUTE ON5 NOC/eayoLEero NCNosib30BaHUs 3TO
3HavyeHune byaeT NpucBoeHo nepemeHHonm sensorld.

P07 207777 ?0?070?°7?7?7?7?7?/ SSL
PPP0000707°7077

CreHepupyinTe cepTUdUKAT CEPBEPA BHELLHEN CUCTEMBI.

B 3aBMCMMOCTM OT MCMNOJIb3YEMOI0O pelleHns Heobxoanmo opmmpoBaTh 1Mbo Napy kayen, nmbo
OOVH crt.


https://www.uuidgenerator.net/version1
https://antiapt-community.ru/uploads/images/gallery/2025-12/q2BSaqion7WUhdgd-image.png

Co3panTte napy 2048/4096-6UTHbIX KtoYen WNEHPOBaHNA (OTKPbLITLIN U 3aKPbITbIN) 4N
ayTeHTU@MKauMm 1 3alnTbl Nepegasaembix annos. Tun wngposaHmsa RSA.

openssl req -x509 -nodes -days 3650 -newkey rsa:4096 -keyout key.pem -out crt.pem

Bo BpemMs reHepaunun 3anonHnTe Heobxoanmble Nons:

Country Name (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:apisystem

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:apisystem
Organizational Unit Name (eg, section) []:localhost

Common Name (e.qg. server FODN or YOUR name) []:apisystem.sales.lab

Email Address []:

Ho ecnun He xoTuTe (pOpMVIpOBaTb KJTO4YN B NHTEPAKTUNBHOM peEXUMeE, TO aJIbTEPHATUBHAA
KOMaHOa CbOpMI/IpOBaHVIFI KJIlOYEN BbIrNSAANT Tak:

openssl req -x509 -nodes -days 3650 -newkey rsa:4096 \
-keyout localhost.key -out localhost.crt \


https://antiapt-community.ru/uploads/images/gallery/2025-12/Kt0OMyZHLlowFJXa-image.png

-subj "/CN=localhost" \
-addext "subjectAltName=DNS:localhost,IP:127.0.0.1"

MNMocne co3maHns cepTUPUKATOB OHM ByayT pacnonaraTbCs B KOPHEBOWN AUPEKTOPUN TEKYLLLEro
nosnb3oBaTens:

#openssl genrsa -out server.key 2048

#openssl rsa -in server.key -out server.key

#openssl req -sha256 -new -key server.key -out server.csr -subj '/CN=localhost'
#openssl x509 -req -sha256 -days 365 -in server.csr -signkey server.key -out server.crt

#cat server.crt server.key > cert.pem

MNMocne co3maHns cepTUPNKATOB OHM ByayT pacrnosiaraTbCs B KOPHEBOWN AVUPEKTOPUN TEKYLLLETrO
nosb3oBaTens:

cert.pem, server.crt, server.csr, server.key - cepTudunkaTbl Heobxoanmble AN aBTOPU30BAHHOIO
B3anmopenctemsa ¢ KATA yepes cURL/B py4HOM pexume.

?707?7?°°7?7°7?7?7? POSTMAN

Postman 310 nHCTpyMeHT anga paboTbl ¢ APl, KOTOPbLIN NO3BOISAET NOJIb30BATEIO NOCbIIATh
3anpochkl K cepBucam n paboTaTb C UX OTBETAMMU.

Cneunanuctamum AO «JlabopaTopusa Kacnepckoro» NoaroTOBJIEHbI KOJIEKLMM 3aNpoCoB A
B3aumonenctemsa ¢ KATA/KEDR 4epe3 npunoxxeHne ansd aTomaTtusaumm paboTel ¢ APl 3anpocamu -

POSTMAN u pa3MelleHbl No cnepyowemy agpecy: https://www.postman.com/kl-ru-

presales/workspace/kaspersky-products-apis-ru/documentation/8104472-2e3ebb80-3c2b-4b54-
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9939-043e57987b2b

Ecnn konnekymna He OOCTYIMNHa (a Postman vacTo ee 6104nT n3-3a OTKPbITbIX er,EI,OB) TO CKa4aTb

KOJIJTEKLMIO MOXKHO MO 3TOW CCbIJIKE -

BbinonHum cnepywowme Hactponkm B POSTMAN ansa paboTel ¢ APl 3anpocamu:

HacTtpounka Postman

HobGaBneHune cepTucdmkKaToB

MNepengnTe B pasnen Settings

— Fa | =1 Winrlkemnarae - ADI hJE
File » New... Ctrl+N
; Edit » MNew Tab Ctrl+T J;
View » New Runner Tab Ctrl+5Shift+R
Help » New Postman Window  Ctrl+Shift+N
C
Import... Ctrl+O
(=]
= Settings Ctrl+Comma
Environments
D Close Window Ctrl+Shift+W
L
. Close Tab Ctri+W
History
Force Close Tab Alt+Ctrl+W
. Exit
[wE
MepenTn B nogpa3nen General, OTKIYNTE MEHIO B x
@ General General
cTpoke SSL certificate verification
@ Themes Request
@ Shortcuts
Trim keys and values in request body o ]
@ Data
+ Add-ons S5L certificate verification »
RejCantkicaes Language detection © Auta () JSON
& _Proxv.
MepenTn B pasgen Certificates , HaxkaTb Add Certificate »
1 General Certificates

@ Themes

@ Shoricuts
@ Data

4 Add-ons

B Certificates
B Proxy

4 App updates

@ About

CA certificates

(o J

's on @ per domain basis, Learn more Add Certificate...


https://www.postman.com/kl-ru-presales/workspace/kaspersky-products-apis-ru/documentation/8104472-2e3ebb80-3c2b-4b54-9939-043e57987b2b
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OobaBbTe B nosie Host agpec KATA Ha KOTOpOM

oXXupgaeTcs noagkatydeHmne no API 8 General Add certificate .
@ Themes Host
10.68.85.180 443
3 Shortcuts
. CRT file
Data

erttpem x
4" Add-ons

KEY file
& Certificates

keylpem X

& Proxy
PFX file

4] App updates

Select File
&) bl Passphrase
canee
X
& General Add certificate
@ Themes Host
3 Shortcuts
CRT file
@ Data
Select File
4 Add-ons
KEY file
® Centificates
Select File
= Proxy
PFX file
5] App updates Select File
9 About Passphrase
g}jﬂ Cancel

3Kcr|opT|/|py|7|Te Konnekuunn n3 )J,OCTyI'IHOI?I Konekuynn

Kaspersky Products APIs (RU). Export collection
MepengnTte No ccoisike, Bbibepnte HeobXxo oMY
KOINIeKLUNIO, BbibepnTe MeHto Konekunm, export, BbibpaTb

KATA 5.x-KEDR will be exported as a JSON file. Learn more about
collection formats »

BEPCUIO KOJINIEKLIUU, HaXKaTb Ha export.

. o - Expo
ByneT 3arpy>xeH json Cbal/lﬂ C KoJinekKuunen. /

Collection v2

& Collection v2.1

Sending your collection to a teammate?
Save time by sharing it instead.

Export

Cancel | it

NmnopTupynTe Konnekumn B Postman. 3anaute B BaLly

KOJITEKUNIO, Ha>XMNTE Ha KHOMKY Import,
Home Workspaces v APl Network - Explore

2 My Workspace New Import

O
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LOobasbTe konnekuumto nmbo no URL, nnbo Buibepute
3arpy>XeHHbIn ain, B MeHI0 3arpyskun ¢annos.

Drop a

Mocne pobaBneHns json/KONNEKLNN B 1IEBO CTOPOHE
NHTepdenca y Bac otobpasatcsa gobaBneHHble pa3gensl.

KATA 5.x-KEDR

HaCTpOﬁKa UCNOJIb30BaHUA NepeMeHHbIX

B Postman ecTb rnobasnbHble nepeMeHHble. TaK XXKe eCTb NepeMeHHble B Tese 3anpoca Asis onpepneneHHbIX
napaMeTpoB 3anpoca.

OTKpPONTE OKHO KONJIEKLUN, NEpenanTe BO BKJIAAKY e
Variables, HacTponTe nepemMeHHble kedr_ip OHM AOCTYMHbI '
0J151 BCEX MapaMeTPOB B KOJIJIEKLINN.

Vristies

10

<]

(448CS20-2Hc3-40B9-8003-chB2AISEE16

< <]

(<]

PackponTe Konnekuuo, nepenante B NOAroTOBJIEHHbIN e ot Coa 2t oty i
3anpoc. m
OTKpOI7ITe BKﬂaﬂ,Ky BOdy fricy 3apaua Ha ckanmposanme Co3aars/3anpoc Ha NPoBepKy 06BEXTOB @ save
B 3TOoM nofpasnesie Bbl MOXKETe pefakTMpoBaThb posT v mupsil adaharasscanneryijsensorsi Send v
napameTpbl 3aNpoCcoB NPMMEHUTENIbHO 415 Ballei Bodye  FreequestScript Tests  Seting Cookdes
NHCTaNaumm. none  # form-data w-form-urlencoded raw binary GraphQL
Key Value Description
content Select Files [lnA NPOBEPKM CCHINOK NOMECTHTE €.
scanld 3 YHMKanbHel MABHTMHKATOD 3aNDO...

objectType file Tun nposepRemoro oGbexTa. Boamo...
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YBennyeHne napameTpa «Maximum response size».
HaxmunTe «Ctrl+,», 0OTKpoeTCs MeHI0 HacTpoek. B
napameTpe «Maximum response size» BBeAMUTE 3Ha4YeHne
o1 50 go 200 MB. (MuHuManbHo 50). 3akponTe OKHO. Lengusge deieeion At ¥ userinterface

Request timeout in ms 0 Two-pane view ® OFF

SETTINGS X

General  Themes  Shortcuts  Data  Add-ons  Certificates  Proxy  Update  About

Set how long a request should wait for

aresponse before timing out. To never Shew icans with tab names @ on
Varlable autocomplete @on
Max response size in M8 =
Defauit documentation Postman editor
Sel the maximum size of a response 1o editor
download, To download a response of
any size, set to 0.
Editor settings Reset

Request Validation @ OFF Font Family
Validate requests in collections
that are linked 10 an AP against
ts latest schema

Consolas, ‘Courier New', monospace

Font Size (px) 12
Weorking directory Indentation count 4
Callaborate on files used in requests by sharing your Set number of indentations to add per
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