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O nsa Bcex sepcun KEDR pno Bepcuu 7.1.7

¢4 TPVIMEYaHVE:  [aHHas CTaTbsl SB/SETCS MPUMEPOM peasin3auuy  CKpUmnTa,
KOTOpbIV ro3BosisieT aenatb APl 3anpoc k Central Node ans cbopa cobbiTuii
TeIeMeTPUN U OTIPaBKW MOJIyHeHHbIX AaHHbIX B KoJisiekTop SIEM rno TCP.

CnpaBka Ha API: https://support.kaspersky.ru/kata/7.1/248949

LLlar 1: konupoBaHUue CKpunta Ha BHELWHIOI0 CUCTEMY

BHewHen cuctemonm MoxXeT BbICTynaTh stobasa pabodas cTaHUMA nnv cepeep, BKOYas
HermocpencTBeHHO KonekTop SIEM. 3anonHnTte obsa3aTesibHble nond ¢ UUID BHELWHEN CUCTEMBI,
nyTamm 0o TLS-cepTudukaTa 1 KJoYa, a Takxe agpecom v noptom SIEM cuctemsbl. NeHepauuns
UUID n TLS-cepTundgmnkaTa C KJOHYOM YKa3aHbl Ha wWwarax 2 u 3.

Cam ckpunT:

import json

import logging
import os

import socket
import sys

import time

import urllib.parse

from pathlib import Path
import requests

# KOHOUTYPALMA — OBA3ATEJIbHO 3AMEHUTE

EXTERNAL SYSTEM ID = "<upeHTudukatop external system id>" # CreHepupoBaHHbii UUID
KATA HOST = "<IP appec wnu FQDN Central Node>"

KATA PORT = 443 # 0cTaBuTb 6e3 W3MeHeHuW


https://support.kaspersky.ru/kata/7.1/248949

CERT_FILE

"<nyTb K dawnny TLS-cepTtudpmkaTta>"

KEY FILE = "<nyTb K ¢ainly 3aKpblTOro Krw4ya>"

SIEM HOST
SIEM PORT

"<IP appec wnu FQDN SIEM>"
9000 # nopt TCP

# NAPAMETPbl 3AMPOCA (onuuoHanbHO)
# MAX _EVENTS: ot 1 po 72000 (MakCMMyM 3aBUCUT OT BalWen WHCTanAALUM)

MAX_EVENTS = 20000

# FILTER: ocTaBbTe MyCTbM O BCEX COObLITMM

# MpuMepbl (CM. CNUCOK MOMEN HUXE) :

# FILTER = "Ioa.Severity == 'High'"

# FILTER = "RemoteIp == '192.168.10.50'"

# FILTER = "Ioa.Rules.Techniques contains 'T1059'"
FILTER = ""

# MAX_TIMEOUT: makcumym 300 cekyHp (PT300S). None — ucnofnb30BaTb 3HayeHMe NO YMOMYaHMI.

MAX TIMEOUT = None # wnu 60, 120, 300

# HE MEHANTE HUXE

API URL = f"https://{KATA HOST}:{KATA PORT}/kata/events api/v1/{EXTERNAL SYSTEM ID}/events"
TOKEN FILE = "continuation token.txt"

LOG DIR = "logs"

LOG FILE = f"{LOG DIR}/kata to siem.log"

Path(LOG DIR).mkdir(exist ok=True)
logging.basicConfig(
level=1logging.INFO,
format="%(asctime)s [%(levelname)s] %(message)s",
handlers=[
logging.FileHandler (LOG FILE, encoding="utf-8"),
logging.StreamHandler(sys.stdout)

)
logger = logging.getlLogger("kata-to-siem")

requests.packages.urllib3.disable warnings(requests.packages.urllib3.exceptions.InsecureReques

tWarning)



def send to siem(events: list) -> bool:
if not events:
return True
try:
data = "\n".join(json.dumps(e, ensure ascii=False) for e in events) + "\n"
with socket.create connection((SIEM HOST, SIEM PORT), timeout=15) as sock:
sock.sendall(data.encode("utf-8"))
#I1A TECTA 3AKOMMEHTWUPOBATb BEPXHUE CTPOKW A0 try U PACKOMMEHTWUPOBATb 3TW 1A 3AMUCK B OAIAN
(YyKaxXuTe KOPPEKTHbIN MyThb) :
with open("/home/admin/kata events.ndjson", "a", encoding="utf-8") as f:

for e in events:

H OH

f.write(json.dumps(e, ensure ascii=False) + "\n")

logger.info(f"OTnpaBneHo {len(events)} cobbiTun B SIEM")
return True

except Exception as e:
logger.error(f"Oumbka otnpaBkun B SIEM: {e}")

return False

def fetch events(token: str | None) -> dict | None:

params = {"max_events": str(MAX EVENTS)}

if token is None:
if FILTER:
params["filter"] = FILTER
if MAX TIMEOUT is not None:
safe_timeout = min(MAX TIMEOUT, 300)

params["max_timeout"] = f"PT{safe_timeout}S"

if token:

params["continuation token"] = token

try:
response = requests.get(
API URL,
params=params,
cert=(CERT FILE, KEY FILE),

verify=False,



timeout=310

)

if response.status code == 404 and "Subscription not found" in response.text:
logger.error("TokeH ycTapen wiv nognucb ypaneHa. Cbpoc TokeHa.")

return {"reset token": True}

if response.status code == 200:
return response.json()
else:
logger.error(f"API error {response.status code}: {response.text[:300]}")

return None

except Exception as e:
logger.exception(f"Oumnbka npu 3anpoce k KATA API: {e}")

return None

def load token() -> str | None:
if os.path.exists(TOKEN FILE):
with open(TOKEN FILE, "r", encoding="utf-8") as f:
return f.read().strip()

return None

def save token(token: str):
with open(TOKEN FILE, "w", encoding="utf-8") as f:
f.write(token)

logger.info("TokeH coxpaHéH")

def main():
logger.info("3anyck umHTerpauun KATA - SIEM")
if FILTER:
logger.info(f"OunbTp: {FILTER}")
if MAX TIMEOUT:
logger.info(f"Makc. Bpemsa oxupanuus: {MAX TIMEOUT} cek")

token = load token()

while True:



try:

result = fetch events(token)

if result and result.get("reset token"):
logger.info("Cbpoc TOKeHa. HauuHaeM c Havana.")
token = None
if os.path.exists(TOKEN FILE):

os.remove (TOKEN FILE)

time.sleep(5)

continue

events = result.get("events", [1)

new_token = result.get("continuationToken")

if not events:
logger.info("Ouepepgb nycta. OxupaHwue...")
time.sleep(30)

continue

logger.info(f"MonyyeHo {len(events)} cobbiTun")

if send to siem(events):
if new token:
save token(new token)
token = new token
else:
logger.warning("continuationToken otcytcTByeT B oTBeTE")
else:

logger.warning("CobeiTus He oTnpaBneHsl — TokeH HE o6HOBNEH")

time.sleep(l if len(events) == MAX EVENTS else 5)

except KeyboardInterrupt:
logger.info("OcTtaHoBKa no 3anpocy nonb3oBaTtensa")
sys.exit(0)

except Exception as e:
logger.exception(f"Kputnueckas ouwwnbka: {e}")

time.sleep(10)

if name == " main ":



main()

Lar 2: nonyyenue UUID BHelwlHeN cuCTEMBI

Ha Windows oTkpoinTe PowerShell n BeinonHuTe:

[guid]::NewGuid().ToString()

Ha Linux BbINOJIHNTE B TEPMUHANE:

cat /proc/sys/kernel/random/uuid

nin
python3 -c "import uuid; print(uuid.uuid4())"

LUar 3: reHepauusa camonoanucaHHoro TLS-cepTtucgpukarTa m
KJilo4a

MpenBapuTenbHO ycTaHoBMB OpenSSL BbIMOJHUTL KOMaHAY:

openssl req -x509 -newkey rsa:2048 -keyout kata.key -out kata.crt -days 365 -nodes

LUar 4: TectTupoBaHue M faJsibHeuLlee UCNoJib3oBaHue

Ons TecTpoBaHUs, 3aNyCTUTE CKPUNT BPYYHYIO, BbinosiHUB python3 /path/to/script.py

Mocne nepBoro 3anycka Heobxoanmo bynet nepentn B Beb-nHTepdenc Central Node nop yyeTHomn
3aNnbClo C NpaBaMn AOMUHUCTPATOpPa B pa3aen BHewHne cnctemsl 1 NoATBEPAUTL MOAKIIOYEHNE.
Hanee NoBTOPUTbL 3anyCK CKpUNTa.

Mo 3aBepLUIEHNIO TECTUPOBAHNSA MOXKHO CO34aTb MUHUMANUCTUYHbIM CEPBUC Ha BHELUHEN CUCTEMDbI,
4yTOoObI CKPUNT 3aMycKascs nocnae 3arpysku cuctemsl. Anga atoro B /etc/systemd/system/
co3pnanTe kata-siem.service co cnegyuwmm cooepxnmbiM (0TpeoakTupoBaTb Nog cebs,
N3MEHMB NoJib3oBaTens, pabo4ynin KaTtanor n NapameTpbl 3anycka):

[Unit]
Description=KATA to SIEM Forwarder
After=network.target

[Service]
Type=simple

User=root



WorkingDirectory=/opt/kata-siem
ExecStart=/usr/bin/python3 /opt/kata-siem/kata to siem.py
Restart=always

RestartSec=10

StandardOutput=journal

StandardError=journal

[Install]

WantedBy=multi-user.target

[anee BbIMOJIHUTL:

sudo systemctl daemon-reload

sudo systemctl enable --now kata-siem
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